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Support needs for critical 
applications
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“If you know the enemy and know yourself, you need 
not fear the result of a hundred battles.

Sun Tzu

The Art of War

If you know yourself but not the enemy, for every 
victory gained you will also suffer a defeat. 

If you know neither the enemy nor yourself, you will 
succumb in every battle.”
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What customers tell us

“We experience frequent workload disruptions and want to become more resilient.” 

“We only become aware of critical incidents once our end users complain.”

“We need help in identifying the trigger of an incident to determine whether it can 

be found in the application, AWS infrastructure, or third-party service.” 

“If we can’t address critical incidents quickly, we risk downtime, 

revenue loss, and erosion of customer trust.” 
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Mean time to resolution

Organizations spend an average 

of 5 hours to repair each 

incident

Unplanned outages

On average, organizations 

experience 29 unplanned 

outages per year

Disruptions are costly

$13.5M

Total revenue loss

Organizations lose an average 

of $13.5 million as the result of 

unplanned outages

Source: IDC whitepaper (2022), “The Business Value of Amazon Web Services,” 17.

https://pages.awscloud.com/rs/112-TZM-766/images/IDC-Whitepaper-The-Business-Value-of-AWS-Global.pdf
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The impact is widespread

Missed regulatory requirements 

Negative impact on partners Customer 

dissatisfaction 

Operational stress

Decreased workforce 

productivity

Compromised reliability and 

performance

Reputational damage
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AWS Incident Detection 
and Response (IDR)
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Onboarding to AWS Incident Detection 
and Response

Workload review to 

gain context of your 

workloads and their 

underlying AWS 

infrastructure and 

services

Define critical alarms 

at the application layer 

to track the key 

outcomes of the 

workload

Set up observability to 

monitor the underlying 

AWS infrastructure and 

services employed by 

your workloads

Define response plans 

and runbooks for 

managing critical 

incidents

1 2 3 4
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Benefits of AWS Incident Detection 
and Response

Reduced potential for 

failureEarly incident detectionImproved observability Faster resolution

Access to experts to guide 

you through recovery

Live engagement

Pre-defined response plans 

and runbooks

Post-incident report

24/7 workload monitoring

Rapid help from AWS 

incident management 

engineers

Observability on AWS 

infrastructure and services
Proactive services

AWS engages you within 15 

minutes of an incident

Define critical alarms on the 

application layer

Continuous learning 

mechanism



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Accelerated recovery path
Or “Why does incident resolution take so long?”

Without AWS Incident Detection and Response

Customer AWS Joint

AWS creates case 

and call bridge

Customer engaged

Investigation

Resolution

With AWS Incident Detection and Response

15 min

Customer detects incident

Customer creates 

support case

Investigation

AWS engaged

Resolution

Incident occurs Incident occurs

Significantly reduces 

time from incident 

generation to resolution

5 hours

Legend 15 min



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Chase.com migration and 
IDR onboarding 
experience
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Operational excellence across JPMorgan Chase

• Relationships with 66M US households and 5M small businesses

• 4.8K branches in 48 states and DC, 16K ATMs, mobile, online & phone

CCB: Consumer and Community Banking

• Provides strategic advice, raises capital, manages risk, and extends 
liquidity in over 100 countries

CIB: Corporate and Investment Bank

• Serves institutional, high net worth, and individual clients

AWM: Asset and Wealth Management

• Providing businesses access to capital, strategic advice, and tailored 
solutions in 20 countries

CB: Commercial Banking

66M

US 
households 

served

271K

Employees 
in 60+ 

countries

>$5T

Annual 
consumer 
payments

$10T

Daily 
payment 

processing

Devoted to building and maintaining the best and most respected financial services company in the world

Source: JPMorgan Chase Investor Relations: 2022 Investor Day Presentation

https://www.jpmorganchase.com/ir/events
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Global Technology enables JPMorgan Chase

~6.4K

Production 
applica-

tions

55K+

Global 
technical 
workforce

60M

Active 
digital 

customers

~11B

Annual 
digital 
logins

Relentless focus on integrating and upgrading technology to give customers more

• Differentiated experiences

• Rapidly release high-quality products

Products, platforms, experiences

• Accelerate adoption of elastic compute in the cloud

• Bring engineering closer to the customer

Software development and infrastructure

• Embed data and insights into everything

Unlock the power of data

• Embed security and privacy into all products and platforms

Protect customers and the firm
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Chase.com migrates to the cloud
Chase has a consistent set of strategic priorities exemplified by the Chase.com migration to AWS

Leverage 
data & 

technology 
to drive 
agility

Drive 
customer 

engagement

Protect 
customers 

& firm 
through 

strong risk 
& controls

Be where 
everyone 
wants to 

work

The Chase.com migration had demanding objectives

• Deliver >99.99% availability

• Reduce runtime costs by >50%

• Engineer the end-to-end solution, e.g. automation: 

• deployments & component refreshes 

• self-healing & mitigation

• testing, validation & certification

• Complete migration by YE 2022 (completed late 

October 2022)
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Predictable and proven resiliency is key

Failure Mode &

Effects Analysis

(FMEA)

Build scenarios

Execute tests 

(aka gamedays)

Analyze 
outcomes & 

identify 
improvements

Deploy 

improvements 

Expand scope

Teams worked backward from identified failure modes to implement preventative monitoring and testing
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AWS Cloud

Chase.com architecture on AWS
Corporate 

Data Centers

Caching,

security & 

perimeter 

services
Ingress

DMZ

Application 

Load 

BalancerAWS 

Shield

AWS WAF

Proxy 

Layer

Digital Platform

Microservices

Ops 

DBs

Amazon 

ElastiCache

Amazon 

RDS

Cloud Metrics,

Events & Alerting

Core Services

(Payments, . . . )

Common 

Services

Ops 

Dashboard

Logs:

Search & 

Alerting
Synthetics / 

Digital Test Services

Chaos Test 

Services

Application 

Metrics

& Alerting
IDR Event

Triggers

Amazon 

CloudWatch

NAT

Gateway

Route

53

AWS

Transit

Gateway
AWS 

Direct 

Connect

Application VPC (multi-account, multi-region, multi-AZ)
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Best practices and
call to action
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Monitoring and alerting best practices

1. Look for key measures that indicate business impact

2. Alarm to customer teams and IDR in parallel

3. Alarm at multiple layers to quickly isolate failure modes

4. Validate runbooks and communication paths through gamedays

5. Leave time for alarm tuning

See AWS Well-Architected Framework operational 

excellence pillar for additional workload health guidelines
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Call to action

1. Identify critical workloads that require the higher service levels IDR provides

2. Start somewhere, don’t delay

3. Perform architectural/operational reviews to assess readiness

4. Inspect monitoring/alarming mechanisms for reliability

5. Engage with your TAMs and your account team to discuss requirements

6. Be prepared! – don’t gamble with availability

I n c l u d i n g  I D R  i n  y o u r  i n c i d e n t  m a n a g e m e n t  p r o c e s s
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Additional IDR resources

• IDR product launch page
https://aws.amazon.com/premiumsupport/aws-incident-detection-response/

• IDR Support plan pricing page 
https://aws.amazon.com/premiumsupport/pricing/

• IDR What’s New post
https://aws.amazon.com/about-aws/whats-new/2022/09/aws-enterprise-support-aws-incident-
detection-response/

• IDR FAQs 
https://aws.amazon.com/premiumsupport/faqs/?nc=sn&loc=6#AWS_Incident_Detection_and_Response

https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
https://aws.amazon.com/premiumsupport/pricing/
https://aws.amazon.com/about-aws/whats-new/2022/09/aws-enterprise-support-aws-incident-detection-response/
https://aws.amazon.com/premiumsupport/faqs/?nc=sn&loc=6#AWS_Incident_Detection_and_Response
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Thank you!

Please complete the session 
survey in the mobile app

Tom Lococo

tlococo@amazon.com

tomlococo

@tomljmj

Michael Proctor

michael.proctor@chase.com

michaelpproctor


