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What are the cloud outcomes we want?
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Cloud native
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Learn AWS best practices

Build and deploy faster

Reduce or mitigate risks

Make informed decisions

Why use the AWS 

Well-Architected 

Framework?
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Security design principles

• Implement a strong identity foundation

• Enable traceability

• Apply security at all layers

• Automate security best practices

• Protect data in transit and at rest

• Keep people away from data

• Prepare for security events
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Top 5 security best practices for foundational 
security posture and secure scaling

1. Use a multi-account strategy and segmentation to limit 
scope of impact and operational ease

2. Continuously strive for least privilege access

3. Have a plan for managing system vulnerabilities; 
regularly patch and harden systems

4. Develop and exercise an incident response plan

5. Protect data

Perform continuous assessments
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1. Use a multi-account strategy and network 
segmentation

8

AWS Security Reference Architecture

https://github.com/aws-samples/aws-security-reference-architecture-examples

https://github.com/aws-samples/aws-security-reference-architecture-examples
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2. Continuously strive for least privilege

• Eliminate or minimize static IAM credentials

• Federate access using AWS IAM Identity Center (successor to AWS Single 
Sign-On) or existing federation provider

• Move to least privilege IAM roles and policies using AWS Identity and 
Access Management Access Analyzer to scope down permissions

• Utilize service control policies (SCPs) to reduce access

S T A T I C  C R E D E N T I A L S  A N D  O V E R L Y  P E R M I S S I V E  P O L I C I E S  R E M A I N  O N E  O F  T H E  T O P  S E C U R I T Y  R I S K S
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3. Perform vulnerability management

• Use Amazon Inspector to identity vulnerabilities and assess instances against 
security benchmarks

• Use Amazon ECR image scanning to identity vulnerabilities and assess your 
container images

• Use Patch Manager, a capability of AWS Systems Manager, to deploy OS and 
software patches automatically

• Use endpoint workload protection software on your instances in “Protect” 
mode 

U N P A T C H E D  V U L N E R A B I L I T I E S  O F T E N  C A N  C A U S E  S E C U R I T Y  I S S U E S  &  I N C R E A S E  O P E R A T I O N A L  O V E R H E A D
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4. Develop & exercise an incident response plan

People

• Train security operations staff on AWS

Process

• Develop an incident response plan and strategy

• Run drills and automate simulations where possible

Technology

• Build dedicated AWS accounts for Security Operations, Log Management, and Forensics

• Create break-glass roles for emergency access to AWS accounts

• Set up security services like Amazon GuardDuty, AWS Security Hub to detect threats

• Use security services like Amazon Detective to help you investigate security findings
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5. Protect data at rest and in motion

CIS Web-Tier 

Benchmark

CIS Foundation 

Benchmark
CIS Web-Tier 

Benchmark

CIS Foundation 

Benchmark

CIS Web-Tier 

Benchmark

CIS Foundation 

Benchmark

AWS KMS
Data 

encryption key
AWS KMS Amazon S3 Amazon 

CloudFront

AWS Certificate 

Manager (ACM)

SSL/TLS/

HTTPS

Enabling encryption at rest 

helps ensure the confidentiality 

and integrity of data; consider 

encrypting everything that is 

not public

AWS Key Management Service 

(AWS KMS) is seamlessly 

integrated with multiple AWS 

services; you can use a default 

master key or select a custom 

master key, both managed by 

AWS

Encryption of data in transit 

provides protection from 

accidental disclosure, verifies 

the integrity of the data, and 

can be used to validate the 

remote connection

Use server-side encryption

with provider-managed keys

Encrypt data at rest (with 

occasional exceptions)

Encrypt data in transit (with 

no exceptions)
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Getting to the “How”
A W S  W E L L - A R C H I T E C T E D  L A B :  D E T E C T  A N D  S E N D  N O T I F I C A T I O N S  F O R  S E N S I T I V E  D A T A  I N  A M A Z O N  S 3  
B U C K E T S  U S I N G  A M A Z O N  M A C I E

Amazon Macie

AWS Security Hub
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Proactively identify risks, close security gaps, implement 

required controls, and be prepared for security events to

minimize and remediate future security events

Building security improvement strategy and 

implementing the right controls

Identify, improve, and evolve your 
security posture
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• Proactive engagement for Enterprise Support (ES) customers that measures 

the maturity of a customer’s AWS environment

• Automatically provides a weighted security score for identified security risks

• Prescriptive guidance on long-term security improvement strategies

Baseline review Strategize Prioritize Continuous improvement

Security improvement program (SIP)
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Baseline review

Proactive measurement

Identify risks and security gaps

Baseline environment against security best practices

Record existing processes

Generate weighted maturity score

Security improvement program phases
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Strategize

Deep dive to address your unique challenges  

Identify different improvement use cases with TAMs and 

designated SMEs

Build customized engagement model with guidance of AWS 

security experts

Develop risk mitigation action plan

Security improvement program phases



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Prioritize

Provide targeted and prioritized recommendations

Do walkthrough of risk mitigation strategy

Review security risks and corresponding impact 

Define improvement strategy

Security improvement program phases
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Continuous 

improvement

Security workshops, hands-on demo

Training and enablement

Security cadence with account TAMs, SAs, expert engagement   

DevSecOps workshop – building secured solution

Security Gamedays

Security improvement program phases
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Program 

Introduction 

[AWS/Customer]

Prepare [30 mins]

Conduct 3 sessions 

to do baseline of 

AWS env. against 

best practices

[AWS/Customer]

Baseline [4-6 hrs]

Build customized 

engagement model 

basis org. use case 

with AWS experts 

[AWS]

Strategize

Mutually work on 

implementation of 

recommendations

[AWS/Customer]

Implement1

2

3

6

Measure outcomes, 

improvements & 

maturity levels of 

AWS environment

Measure75

Keep improving security 

posture by engaging 

AWS experts for deep 

dive discussions

[AWS]

Improve

4

Targeted & 

prioritized 

recommendations 

for security risks & 

gaps

[AWS/Customer]

Prioritize [30 mins]

Security 

improvement 

program

Security improvement program life cycle
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Identity & access 
management

Detection, auditing, 
and logging

Incident
response

Data
protection

Infrastructure
protection

Control access

Multi-account strategy 

and governance

Multi-account strategy 

and governance

AWS identity 

configurations

IAM policy strategy

Access key and key pair 

management

Gain visibility

Security monitoring and 

logging

Centralized and 

continuous governance 

Data integrity checks

Configuration change 

alerts

Incident forensics

Protect each layer

Infrastructure vulnerability 

assessment

Intrusion prevention and 

detection

Threat detection 

mechanism

Data audit mechanism

Data security

Tagging strategy

Intrusion prevention and 

detection

Threat detection 

mechanism

Network protection

Respond confidently

Auto remediation 

strategy

Risk assessment and 

remediation plan

Benchmarking checks

SIP builds matured security model around the 5 
security pillars



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Security audit

Service specific

One-time review

What SIP is not
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SIP deliverables – Security score
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SIP deliverables – Weighted maturity model
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Prioritized recommendations 

for identified security risks 

and prescriptive guidance on 

long-term security 

improvement strategy

Dive deep on use-case-focused 

action items on your particular 

use cases with security 

specialist engagement

SIP deliverables – Priority action plan
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Security Improvement Program for Molex
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• 7 billion in revenue

• 42K+ employees worldwide

• 100K+ products

• 80+ years of innovation

• Supplier to AWS with data networking products 

to support cloud and hyperscale applications

• Subsidiary of Koch Industries

Our vision: We make a connected world possible by working together as a global team to enable 

technology that transforms the future and improves people’s lives

About Molex



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Why a security improvement program?

We had seen security incidents in some of our accounts and wanted to make sure 
we were covering all of our bases with prevention and response; we looked to our 
AWS account team to

• Improve security posture in our developer-managed accounts

• Know where to focus

• Help with metrics and reporting for management

Their response was, let’s start with SIP
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How it worked

• Determined our focus (which accounts)

• Our AWS account team scheduled several calls with our security engineers and 
architects and the SMEs from the AWS account team

• Walked through questionnaire on the 5 pillars of security

• Four 1- to 2-hour calls

• Received a detailed report and metrics on security posture

• Scheduled follow-ups to review our progress
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How SIP helped us improve our security 
posture

• Helped bridge some knowledge gaps between groups supporting the accounts

• Used metrics provided to report to management where we are at with security of 
these accounts

• Allowed us to focus in on the critical issues and make immediate progress

• Will allow us to continue to focus on needed improvements while leveraging our 
AWS account team for support 
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Our approach to using the results

Upon receiving the SIP report

• Focused on the critical items in the 5 security pillars

• Put each finding in our workflow (Agile Kanban) to track

• Focused on the findings we could quickly address

• Moved items that aligned with some of our current security initiatives into the 
story for those projects

• Schedule follow-ups to review our progress with AWS account team

I will highlight some of our progress in the next slides
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IAM

One of the questions . . .

“Have you set up a security challenge question for each of your accounts?”

• Not one of those things you think of (at least I did not)

• Is there value in doing this?

This section focused a lot on improvements we are working on in our secrets 
management initiative
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Detection

One of the questions . . .

“Have you updated the right contact details for security incidents under Alternate 
Contacts in AWS account settings?”

• Another good one you would not think of

• Some of the others focused on log file protection

Able to address 100% of critical issues in this section!
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Infrastructure protection

This section includes

• WAFs, security groups, MFA on critical servers

One of this section’s questions was

• Is your CDN/CloudFront configured to return default root object to avoid exposing the contents 
of your web distribution?

This question helped us better understand how the firewall team was configuring 
the WAF

We made a 50% improvement in this pillar
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Data protection

Data protection presents a challenge where a group of accounts have fewer 
guardrails by design

How did SIP help us with data protection?

▪ Helped us reinforce the need for encryption and data classification during architecture 
review meetings and account reviews

▪ Spotted areas we missed – Amazon RDS snapshots were not scrutinized like Amazon EBS; 
this reminded us of the importance of both

▪ Reduced our critical findings by 20%
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Incident response

Improved our score by 33%

One of the improvements centered around this finding:

▪ Have you implemented detection and auto remediation of common security incidents by 
doing retrospective analysis with existing tools or in-house tools?

While we were working on this presentation, we had an incident that was caught 
by GuardDuty, where a review of what happened prompted automation that can 
prevent the same incident in the future
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Going forward – Continuing to use SIP

We do not see SIP as a one-time event; we plan on continuing to improve our 
score by

• Setting up quarterly calls with our AWS account team to review our progress

• Expanding the scope of the review

• Planning on including more teams in future reviews
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Call to action

Main: https://aws.amazon.com/well-architected/

Tool: https://aws.amazon.com/well-architected-tool/

Labs: https://www.wellarchitectedlabs.com/

Solutions: https://aws.amazon.com/solutions

AWS Well-Architected resources

These security assessments are from the open-source 

projects “Prowler” and “ScoutSuite,” which include 

custom modules that check for ransomware-specific 

findings

To get started with a security improvement program (SIP), 
contact your technical account manager (TAM) 

https://aws.amazon.com/well-architected/
https://aws.amazon.com/well-architected-tool/
https://www.wellarchitectedlabs.com/
https://aws.amazon.com/solutions
https://github.com/toniblyx/prowler
https://github.com/nccgroup/ScoutSuite
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Thank you!

Please complete the session 
survey in the mobile app


