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About AWS Trusted Advisor
H O M E  O F  A W S B E S T  P R A C T I C E S

Your AWS account 

team

AWS services

AWS technical field 

experts

Auto-detected checks

Prioritized and 

custom guidance
Closed-loop 

feedback tracking

Multi-account/

AWS Organizations 

views

Alerts on deviation and 

good standing

Performance

Security

Cost Optimization

Service Quotas

Fault Tolerance

Manual Recommendations
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AWS Trusted Advisor - Coverage

272 checks

across

45 AWS services
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Best Practice 
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Building insights with Trusted Advisor Explorer



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

1. Retrieve multi-accounts

AWS Trusted Advisor Explorer

Trusted Advisor Recommendations Data Lake

Crawler

Amazon QuickSight

Custom Dashboard

Account Information Source

AWS Organizations CSV File Input

AWS Step Functions AWS Lambda

Extract Trusted Advisor & Tag Data

AWS Lambda

Extract Account Information

AWS Lambda

Create Views

Event 

(event-based)

Amazon AthenaAmazon Simple 

Storage Service

Event 

(time-based)

Scheduler

2. Connect existing information 3. Visualize & notify

Amazon

Simple Notification Service

Email

notification

     

User

Notification

AWS Trusted Advisor

Checklist

AWS 

Resource Groups

Existing information
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Improving your resilience in AWS using 
AWS Trusted Advisor
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Shared responsibility model for resilience

CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

WORKLOAD ARCHITECTURE

NETWORKING, QUOTAS, AND CONSTRAINTS

HARDWARE AND SERVICES

COMPUTE NETWORKINGDATABASESTORAGE

AWS GLOBAL INFRASTRUCTURE

REGIONS AVAILABILITY ZONES EDGE LOCATIONS

AWS

RESPONSIBILITY FOR 
RESILIENCE ‘OF’ THE 

CLOUD

CUSTOMER

RESPONSIBILITY FOR 
RESILIENCE ‘IN’ THE 

CLOUD

CHANGE MANAGEMENT AND 
OPERATIONAL RESILIENCE

OBSERVABILITY AND FAILURE 
MANAGEMENT
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Availability Zone 1 Availability Zone 2

VPC

AWS Cloud

Instance

Amazon RDS 

instance

Amazon EC2

Amazon RDS

Multi-zonal high availability
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Availability Zone 1 Availability Zone 2

VPC

AWS Cloud

Instance

Amazon RDS  

Primary instance

Instance

Amazon RDS 

Standby instance

Network Load 

Balancer

Amazon 

Route 

53

Amazon EC2 / 
Auto scaling Group

Amazon RDS

Multi-zonal high availability

AWS Trusted Advisor offers 25 

checks alerting fault tolerance 

of your infrastructure such as 

1. RDS Multi-AZ

2. EC2 Availability zone

3. RDS Backups

4. Route53 Name Server 

Delegations
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Leverage Trusted Advisor towards your 
workload Resilience Reviews

AWS Well-Architected

• Monitor TA checks built with 

WA best practices as underlying 

guidance

• Track Well-Architected RHIs 

through TA checks
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AWS Resilience Hub

• Assess your current posture using TA checks 

• Track your AWS Resilience Hub resilience score and policy breach through TA checks

Leverage Trusted Advisor towards your 
workload Resilience Reviews
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Call to action

Enable and use 

Trusted Advisor

Assess your environment against 

best practices

1

Extend with AWS 

Solutions

Trusted Advisor Explorer GitHub

(Documentation guide)

Trusted Advisor Organization 

Dashboard (TAO Dashboard)

2

Take advantage of 

Baselining Resilience

Work with AWS account teams to 

mitigate any high risk resilience issues

3

https://github.com/awslabs/aws-trusted-advisor-explorer/blob/master/deployment/aws-trusted-advisor-explorer.template
https://docs.aws.amazon.com/solutions/latest/aws-trusted-advisor-explorer/welcome.html
https://wellarchitectedlabs.com/cost/300_labs/300_optimization_data_collection/
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Additional resources

AWS re:Post

Community-driven, knowledge sharing site

AWS Well-Architected Framework

AWS best practices guide to build and run workload.

AWS Well-Architected Lab

Collection of hands on lab to learn about AWS Well-Architected best practices.

AWS Well-Architected Tool

Tool to help measure workload towards AWS best practices.

AWS Trusted Advisor

Resources best practice insights and recommendation.

https://repost.aws/
https://aws.amazon.com/architecture/well-architected/
https://www.wellarchitectedlabs.com/
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
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Thank you!

Please complete the session 
survey in the mobile app

Madhu Upadrasta

mupad@amazon.com

madhu-upadrasta

Won Huh

wonhuh@amazon.com

won-huh


