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About AWS Trusted Advisor
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[ Download all checks

Use the Trusted Advisor dashboard to get an overview of the check results in your AWS account. Choose a check name or category to view the recommended actions or potential
issues that Trusted Advisor has identified. Each check provides more information about how to address any issues. You can also download a summary of all check results.

Cost optimization

more [4
Performance
Security
Checks summary
Fault tolerance

Service limits

Organizational view

Action recommended Info

v Preferences Info

Manage Trusted Advisor Cost optimization

Notifications Fault tolerance

Your organization
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Info

Cost optimization

Fault tolerance

the latest information.

mined by the PubliclyAccessible configuration

Potential monthly savings

$5,382.82

Trusted Advisor has identified 10 cost
optimization checks that can save you money. For
example, you might have unused resources in your
AWS account that can be deleted. Choose a cost
optimization check to view the recommendations.

View all cost optimization checks

Date
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10/03/2022
10/03/2022
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10/03/2022
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v @ IAM Access Key Rotation Last updated: a day ago G ™

Checks for active IAM access keys that have not been rotated in the last 90 days. When you rotate your access keys regularly, you reduce the chance that a
compromised key could be used without your knowledge to access resources. For the purposes of this check, the last rotation date and time is when the access key
was created or most recently activated. The access key number and date come from the

B e St P ra Ct i C e access_key_1_last_rotated
and
access_key_2_last_rotated

information in the most recent IAM credential report. Because the regeneration frequency of a credential report is restricted, refreshing this check might not reflect
recent changes (for details, see Getting Credential Reports for Your AWS Account).

In order to create and rotate access keys, a user must have the appropriate permissions. For more information, see Allow Users to Manage Their Own Passwords,
Access Keys, and SSH Keys.

Alert Criteria

Green: The access key is active and has been rotated in the last 90 days.
Yellow: The access key is active and has been rotated in the last 2 years, but more than S0 days ago.
Red: The access key is active and has not been rotated in the last 2 years.

Recommended Action
Rotate access keys on a regular basis. See Rotating Access Keys and Managing Access Keys for IAM Users.
Additional Resources

IAM Best Practices
How to rotate access keys for IAM users (AWS blog)

IAM Access Key Rotation (1) Included items ¥

0 of 1 active access keys have not been rotated in the last 90 days.

Status IAM User Access Key Key Last Rotated Reason

@ demo Access Key 1 2022-10-11T17:47:31.000Z < 90 days
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Building insights with Trusted Advisor Explorer
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AWS Trusted Advisor Explorer

1. Retrieve multi-accounts 2. Connect existing information 3. Visualize & notify

Existing information
9.

AWS Trusted Advisor AWS
Resource Groups

Trusted Advisor Recommendations Data Lake

Create Views

Event
(event-based)
AWS Lambda
Checklist
. . Custom Dashboard
Scheduler Extract Account Information Extract Trusted Advisor & Tag Data
. Event Crawler
(time-based) AWS Lambda AWS Step Functions  AWS Lambda

Amazon Simple

Amazon Athena
Storage Service

Amazon QuickSight

Account Information Source

Notification
- & a8
AWS Organizations CSV File Input

Amazon Email
Simple Notification Service notification
AccountId,AccountName,AccountEmail

123456789101 ,aws-sample-account-dev, sampleemaill@yourdomain.com
123456789102, aws-sample-account-prod, sampleemail2@yourdomain.com

User

123456789103, aws-sample-account-beta,sampleemail3@ycurdomain.com
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Amazon Athena > ery editor

Recent queries Saved queries Settings Workgroup = AWSTrustedAvisorE...

Data Query1 X | @ ¢ +

SELF(T * FROM "aws_trusted_advisor_explorer_db"."lowutilizationamazonec2instances_view" limit
100;

Data source

AwsDataCatalog
SQL Ln1,Col1
Database

aws_trusted_advisor_explorer_db again Explain [2 Save ¥ ‘ Clear ‘ Create Vv

Tables and views Create ¥ \ & L Query stats

@ Compls Time in queue: 148 ms Run time 66 sec Data scanned: 77.64 KB

v Tables(7) Results (100) @ Copy Download results ‘
check_z4aubrnsmz Partitioned  : arch rows &
summary Partitioned

tags Partitioned twork_i/o_utilization_14 v % X ApplicationNam V¥ CostCente Vv Environmen Vv
estimated_monthly_savings ¥ .

date r

datetime
. DemoApp CostCenterD
accountid

accountname string : DemoApp CostCenterD

accountemail DemoApp CostCenterD

regionname
2 AppE CostCenterE
resourcetype

AppE CostCenterE
resourcearn

resourceid r : AppE CostCenterE

applicationname g i AppE CostCenterE

costcenter
AppC CostCenterC

environment string

AppC CostCenterC
partition_0 string (Partitioned) PP

partition_1 string (Partitioned) : AppC CostCenterC

partition_2 string (Partitioned)  : AppC CostCenterC

partition_3 string (Partitioned)
AppC CostCenterC

¥ Views (6)
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aws_trusted_advisor_explorer_db Expl:

Tables and views Create v | & Query stats

Q Filter s pl

¥ Tables(7) Results (100) Download results

check_davu99dcdc
check_g31sq1e9u
check_gch7dwoux1 i twork_ifo_utilization_14 ¥ . . ApplicationNam ¥ CostCente ¥ Environmen ¥
estimated_monthly_savings v .
e r

check_ti39half Partiti

Partiti

DemoApp CostCenterD
summar Partit
¥ e DemoApp CostCenterD
tags Partiti
DemoApp CostCenterD
v Vi
Views (6) AppE CostCenterE
accountid bigint
AppE CostCenterE
accountname string
AppE CostCenterE
accountemail string PP ostLenter
partition_0 string  * AppE CostCenterE
partition_1 string & AppC CostCenterC
partition_2
AppC CostCenterC
date_time
average_cpu_utilization_14_days AppC CostCenterC
al(
average_network_i/o_utilization_14 - AppC CostCenterC
days :
mal( AppC CostCenterC
estimated_monthly_:
imal( ’ AppC CostCenterC
applicationname string  *
AppC CostCenterC
costcenter string
environment string AppC CostCentarC
summary_view AppC CostCenterC
unassociatedelasticipaddresses_view : AppC CostCenterC
underutilizedamazonebsvolumes_vie . AppB CostCenterB
w
underutilizedamazonredshiftclusters_ AppB CostCenterB
View
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EC2 Low Utilization

Controls

Date between

CostCenter Environment AccountName

All

ApplicationName
All All

All

2 .

Estimated Savings Trend S L Resource Count Trend
Oct 1, 2022 Sep 1,2022 Oct 1, 2022 Sep 1, 2022
2,087.47 44 48

> 22351

Estimated Savings Over Time

Resource Count by Environment Resource Count by CostCenter

Resource Count by Application
tCenterC
2 (2%)

Estimated Savings Opportunity by Application Estimated Savings Opportunity by Environment

$0.67K (13
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EC2 Low Utilization

Controls
ApplicationName CostCenter Environment AccountName Date between
All All

All

Select all
Resource Count Trend
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26

AppPA
1,043.41 22
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AppD

Resource Count by Application Resource Count by Environment Resource Count by CostCenter

Estimated Savings Opportunity by Application Estimated Savings Opportunity by Environment Estimated Savings Opportunity by CostCenter
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Improving your resilience in AWS using
AWS Trusted Advisor
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Shared responsibility model for resilience
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Multi-zonal high availability
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Multi-zonal high availability

AWS Cloud AF';':)?J{CZ“
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Leverage Trusted Advisor towards your
workload Resilience Reviews

‘ your workload to adapt to Well-Architected Tool » Workloads » Application A > AWS Well-Architected Framework » Review workload

ﬂ changes in demand? .
N\7/=N . AWS Well-Architected Framework
@M AWS Well_ArCh ItECted REL 8. How do you Add a link to your architectural design

implement change?

Question

REL 9. How do you back up

« Monitor TA checks built with data?
WA best practices as underlying
REL 10. How do you use
g u i d a n ce fault isolation to protect

your workload?

Best Practice: Deploy the workload to multiple locations M Download check details
Last fetched: Nov 29, 2022 8:47 AM UTC-8

@ ELB Cross-Zone Load Balancing  |nfo
Account statuses (@1

 Track Well-Architected RHIs REL 11. How do you design

your workload to withstand

th rough TA CheCkS component failures?

(¥ Amazon EC2 Availability Zone Balance  Info
Account statuses (®) 1

REL 12. How do you test

reliability? /\ Amazon RDS Multi-AZ  Info

Account statuses /A 1

REL 13. How do you plan for

disaster recovery (DRJ? © VPN Tunnel Redundancy Info

Account statuses @ 1

» Performance Efficiency /A\ AWS Lambda VPC-enabled Functions without Multi-AZ Redundancy Info

Account statuses A\ 1
» Cost Optimization

P Sustainability Other best practices unavailable
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Leverage Trusted Advisor towards your
workload Resilience Reviews

(?/\ AWS Resilience Hub

« Assess your current posture using TA checks
» Track your AWS Resilience Hub resilience score and policy breach through TA checks

AWS Resilience Hub resilience scores AWS Resilience Hub policy breached

No’

Alert Criteria
in to the
itional Information

e o v
AWS Resilience Hub resilience scores

c items ¥

Status ¥ Region App Name App Resilience Score Last Updated Time

Status App Name Last Updated Time

ap-northeast-1 ¥ 2022-11-14T20:17:23.102Z 2022-11-11T16:21:50.511Z

ap-northeast-1 5 2022-11-14 2022-11-11T16:211

ap-northeast-1 0 2022-11-17

2022-11-11T16:24:46.779Z

aws
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Call to action

Enable and use Extend with AWS Take advantage of
Trusted Advisor Solutions Baselining Resilience
Assess your environment against Trusted Advisor Explorer GitHub Work with AWS account teams to
best practices (Documentation guide) mitigate any high risk resilience issues

Trusted Advisor Organization
Dashboard (TAO Dashboard)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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https://github.com/awslabs/aws-trusted-advisor-explorer/blob/master/deployment/aws-trusted-advisor-explorer.template
https://docs.aws.amazon.com/solutions/latest/aws-trusted-advisor-explorer/welcome.html
https://wellarchitectedlabs.com/cost/300_labs/300_optimization_data_collection/

Additional resources

AWS Well-Architected Framework
AWS best practices guide to build and run workload.

AWS Well-Architected Tool
Tool to help measure workload towards AWS best practices.

AWS Trusted Advisor
Resources best practice insights and recommendation.

AWS Well-Architected Lab
Collection of hands on lab to learn about AWS Well-Architected best practices.

AWS re:Post
Community-driven, knowledge sharing site

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.


https://repost.aws/
https://aws.amazon.com/architecture/well-architected/
https://www.wellarchitectedlabs.com/
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/

Thank you!

Madhu Upadrasta Won Huh
mupad@amazon.com wonhuh@amazon.com
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