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Serverless in 2022
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How serverless started

2014 2017

Amazon ECS

AWS Lambda

AWS Fargate
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1800s – Beginnings of electrification

Faraday disk Burden’s wheel Pearl Street

power station

Modern

power station
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Acceleration of innovation
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FOCUS ON BUSINESS LOGIC

PHYSICAL MACHINES

Requires “guess” planning

Lives for years on premises

Heavy investments (upfront costs)

Low innovation factor

Deploy in months

Computing evolution
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FOCUS ON BUSINESS LOGIC

VIRTUAL MACHINES

Hardware independence

Faster provisioning speed (minutes/hours)

Trade upfront costs for variable costs

More scale

Elastic resources

Faster speed and agility

Reduced maintenance

Computing evolution
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FOCUS ON BUSINESS LOGIC

BASIC CONTAINERIZATION

Platform independence

Consistent runtime environment

Higher resource utilization

Easier and faster deployments

Isolation and sandboxing

Start speed (deploy in seconds)

Computing evolution
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FOCUS ON BUSINESS LOGIC

Continuous scaling

Fault tolerance built-in

Pay for value

Minimal maintenance

Functions and containers

SERVERLESS

Computing evolution
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AWS Serverless accelerates innovation

Scalable Lower cost Easier to use Reliable
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Why customers are choosing AWS Serverless

Agility Performance Cost Security
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Why customers are choosing AWS Serverless

For day-to-day 

innovation, we’re 

5 to 10 times 

faster.

Determining the Total Cost of 

Ownership: Comparing Serverless 

and Server-based Technologies –

Deloitte Consulting, 2021

Utopus processes 

200+ billion 

signals from wind 

and solar sources 

daily, in hours 

instead of weeks

AWS Serverless is 

57% cheaper 

than a server-

based solution
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Compute operational models

AWS manages Customer manages

Data source integrations

Physical hardware, software, 
networking, and facilities

Provisioning

Application code

Container orchestration, provisioning

Cluster scaling

Physical hardware, host OS/kernel, 
networking, and facilities

Application code

Data source 
integrations

Security config and updates

Network config 

Management tasks

Container orchestration control plane

Physical hardware software, 
networking, and facilities

Application code

Data source integrations

Work clusters

Security config and updates, 
network config, firewall, 
management tasks

Physical hardware software, 
networking, and facilities

Application code

Data source integrations

Scaling

Security config and updates

Network config

Management tasks

Provisioning, managing 
scaling, and patching of 
servers

AWS Lambda
Serverless functions

Amazon ECS on 
AWS Fargate
Serverless containers

Amazon ECS on 
Amazon EC2
Container-management 
-as-a-service

Amazon EC2

Most

Least
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ModernizeReduce Migrate
The amount of DIY To AWS On AWS

RefactorReplatformLift and shiftRetire SaaS

How are customers adopting 
a serverless strategy?
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Refactor

Replatform

Amazon ECS

AWS Lambda

Modernize applications

AWS Fargate
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Manual

Managed

Serverlessly?

Can you run this 100% 

Start serverless-first

Build new applications
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Continuous innovation 
across the stack
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Serverless pillars of innovation
T O  H E L P  C U S T O M E R S  B E C O M E  M O R E  P R O D U C T I V E  W E  F O C U S  O N .  .  .

Workload

support

Security Architectural

patterns

Performance
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Performance
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AWS Lambda SnapStart

SnapStart for Java delivers up to 10x 
faster function startup performance

Typically no changes to your code

No additional cost
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AWS Lambda SnapStart – How it works

Download

cust. code

Start new

container

Initialize

cust. code

Snapshot 

initialization

Take

snapshot

Run

handler

Warm 

start

Resume

snapshot

< 100ms 

Cold start

AWS

optimization

Customer

optimization

Function 

create or 

update 

lifecycle

Request 

lifecycle
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AWS Lambda SnapStart deep dive

Session ID Title Speaker(s) Schedule

SVS404-R1 A closer look at AWS Lambda Chris Greenwood, Julian Wood
Tue, 11/29, 5:45pm, MGM 

Grand 121

SVS404-R A closer look at AWS Lambda Chris Greenwood, Julian Wood

Wed, 11/30, 10:00am, 

Mandalay Bay South 

Pacific F

SVS320

AWS Lambda SnapStart: fast 

cold starts for your Java 

functions

Mark Sailes

Tue, 11/29, 5:00pm, 

Mandalay Bay South 

Pacific F
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SnapStart has improved the cold start performance for some 
of our key services by 95% percent. Over 50% of our AWS 
Lambda functions in production use the Java runtime, serving 
as many 6.5m invocations a day. 

Ivonne Roberts 

Software Architect, Bill.com
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Snapstart requires little to no code changes and delivers 
significant cold start improvements in numerous Lambda use 
cases. Applying the power of serverless technology broadly 
allows us to focus more on customer value and less on 
infrastructure management.

Marty Andolino

Capital One Retail Bank Technology, VP of Engineering/Divisional Chief Architect
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Larger task sizes

Up to 500 tasks in under a minute 

per service, 16x faster

AWS Fargate tasks

Up to 16 vCPUs (4x)

Up to 120 GiB of memory

Faster scaling
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AWS Fargate larger instance sizes have been a critical unlock 
in migrating Smartsheet's most resource intensive workloads 
to serverless cloud infrastructure.

Ray Cole

Distinguished Engineer, Smartsheet
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Security

CUSTOMER FUNCTION

CODE AND LIBRARIES

AWS IDENTITY AND ACCESS MANAGEMENT

SERVER SOFTWARE

HARDWARE / AWS GLOBAL INFRASTRUCTURE

REGIONS AVAILABILITY ZONES EDGE LOCATIONS

CUSTOMER

AWS

COMPUTE
EXECUTION 

ENVIRONMENT
RUNTIME LANGUAGE

NETWORKING 

INFRASTRUCTURE

RESOURCE CONFIGURATION
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Log4j (CVE-2021-44228)

On December 9, 2021, a severe remote 
code vulnerability in Apache's Log4j was 
announced to the world
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Log4j (CVE-2021-44228)

(ISC)² PULSE SURVEY – Feb 2022

27% - organizations were less secure during remediation

23% - fell behind on their 2022 security priorities

52% - team spent weeks or more than a month remediating Log4j

48% - teams gave up holiday time and weekends to assist with remediation
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Lambda response to Log4j (CVE-2021-44228)

By December 12, Lambda had 
automatically:

▪ Applied a patch to all functions using the 
Java managed runtime

▪ Applied a fix to the Java base container 
images

▪ Created new log that notified customers 
that the mitigation had been applied
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ECS/AWS Fargate response to Log4j

By December 18, Serverless Containers 
had:

▪ Updates to ECR Enhanced Scanning and 
Amazon Inspector to identify issue

▪ Amazon ECS/AWS Fargate customers could 
request to opt in to having the log4j Java 
hot patch applied to their accounts
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Amazon Inspector for Lambda functions

Assess running Lambda functions 

Consolidate your vulnerability management 

map vulnerabilities 
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Architectural patterns:
small pieces, loosely joined 

Contracts API

Property images

S3 bucket

Agent

Contracts 

table

Propert ies 

Web API

Search 

funct ion

Approval 

funct ion

Publicat ion 

evaluat ion event  

handler

Customer

Unicorn 

Propert ies 

event  bus

Propert ies

table

Agent

Contracts 

funct ion

Unicorn.Contracts

Unicorn.Propert ies.Web

Contract  status 

table

Property Publishing 

Approval workf low

Contract  status changed

event  handler

Cont ract  status 

checker

Property 

approvals sync

SendTaskSuccess

Unicorn.Propert ies

Wait for contract 
approval
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Architectural patterns:
small pieces, loosely joined 
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A modern three-tier application architecture

Presentation

Business logic

Data

APIs

Workflows Queues/messages

Events Events

API API
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Amazon ECS Service Connect

Focus on the application code and not on 
your networking infrastructure

Build resilient applications with health 
checks and automatic retries on errors

Monitor and operate your applications with 
rich metrics in the Amazon ECS Console
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Amazon ECS

Service Connect

Deploy service

Specify a logical name 

for your Amazon ECS 

service

Connect to service

Use service name to 

reliably connect to your 

Amazon ECS service

Monitor metrics

Track traffic metrics in 

Amazon ECS Console or 

Amazon CloudWatch

Define application

Specify application 

endpoints in task 

definition

Amazon ECS Service Connect – How it works 
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Asynchronous designs are the 
natural way to build evolving, 
reactive applications
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Events increase flexibility and extensibility

AWS CloudAWS Cloud

Inventory service

Fulfillment service

Accounting service

New order

Order acceptance

API Gateway Amazon SQS 

queue

Payment processing

Start payment 

function

AWS Step 

Functions 

workflow EventBridge

event bus
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Workload support

Part of the AWS Lambda service

A separate resource in AWS 
CloudFormation

Generates a unique URL to invoke 
an AWS Lambda function

Can point to $LATEST or a 
user–defined alias

AWS Lambda function URL

https://<url-id>.lambda-url.<region>.on.aws/

/*

AWS Lambda
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What are customers building?

Event and API-driven 

applications

Data processing Machine learning
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Continue your AWS Serverless learning

Learn at your

own pace

Increase your

knowledge

Earn AWS

Serverless badge

Expand your serverless

skills with our Learning Plan

on AWS Skill Builder

Use our Ramp-Up Guides

to build your serverless

knowledge

Demonstrate your

knowledge by achieving

digital badges

https://s12d.com/serverless-learning

https://s12d.com/serverless-learning


© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Powerful compute made simple

Reliable

Easier to use

Secure

Affordable

Ubiquitous
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Serverless is everywhere

AWS Lambda processes 
over 10 trillion requests 
every month

Today, over a million 
active customers use 
Lambda each month

Over 2.25 billion 
Amazon ECS tasks are 
launched each week



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Thank you!

Please complete the session 
survey in the mobile app


