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Serverless in 2022
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How serverless started

AWS Lambda

Amazon ECS AWS Fargate

2014 2017
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1800s - Beginnings of electrification

Faraday disk Burden’'s wheel Pearl Street Modern
power station power station
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Acceleration of innovation
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Computing evolution

PHYSICAL MACHINES

Requires “guess” planning

Lives for years on premises

Heavy investments (upfront costs)

(e )

(e J ...

@’@ *. Low innovation factor
@ @ , Deploy in months

LEVEL OF ABSTRACTION
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FOCUS ON BUSINESS LOGIC

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



Computing evolution

VIRTUAL MACHINES
Hardware independence

Faster provisioning speed (minutes/hours)

Trade upfront costs for variable costs
S0t More scale
4
@ \] Elastic resources
@ .
’ Faster speed and agility

Hi1]

Reduced maintenance

LEVEL OF ABSTRACTION
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FOCUS ON BUSINESS LOGIC
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Computing evolution

BASIC CONTAINERIZATION

Z Platform independence
|C:) @; Consistent runtime environment
L<_E) @; Higher resource utilization
o I' SS @ Easier and faster deployments
L'T) oo S o Isolation and sandboxing
?E % i Start speed (deploy in seconds)
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FOCUS ON BUSINESS LOGIC
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Computing evolution

SERVERLESS
Continuous scaling
Fault tolerance built-in

oo
Z |_ gg Pay for value
C_) @; Minimal maintenance
b @; Functions and containers
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FOCUS ON BUSINESS LOGIC
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AWS Serverless accelerates innovation

o~ el 2.
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Scalable Lower cost Easier to use Reliable



Why customers are choosing AWS Serverless

© 1 ® &

Agility Performance Cost Security
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Why customers are choosing AWS Serverless

.  UTOPUS Deloitte

memmm  [NSIGHTS

For day-to-day Utopus processes AWS Serverless is
innovation, we're 200+ billion 57% cheaper
5 to 10 times signals from wind than a server-
faster. and solar sources based solution
daily, in hours
instead of weeks Determining the Total Cost of

Ownership: Comparing Serverless
and Server-based Technologies —
Deloitte Consulting, 2021
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Compute operational models

AWS manages

Customer manages

Least Data source integrations Application code
AWS Lambda Physical hardware, software,
Z> Serverless functions networking, and facilities
Provisioning
Container orchestration, provisioning Application code Network config
© Amazon ECS on : 5 M o
o AWS Faraate Cluster scaling Data source anagement tasks
E @ S l g . Physical hardware, host OS/kernel, Ll el
E Bgp —Crveriess containers networking, and facilities Security config and updates
o
- Amazon ECS on Container orchestration control plane  Application code Security config and updates,
"c'é ‘ : : network config, firewall,
= Amazon EC2 Physical hardware software, Data source integrations TREATET e
= Container-management networking, and facilities Work clusters
-as-a-service
Physical hardware software, Application code Management tasks
44 | networking, and facilities Data source integrations Provisioning, managing
| e Amazon EC2 Scaling scaling, and patching of
Most ] ) servers
05 Security config and updates
Network config
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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How are customers adoptir
a serverless strategy?

Reduce Migrate

The amount of DIY To AWS
i [T
7Y
© +
Retire SaaS Lift and shift
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Modernize applications

Replatform

Amazon ECS AWS Fargate

eb Services, Inc. or its affiliates. All rights reserved



Build new applications

Managed
L
£ — Start serverless-first —
‘. /) / Can you run this 100%
-...’. Serverlessly?
1
\YELRTEL
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The LEGO Group

Sheen Brisals
Senior Engineering Manager
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Our Mission

To inspire and develop the

builders of tomorrow.




Marketing Channels Technology
(MCT)

LEGO.com Retail Store Customer Support
Operations Centre



Serverless Journey of LEGO.com

SHOP DISCOVER

Take a thrill ride

The spectacular new Loop Coaster joins the LEGO® Fairground

Collection.

Switched to serverless
on 10, July 2019

Recommended For You

Q Addtowishist ©  ddtowishiist Q@ Addtowish fist Q sddtowishist

Hard to find v
The Globe Colosseum Vincent van Gogh - The Starry Night Typewriter

£174.99 £439.99 £149.99 £174.99




Architecture
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CDN/WAF

Architecture
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AWS Fargate

Amazon ECS on Fargate

(8]

IAmazon API
Gateway

N\

AWS
Lambda

N\

AWS
Lambda

Sb<

Amazon

Kinesis Data
Firehose

AWS Lambda

based microservices

&

Amazon
Event Bridge

D
o-I{-o
oY

INUEVLIIINON

4

Amazon
Dynamo DB

&k

Amazon SNS

I,

Amazon
CloudWatch

&,

Amazon S3

N\

AWS Lambda

o

AWS Step
Functions

Third party
payments,
ecommerce,
etc.



The Spikes

Transactions
processed

9.5x




The Motivations

\{ N oy 7
& Jll © [Sv

Capabilities of Scale as per Business Better Composable
the cloud demand innovation observability architecture



November 2017

e
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Journey Milestones

Serverless
experimentation

Started with simple
services

July 2019

Payment Service
rollout

New products
squads

Summer 2021

e

Over 25 product
squads

Several microservices
Multiple accounts

Legacy Platform
Failure

Key components
failed to scale

Spring 2018

Shop.LEGO.com
goes serverless

20 microservices
2 teams
20 engineers

Fall 2020

Peak traffic during new

product launches

Team expansion

3
=

-

=3
w’ T\

Summer 2022



Serverless Payments Platform

I
( VISA ’

Payment Providers

Unified Payments API BrickBank

LEGO Business Units

LEGO.com B2B Shipping Education LEGO Support



Autonomous Product Squad

20+ microservices 80+ Lambda functions

Separate AWS
Cloud account

Independent GitHub
repository

Builds and operates 100+ GB in DynamoDB S:E:' 10+ Step Functions

BrickBank

API-first

Event-driven

Architecture 40+ EventBridge rules @ 1 Amazon SES account




Typical per Minute Traffic

00O

1,000+ 200,000 20,000 150 concurrent
Lambda invocations

orders API requests notifications



Brickbank API
Gateway

Brickbank's public APl is managed through
Amazon API Gateway. Clients like LEGO.com
and SAP interact with this API. 1and

; webhook notifications are also sent
to this API.

Key metrics

= Requests (limited at max 10,000 requests
per second) - The total number API requests
in a given period

« 5xx Errors - The number of server-side
errors captured in a given period

Brickbank Lambda
functions

Brickbank uses AWS Lambda to provide
serverless compute for its business logic.

Key metrics

« Concurrent Executions (account limited to
5000) - The number of function instances
that are processing events. If this number
reaches the account limit, additional
invocation requests are throttled.

« Throttles - The number of invocation
requests that are throttled. When all function
instances are processing requests and no

Operational Visibility

API Gateway Requests
May 1, 4:30am - May 1, 6:00am

180k
160 k
140k
120k
100k
80k
60k
40k
20k

0

API Gateway 5XXErrors
May 1, 4:30am - May 1, 6:00am

300

May 01, May 01, May 01, May 01, May

01,

4:30am 4:45am 5:00am 5:15am 5:30am

® prod-lego-payment-service
® prod-lego-giftcard-service

® prod-apple-pay

Lambda Concurrent
Executions/Throttles - Account Level
May 1, 4:30am — May 1, 6:00am

160
140
120
100
80
60

40

May 01, May 01, May 01,
4:30am 5:00am 5:30am

® Max Aws.lambda. Concurrent Executions
® Total Aws.lambda. Throttles

Lambda Ir
May 1, 4:30am — May 1, 6:00am

600
550
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350
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250
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50
0

® |ego-payment-servi... @ lego-payment-servi...
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May 01, May 01,
4:30am 5:00am

May 01, M May 01, May 01, May 01,
5:45am 6: 4:30am 4:45am 5:00am

® prod-lego-payment-service
® prod-lego-giftcard-service

1s - Per Functis

30k
25k
20k
15k

10k

May 01,

A 4:30am
}\_MA/ \/\_/ - ® |ego-payment-servi..
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® |ego-payment-servi...
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lego-payment-servi...

May 01, EVEN May 01,
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® prod-apple-pay

Lambda Duration - Per Function
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Lambda Errors - Per Function
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1
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0.7

6:00am

May 01, May 01,
4:30am 5:00am

® |ego-payment-servi-..
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m
Brickbank
Critical
Health

This dashboard
provides an
overview of the
critical health of
the LEGO.com
payments platform,
Brickbank. It is
based on the
following
monitoring
practices:

» Four Golden
Signals =
Latency, Traffic,

Lambda Cold Starts - Per Function
May 1, 4:30am — May 1, 6:00am

lego-payment-service-sav... 1
. ]




Key Learnings

Start simple, evaluate, Incremental and
and evolve % iterative development
4
: Co Autonomous and
Importance of automation @ -
P 3 product-focused teams

G’-\ Building AWS Well-Architected Engineering culture:
O"’ serverless standards @ You build it, you run it



Our Motto

ONLY THE BEST IS GOOD ENOUGH







Continuous innovation
across the stack
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Serverless pillars of innovation

TO HELP CUSTOMERS BECOME MORE PRODUCTIVE WE FOCUS ON . . .

Performance Security Architectural Workload

patterns support

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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AWS Lambda SnapStart NEW! ¢

|7 _| SnapStart for Java delivers up to 10x
| faster function startup performance

i '/“\/% Typically no changes to your code

L v No additional cost

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



AWS Lambda SnapStart — How it works
|

Download Start new Initialize Take |
Function cust. code container cust. code snapshot |
create or |
update Snapshot I
lifecycle initialization |
|
_____________________ r [ ] [ | | | [ ] | | | ] |
Resume | Run
Snapshot ! handler
Request _I
lifecycle <100ms |1 Warm
Cold start |} start
|
AWS I Customer
optimization I_optimization
aWS © 2022, Am Web S , Inc. or its affiliates. All rights reserved



AWS Lambda SnapStart deep dive

Session ID Title Speaker(s) Schedule
SVS404-R1 A closer look at AWS Lambda  Chris Greenwood, Julian Wood 2?:}1;11/2219' >RSI

Wed, 11/30, 10:00am,
SVS404-R A closer look at AWS Lambda Chris Greenwood, Julian Wood Mandalay Bay South

Pacific F

AWS Lambda SnapStart: fast Tue, 11/29, 5:00pm,

SVS320 cold starts for your Java Mark Sailes Mandalay Bay South
functions Pacific F

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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i

SnapStart has improved the cold start performance for some
of our key services by 95% percent. Over 50% of our AWS
Lambda functions in production use the Java runtime, serving
as many 6.5m invocations a day.

n

Ivonne Roberts

Software Architect, Bill.com

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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i

Snapstart requires little to no code changes and delivers
significant cold start improvements in numerous Lambda use
cases. Applying the power of serverless technology broadly
allows us to focus more on customer value and less on
infrastructure management.

Marty Andolino
Capital One Retail Bank Technology, VP of Engineering/Divisional Chief Architect

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



AWS Fargate tasks

_ 7

A\
2%
Larger task sizes Faster scaling
Up to 16 vCPUs (4x) Up to 500 tasks in under a minute
Up to 120 GiB of memory per service, 16x faster

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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i

AWS Fargate larger instance sizes have been a critical unlock
in migrating Smartsheet's most resource intensive workloads
to serverless cloud infrastructure.

n

Ray Cole

Distinguished Engineer, Smartsheet

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Security

CUSTOMER FUNCTION

CODE AND LIBRARIES RESOURCE CONFIGURATION

CUSTOMER

AWS IDENTITY AND ACCESS MANAGEMENT

EXECUTION NETWORKING
COMPUTE ENVIRONMENT RUNTIME LANGUAGE INFRASTRUCTURE

SERVER SOFTWARE

HARDWARE / AWS GLOBAL INFRASTRUCTURE

REGIONS AVAILABILITY ZONES EDGE LOCATIONS

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Log4j (CVE-2021-44228)

December 2021
Mon Tue

g F— ° " *  On December 9, 2021, a severe remote
code vulnerability in Apache's Log4j was
announced to the world

aws, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Log4j (CVE-2021-44228)
(ISC)? PULSE SURVEY - Feb 2022

27% - organizations were less secure during remediation
23% - fell behind on their 2022 security priorities
52% - team spent weeks or more than a month remediating Log4j

48% - teams gave up holiday time and weekends to assist with remediation

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Lambda response to Log4j (CVE-2021-44228)

December 2021 By December 12, Lambda had

Mon Tue Wed Thu Fri Sat

: : 4 . automatically:

= Applied a patch to all functions using the
logtj  AWSEAmBAASPES pahes and Tea ) Java managed runtime

13 14 15 16 17 18 19

= Applied a fix to the Java base container
20 21 22 23 24 25 26 | ma g es

% 2 2 2 a = Created new log that notified customers
that the mitigation had been applied

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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ECS/AWS Fargate response to Log4j

December 2021 By December 18, Serverless Containers
Mon Tue D\ef\;e1d Th: F;I Se;t Su; had:
. : . . N ; , = Updates to ECR Enhanced Scanning and
oot (Sareroen Confabwr et arifEatins. Amazon Inspector to identify issue
* Serveres Containerscrest entcatonand migation artfcts and mechanisms : = Amazon ECS/AWS Fargate customers could
20 2 22 23 24 25 26 request to opt in to having the log4j Java

hot patch applied to their accounts

ry 28 29 30 31

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon Inspector for Lambda functions [NEWEy

Assess running Lambda functions for
software issues

Automatically map vulnerabilities
detected in function code dependencies

Consolidate your vulnerability management
solutions for Amazon EC2, Lambda functions,
and Amazon ECR container images

aWS © 2022, Amazon Web Services, Inc

or its affiliates. All rights reserved.
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Architectural patterns:
small pieces, loosely joined

Unicorn.Contracts

oc—
o=
oc—
| o | —
Contracts

I
I
I
1
1
I
1
1
1
:
I
: table
1
1
1
1
[}
]
1
1
I
I
I
I

Contracts API Contracts
function

Agent

table evaluation event
T handler

r®

Search
function

8_

|
1
1
|
1
|
1
|
1
|
] Properties Publication
|
|
|
|
|
1
|
1
|
Customer !

Properties
Web API

function

1
1
1
1
1
:
: Approval
:
i
i Unicorn.Properties.Web

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Unicorn
Properties
event bus

5,

Property images
S3 bucket



Architectural patterns:
small pieces, loosely joined
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S




A modern three-tier application architecture

A _ Moo .
éz =5 00 Presentation

[ | | —

AV w.
Events Events ) '

APIs Business logic

%{} = - @ <
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090

Workflows Queues/messages
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Amazon ECS Service Connect

G

O

e

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserve
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Focus on the application code and not on
your networking infrastructure

Build resilient applications with health
checks and automatic retries on errors

Monitor and operate your applications with
rich metrics in the Amazon ECS Console



Amazon ECS Service Connect - How it works

Amazon ECS Define application Deploy service Connect to service Monitor metrics
Service Connect ] .
Specn‘y'app.llcatlon Specify a logical name Use service name to Track traffic metrics in
endpo:r]tfs n task for your Amazon ECS reliably connect to your Amazon ECS Console or
definition service Amazon ECS service Amazon CloudWatch
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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—1 Asynchronous designs are the
~ /| natural way to build evolving,
. reactive applications

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Events increase flexibility and extensibility

New order

———————————————————

Order acceptance

> EE—

Payment processing

API Gateway Amazon SQS
queue

workflow EventBridge

1
Start payment 1

pay I event bus
1
1

function

|

|

1

1

|

1

| >H =8 AwsStep |15 g
: Functions
|

|

1

1

———————————————————————————

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Workload support

AWS Lambda function URL

aws
-7

Part of the AWS Lambda service

A separate resource in AWS
CloudFormation

Generates a unique URL to invoke
AWS Lambda an AWS Lambda function

Can point to $LATEST or a
user—defined alias

> /[~

https://<url-id>.lambda-url.<region>.on.aws/




What are customers building?

Event and API-driven

aws
~—7

( — )

applications
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Data processing

I ——
L_\N | =
N —
 F—

( )

Machine learning



Vercel

Guillermo Rauch
CEO
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A Vercel NEXT.
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A Vercel

L (N) Downloads

3,500,000

3M

next-js—-downloads

A




A Vercel

L Deployments

100,000,000 /

deployments
V

50M

25M



A Vercel

L Requests

35,000,000,000
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A Vercel + @TheWashington Post
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A Vercel

nmunc ’Gt
E3 joshduke added 2 commits 12 hours ago
o ¥ Elections page v 252976 Projects
None yet

o ‘% Merge branch 'main' of https://github.com/washingtonpost... v 052456

Milestone

No milestone

Development

uccessfully merging this pull request nay close
hese issues.

O github-actions bot commented 12 hours ago © -

Playwright Test Results (0e58ba9)
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washington-post-site-elections.vercel.app
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M + 88
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g Elections Midterms 2022  Results by state v

Senate House Governors  Abortion access

Election deniers C,/Where votes remain  Results by state

CONTROL OF CONGRESS Updated Nov. 23 at 8:10 p.m. Eastern Full election result
50+ & 50 149 213 9 218 v 9220
| [ | 1|

Democrats Senate Republicans Democrats House Republicans
36 seats not up for election 29 seats not up for election

LEAD/WON ( Democrat ( Republican

LIVE
ELECTION RESULTS
Governor U.S. Senate Key ballot measures Other statewide races U.S. House
WHAT TO WATCH

Joe Lombardo (R) is p

jected to win the Governor race.
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g Elections Midterms 2022
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The Washington Post
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Subscribe Sign in
mocracy Dies in Darkness
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