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Agenda

• What is observability?

• Walk through troubleshooting a real-life scenario

• Take approach we see with many customers . . . then cover proper 
troubleshooting methodology

• Cover how to properly implement:

• Metrics

• Logs

• Traces

• Dashboards

• Other tools that improve observability experience
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Prerequisites

• This is a 300-level talk

• Experience deploying at least 1 serverless application

• Have consumed Amazon CloudWatch metrics and configured alarms

• Note: Will not be covering partner solutions – but the concepts apply 
to other tooling
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What is observability?
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Observability

• More than just monitoring

• Events happen throughout your system

• These events are recorded via metrics, logs, and 
traces

• Can we correlate these events and analyze them?

• The correlation and analysis answers questions 
like:

• Is my application performing as expected?

• What is the usage?

• What is the business impact?

Event Logs

Metrics

Traces
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Observability is the goal

Logs

Metrics Traces
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AWS observability stack

What: Numeric representation 

of data measured over intervals 

of time

Why: Useful for identifying 

trends, mathematical 

modeling, and prediction

What: Immutable, time-stamped record of 

discrete events that happened over time

Why: Useful for uncovering emergent 

and unpredictable behavior

What: Representation of a series 

of related distributed events that 

encode the end-to-end request 

flow through a distributed system

Why: Provides visibility into both 

the path traversed by a request as 

well as the structure of a request

Amazon 

CloudWatch logs

Amazon 

CloudWatch metrics AWS X-Ray traces
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Observability: AWS offerings

AWS 

X-Ray

Amazon 

CloudWatch

Metrics
Alarms
Logs

Dashboards
Logs Insight
ServiceLens

AWS Lambda Insights
Synthetics
Evidently

RUM

Traces

Analytics

Service map
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Scenario: The 5XX
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Client

AWS Amplify 

console

Dynamic API calls 

over HTTPS

Identity provider

Authenticate

HTML, CSS, JavaScript, etc.

Amazon API 

Gateway

AWS Lambda Amazon

DynamoDB
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Metrics
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CloudWatch built-in metrics

Amazon API Gateway

• REST APIs

API request count, Latency, 4XXs, 5XXs, 
IntegrationLatency, CacheHitCount, 
CacheMissCount

• HTTP APIs

API request count, Latency, 4XXs, 5XXs, 
IntegrationLatency, DataProcessed

• WebSocket APIs

ConnectCount, MessageCount, 
IntegrationError, ClientError, 
ExecutionError, IntegrationLatency

AWS Lambda

• Invocation metrics

Invocation count, Invocation errors, 
DeadLetterErrors, DestinationDeliveryFailures, 
Throttles, ProvisionedConcurrencyInvocations, 
ProvisionedConcurrencySpilloverInvocations

• Performance metrics

Duration, IteratorAge, 
PostRuntimeExtensionsDuration, OffsetLag

• Concurrency metrics

ConcurrentExecutions, 
ProvisionedConcurrentExecutions, 
ProvisionedConcurrencyUtilization, 
UnreservedConcurrentExecutions
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Built-in metrics often not enough

What about business/customer metrics?

Measure application performance against business goals

Revenue, signups, pictures uploaded, perceived latency, page views, etc.

How operationally stable is the application?

Continuous integration/deployment feedback time, mean time between failure 
and recovery, number of on-call pages and time to resolution, etc.

What about caught errors, warnings?

Caught exceptions are not counted as errors on AWS Lambda

What if I want to use other dimensions?

User ID, category, item, tags, environment, etc.
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CloudWatch embedded metric format

Embed custom metrics alongside detailed log event data

A U T O M A T I C A L L Y  G E N E R A T E  M E T R I C S  F R O M  S T R U C T U R E D  C L O U D W A T C H  L O G S

Can send structured format 

in PutLogEvents API call 

with specific format

Asynchronous

Open-source client libraries 

available for:

• Node.js

• Python

• Java

• C#

https://s12d.com/cwl-emf-client

https://s12d.com/cwl-emf-client
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Client

Amazon API 

Gateway

AWS Lambda Amazon

DynamoDB

Duration

Errors

Throttling

ConcurrentExecutions

UnreservedConcurrentExecutions

Recap
A T  A  M I N I M U M ,  M O N I T O R :

Latency

IntegrationLatency

5xxError

4xxError

ReadThrottleEvents

WriteThrottleEvents

SystemErrors

ThrottledRequests

UserErrors

Metrics

Custom metrics
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Dashboards
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What to include in your dashboard

• System-level dashboards

• Number of requests

• Failures

• Latency

• Customer-level dashboards

• Overall service health

• Real user metrics (RUM)

• Canaries (CloudWatch Synthetics)

https://s12d.com/bl-dashboard
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CloudWatch dashboard
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CloudWatch dashboard
C R E A T E  P R O G R A M M A T I C A L L Y  V I A  C L O U D F O R M A T I O N

• Create dashboards programmatically

• Define the DashboardBody in JSON

• You specify your widget structures and the 

properties

• Include this in your CloudFormation template

• Just getting started?

• Begin using the console to create the 

Dashboard

• Click Actions, View/Edit Source

• Copy the dashboard source, paste into 

your IDE

• Add your own edits, copy and paste to keep 

the same metrics and statistics and only 

change the dimensions
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CloudWatch dashboard 
C D K  S A M P L E

• Dashboards and widgets can 

be defined in AWS CDK

• Easier to reproduce across 

multiple applications and 

AWS resourses

• Editing and reading code is 

potentially easier than JSON
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Troubleshooting
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Client

Dynamic API calls 

over HTTPS

Identity provider

Authenticate

Amazon API 

Gateway
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Metrics

Dashboard

Recap
C R E A T E  A  V I E W  O F  Y O U R  S E R V I C E  A N D  C U S T O M E R  E X P E R I E N C E  U S I N G  D A S H B O A R D S  

Problem appears to be API Gateway!

The backend Lambda functions are not 

even getting invoked!
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Client

Dynamic API calls 
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C R E A T E  A  V I E W  O F  Y O U R  S E R V I C E  A N D  C U S T O M E R  E X P E R I E N C E  U S I N G  D A S H B O A R D S  

CloudWatch dashboards
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Recap

1. Identified metrics to monitor

2. Implemented custom metrics

3. Created dashboards to include those metrics

4. We can see the 5XX. Still don’t know why!

What next?

C H E C K L I S T
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Logging
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Client

Amazon API 

Gateway

AWS Lambda Amazon

DynamoDB

CloudWatch Logs

Logs API 

Telemetry API

Logging
L O G G I N G  O P T I O N S

Access logs

Execution logs
AWS CloudTrail

(control and data plane)

NEW!

Telemetry API!
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Lambda extensions

Easily integrate Lambda with your favorite
monitoring, observability, security, and 
governance tools
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Lambda extensions

• Easier to integrate your existing tools with Lambda

• No complex installation or configuration

• Tools integrate deeply into the Lambda environment
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https://s12d.com/extensions
-intro

https://s12d.com/extensions
-building

https://s12d.com/extensions
-telemetry

Using extensions
Deploy extensions as Lambda layers

• Using AWS Management Console, AWS CLI, AWS CloudFormation, 
AWS SAM, Serverless Framework, Terraform, Stackery

Use extensions
• Consume capabilities of an extension by configuring the 

options in your Lambda functions

Extensions API
• Build your own extension

• Provides a way for tools to get greater control during 
function initialization, invocation, and shutdown

Telemetry API
• Allow extensions to receive enhanced telemetry data (logs, 

platform traces, performance metrics) 

Most customers use extensions without needing to know about the capabilities of the extensions API that enables them

https://s12d.com/extensions-intro
https://s12d.com/extensions-building
https://s12d.com/extensions-logs
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Extensions available today
A W S  L A M B D A  R E A D Y  P A R T N E R ,  A W S  P A R T N E R ,  A N D  A W S  T O O L S  U S I N G  L A M B D A  E X T E N S I O N S

This is not a complete list. To view all AWS Partners for this category, visit AWS Partner Solutions Finder.

This list of partners is current as of October 21, 2022.
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Finding errors in logs
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CloudWatch Logs Insights
F I N D I N G  5 X X  E R R O R S  I N  A P I G A T E W A Y  A C C E S S  L O G S
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CloudWatch Logs Insights
F I N D I N G  L A M B D A  E R R O R S
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More useful queries!
T H E  L A M B D A  O P E R A T O R  G U I D E  H A S  A  C A T A L O G  O F  H E L P F U L  C L O U D W A T C H  I N S I G H T S  Q U E R I E S

https://s12d.com/queries
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Client

Amazon API 

Gateway

AWS Lambda Amazon

DynamoDB

Logging
R E C A P

Access logs

Execution logs
CloudTrail

(control and data plane)

Metrics

Dashboard

Logs

CloudWatch Logs

Logs API 

Telemetry API
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Recap

1. Identified metrics to monitor

2. Implemented custom metrics

3. Created dashboards to include those metrics

4. We queried logs

What next?

C H E C K L I S T

*Note that execution logs would have told us the answer, typically not enabled in production
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Tracing
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AWS X-Ray
E N D - T O - E N D  V I E W  O F  R E Q U E S T S  F L O W I N G  T H R O U G H  A N  A P P L I C A T I O N
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AWS X-Ray
E N D - T O - E N D  V I E W  O F  R E Q U E S T S  F L O W I N G  T H R O U G H  A N  A P P L I C A T I O N



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

AWS X-Ray
E N A B L E  T R A C I N G  O N  L A M B D A  A N D  A P I G A T E W A Y  R E S O U R C E S

AWS SAM AWS CDK
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AWS X-Ray
I N S T R U M E N T  Y O U R  C O D E

https://s12d.com/xray-sdk
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AWS X-Ray trace example
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AWS X-Ray trace example
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AWS X-Ray Analytics example
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Client

Amazon API 

Gateway

AWS Lambda Amazon

DynamoDB

Recap
E N A B L E  T R A C I N G  F R O M  E N D  T O  E N D Metrics

Dashboard

Logs
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Client

Amazon API 

Gateway

AWS Lambda Amazon

DynamoDB

Recap
E N A B L E  T R A C I N G  F R O M  E N D  T O  E N D Metrics

Dashboard

AWS X-Ray

trace

AWS X-Ray

trace

Logs



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Recap

1. Identified metrics to monitor

2. Implemented custom metrics

3. Created dashboards to include those metrics

4. Queried logs

5. Enabled tracing

Wait . . . we should have seen it 
in AWS X-Ray!?

C H E C K L I S T
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A different view:
CloudWatch ServiceLens
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CloudWatch ServiceLens

• Ties together CloudWatch metrics and logs, in addition to traces from AWS X-Ray

• Gives you a complete view of your applications and their dependencies

Traces

Analytics

Service map

Latency detection 

(server and client)

Metrics

Logs

Events

Alarms

Dashboards

CloudWatch ServiceLens

Amazon CloudWatch AWS X-Ray
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CloudWatch ServiceLens
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Drill down . . . Click on Lambda function
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Sort by response code
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After scaling DynamoDB table
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Adjusted dashboard
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Notification
/question

Identify Traces Analyze Logs

Receive an alarm 
notification

Ask a question

View service map

Identify points of 
interest to dive 
deep

View traces, trace 
maps and 
requests

Look at specific 
API/service that is 
the current point 
of interest

Trace analysis

Perform deep 
analysis of traces 
if necessary

Query logs

At specific point 
in time for deeper 
analysis and 
identify root 
cause

Troubleshooting/query workflow

Notification 
/question

Identify

ServiceLens

Traces

AWS X-Ray 
traces

Analyze

AWS X-Ray 
Analytics

Logs

CloudWatch 
Logs Insights

Receive a 
CloudWatch 
alarm 
notification

Ask a question

View ServiceLens
service map

Identify point of 
interest to dive 
deep

View AWS X-Ray
traces, maps, and 
requests

Look at specific 
API/service that 
is the current 
point of interest

Trace analysis 
with AWS X-Ray 
Analytics

Perform deep 
analysis/ 
comparison of 
traces if 
necessary

Query
CloudWatch Logs 
Insights

At specific point 
in time for 
deeper analysis 
and identify root 
cause



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Scenario recap

• Know the service metrics – create alarms on the critical metrics 

• Include these alarms in your infrastructure as code when you create the application

• Set alarm thresholds appropriately

• Use Embedded Metric Format to create application-level metrics

• Create dashboards

• Include each route of your API and/or logical components

• Proper statistics: P50, P90, P99 vs. average, min/max

• Enable tracing and instrument your code using the AWS X-Ray SDK

• Use CloudWatch ServiceLens for end-to-end visibility and troubleshooting

• Identify ad hoc CloudWatch Logs Insights queries

• Include in your run books and dashboards
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What else could have 
helped us?
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Using CloudWatch anomaly detection alarms

https://s12d.com/anomaly
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Lambda Powertools library
A  S U I T E  O F  U T I L I T I E S  F O R  A W S  L A M B D A  F U N C T I O N S

Logging: Output as structured JSON

Tracing: Send traces to AWS X-Ray

Metrics: Custom metrics with embedded metric format

Utilities: Parameters, Amazon SQS batch processing, etc.  

Python

https://github.com/awslabs/aws-lambda-
powertools-python

Java

https://github.com/awslabs/aws-lambda-
powertools-java

https://github.com/awslabs/aws-lambda-powertools-python
https://github.com/awslabs/aws-lambda-powertools-java
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You should also know . . .
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Serverlessland.com
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Other helpful resources

• Well-Architected Serverless Lens

• https://s12d.com/serverless-lens

• Serverless observability workshop

• https://serverless-observability.workshop.aws/

• Full-featured serverless sample application

• https://s12d.com/serverless-samples

https://s12d.com/serverless-lens
https://serverless-observability.workshop.aws/
https://s12d.com/serverless-samples
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Thank you!

Please complete the session 
survey in the mobile app


