AWS

NOV. 28 - DEC. 2, 2022 | LAS VEGAS, NV l

e [Nvent




SVS304

Understanding and implementing
observability for serverless

Lia Vader (she/her)

Sr. Solutions Architect
AWS

aW% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Agenda

- What is observability?
- Walk through troubleshooting a real-life scenario

- Take approach we see with many customers . .. then cover proper
troubleshooting methodology

* Cover how to properly implement:

Metrics
Logs
Traces
Dashboards

« Other tools that improve observability experience
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)



Prerequisites

« This is a 300-level talk
- Experience deploying at least 1 serverless application
- Have consumed Amazon CloudWatch metrics and configured alarms

« Note: Will not be covering partner solutions — but the concepts apply
to other tooling

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What is observability?
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Observability

« More than just monitoring
« Events happen throughout your system

- These events are recorded via metrics, logs, and

traces

« Can we correlate these events and analyze them?

- The correlation and analysis answers questions

like:

dws
~—

Is my application performing as expected?

What is the usage?

What is the business impact?
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Observability is the goal
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AWS observability stack

What: Immutable, time-stamped record of
discrete events that happened over time

Why: Useful for uncovering emergent
and unpredictable behavior

What: Representation of a series
of related distributed events that
encode the end-to-end request

What: Numeric representation -
flow through a distributed system

of data measured over intervals

of time
Why: Provides visibility into both

the path traversed by a request as

Why: Useful for identifyin
Y ying well as the structure of a request

trends, mathematical
modeling, and prediction

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Observability: AWS offerings

Amazon AWS
CloudWatch X-Ray

Metrics

Alarme Traces

L .
Dash%%sards Ana lytICS

Logs Insight .
ServiceLens Sel"VICe map
AWS Lambda Insights
Synthetics
Evidently
RUM
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Scenario: The 5XX
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HTML, CSS, JavaScript, etc.

AWS Amplify
console

Client Authenticate
Identity provider
Dynamic API calls
over HTTPS
Amazon API AWS Lambda Amazon
Gateway DynamoDB
aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N7



HTML, CSS, JavaScript, etc.

>

AWS Amplify
console

Authenticate

Client
Identity provider

O

XX
> Amazon API AWS Lambda Amazon

Gateway DynamoDB
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Metrics
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CloudWatch built-in metrics

- Invocation metrics - REST APIs
Invocation count, Invocation errors, API request count, Latency, 4XXs, 5XXs,
DeadLetterErrors, DestinationDeliveryFailures, IntegrationLatency, CacheHitCount,
Throttles, ProvisionedConcurrencylnvocations, CacheMissCount
ProvisionedConcurrencySpilloverlnvocations . HTTP APls

* Performance metrics API request count, Latency, 4XXs, 5XXs,
Duration, IteratorAge, IntegrationLatency, DataProcessed

PostRuntimeExtensionsDuration, OffsetLag . WebSocket APIs

ConnectCount, MessageCount,
ConcurrentExecutions, IntegrationError, ClientError,
ProvisionedConcurrentExecutions, ExecutionError, IntegrationLatency
ProvisionedConcurrencyUtilization,

UnreservedConcurrentExecutions

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

- Concurrency metrics
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Built-in metrics often not enough

What about business/customer metrics?

Measure application performance against business goals
Revenue, signups, pictures uploaded, perceived latency, page views, etc.

How operationally stable is the application?

Continuous integration/deployment feedback time, mean time between failure
and recovery, number of on-call pages and time to resolution, etc.

What about caught errors, warnings?

Caught exceptions are not counted as errors on AWS Lambda

What if | want to use other dimensions?

User ID, category, item, tags, environment, etc.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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CloudWatch embedded metric format

AUTOMATICALLY GENERATE METRICS FROM STRUCTURED CLOUDWATCH LOGS

Can send structured format
in PutLogEvents API call
With Specific format npm install aws-embedded-metrics| |nstallation

Installation

Usage pip3 install aws-embedded-metrics

Asynchronous

To get a metric logger, you can eithe

Usage

Using the metricScope decorator wit

Open_source Cllent llbra ries w To get a metric logger, you can d
availa ble fOI’: o -_- L . from aws_embedded_metrics imp

To use a metric logger, you need to manually create and flush thq

t software.amazon.cloudwatchlogs.emf.logger.Metric

° /
¢ NOde.JS ; : import software.amazon.cloudwatchlogs.emf.model.Dimensi
) ~ C my_| (metrics):
° P thon s Processing metrics.put_dimensions({" R
rics v("R t v o ociacs
y i y( Request metr*1cs.put_rretr“1c'( Proce Anhl14F ctatds »id main(Strin ;[] ) {

. Java pcricstogger loggen - rew eticstogge
19557 "ﬂ il S metrics.putDimensions(DimensionSet.of ("
BERELCS- ek Propect metrics.putMetric("ProcessinglLatency”,

e C# ) S metrics.setProperty(“RequestId”, "422b1

logger.flush();

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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https://s12d.com/cwl-emf-client

Recap

AT A MINIMUM, MONITOR:

Custom metrics

Duration

Errors

Throttling

ConcurrentExecutions
UnreservedConcurrentExecutions

[ —)
Client
€ Latency
IntegrationLatency
5xxError
4xxError
Amazon API
Gateway
aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Lambda

B
oL

Metrics

ReadThrottleEvents
WriteThrottleEvents
SystemErrors
ThrottledRequests
UserErrors

Amazon
DynamoDB



Dashboards
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What to include in your dashboard

- System-level dashboards
Number of requests
Failures
Latency
« Customer-level dashboards
Overall service health
Real user metrics (RUM)

Canaries (CloudWatch Synthetics)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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CloudWatch dashboard

API Total Requests

Count

14,000
12,000

10,000

13:10

@ Count 5XXError @ 4XXError
GET API - Requests

GET API

Returns Single Item

Count

4,764

1315 13:30

® Count AXXError @ 5XXError
PUT API - Requests

PUT API

Creates single item

Count

4,617

1315 13:30

@ Count @ 4XXError @ 5XXError

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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GET API - Latency

Milliseconds

2,019

13:15 13:30 13:45

@ IntegrationLatency p50 IntegrationLatency p90
@ IntegrationLatency pS9

PUT API - Latency

Milliseconds

2,319

13:15 13:30 13:45

@ IntegrationLatency p50 IntegrationLatency p90
@ IntegrationLatency p99

GET Lambda - Errors, Invocations, Throttles

Count

4,205

1315 13:30 13:45

14:00

@ Errors p50 Invocations @ Throttles p5S0 @ Errors p90

@ Errors p99 @ Throttles p90 @ Throttles p99
@ ConcurrentExecutions

PUT Lambda - Errors, Invocations, Throttles

Count

4,203

1315 13:30 13:45

14:00

@ Errors p50 Invocations @ Throttles p5SO (@ Errors pS0

@ Errors p99 @ Throttles p90 @ Throttles p99
@ ConcurrentExecutions

GET Lambda - Duration

Milliseconds

860

1315 13:30 1345

@ Duration p50 Duration pSO @ Duration p99

PUT Lambda - Duration

Milliseconds

1,128

|

1315 13:30 13:45

@ Duration p50 Duration pS0 @ Duration p99




CloudWatch dashboard

CREATE PROGRAMMATICALLY VIA CLOUDFORMATION

» Create dashboards programmatically
« Define the DashboardBody in JSON
* You specify your widget structures and the
properties
* Include this in your CloudFormation template
« Just getting started?
* Begin using the console to create the
Dashboard
* Click Actions, View/Edit Source
* Copy the dashboard source, paste into
your IDE
* Add your own edits, copy and paste to keep
the same metrics and statistics and only
change the dimensions
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
aws , ,

[

"metric",

et
[

type": "
I es": {

ol |
'"AWS/ApiGateway",

vl", "Method", "GET", {
[ty of
1,
view": "timeSeries",

it": "p90”,

"IntegrationLaten
it": "p50" } 1,
it *p99” } ]

etric”,

o
rics": [

"AWS/Lambda", "Dura
[ a4 Yetat®: (Npt
A ies
1Ck T 3
110 st

iod": 3
title": "GET API - Latency"
’
"metric",
ties": {
tr Bdbi |
[ "AWS/Lambda" E s", "Functi
[ =4 “Invocat )
fio "Throttles", P R
[ "Error ol | t
(L "Throttles", e
G "Concl 1t utions", ".
ev timeSer
Y
] we
t '"GET Lambda Err In\
1 'p99"

ion", "
0" ) ]

cy",

'ApiName", "myAPI", "Resource

it": "pse" } 1,



CloudWatch dashboard

CDK SAMPLE o0

from aws_cdk import aws_cloudwatch as cloudwatch

cw_dashboard = aws_cloudwatch.Dashboard(self, "Lambda Dashboard",

. Dashboards and Widgets can } dashboard_name=example_dashboard_name
be defined in AWS CDK title_widget = aws_cloudwatch. TextWidget(

markdown="# Dashboard: {}".format(lambda function.function name),
height=1,

 Easier to reproduce across wlithe
multiple applications and # creste agees for Clauptatc Dasbord bases o Lands Enction's
AWS resourses -:Z-’f:jitan}mda rnerien e e O

» Editing and reading code is crrors.sldget = ae_claudtch Crapldpet(ticle= “Errors”,
potentially easier than JSON

width=24)

cw_dashboard.add widgets({title_widget,
invocations_widget,
errors_widget,
duration_widget,
throttles_widget,
Llog_widget)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
)




Troubleshoot

reinvent-2022 v ; 3h 12h 1d 3d 1w  Custom (5m) ‘ C ‘ 15m v H b || Actions ¥

12,000

10,000

8,000

6,000

4,000

2,000
1.26k -

10-21 17:04
17:03 L= S 17:05

SXXError 2022-10-21 17:05 UTC
1. @ Count 203
G ET API H GET API - Requests H GET API - Latency 2. 5XXError 903 :T Lambda - Errors, Invocations, Throttles £ GET Lambda - Duration

. 3. © 4XXError 0
Count Milliseconds .00 ; 1.00

4,198 | 14005 .. Nodata avfailahle .
: : Try adjusting the dashboard time range.

Returns Single Dog

ata available.

0.50 ~ Nod .
Try adjusting the dashiboard time range.

108.38

0

76.73 17:03

17:.03

. Errors p50 Invocations 0
@ IntegrationLatency p50 @ Throttles p5S0 @ Errors p90

IntegrationLatency pS0 @ Errors p99 @ Throttles pS0

@ 5XXError @ IntegrationLatency p99 Throttles p99 @ ConcurrentExecutions ® Duration p50 Duration p90 @ Duration p99

17:03 17:04 17:05 17:06

PUT API H PUT API - Requests H PUT API - Latency H PUT Lambda - Errors, Invocations, Throttles § PUT Lambda - Duration

Count Milliseconds 1.00 1.00

4,203 : 13066 : .
: w _No data available. .
: Try adjusting the dashboard time range.

0.50

Creates single dog ID

~Nodata available.
97.99 Try adjusting the dastiboard time range.

— ~— 0
6531

17:03
17.03

@ Errors p50 Invocations
@ IntegrationLatency p50 @ Throttles ps0 @ Errors p90
IntegrationLatency pS0 @ Errors p99 @ Throttles p90
@ 5XxError @ integrationLatency p99 Throttles p99 @ ConcurrentExecutions

0
17:03 17:04 17:05 17:.06

@ Duration p50 Duration pS0 @ Duration p99

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Recap o

CREATE A VIEW OF YOUR SERVICE AND CUSTOMER EXPERIENCE USING DASHBOARDS Metrics

1
C 1L
OO0

Dashboard

| )

i Authenticat
Client e

Dynamic API calls
over HTTPS

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Recap @Z’

CREATE A VIEW OF YOUR SERVICE AND CUSTOMER EXPERIENCE USING DASHBOARDS Metrics
1
1]
O
Dashboard
CloudWatch dashboards
(== .
. Authenticate
Client
Identity provider
Dynamic API calls
over HTTPS
Amazon API AWS Lambda Amazon
Gateway DynamoDB
aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Recap

CHECKLIST

1. ldentified metrics to monitor
Implemented custom metrics

Created dashboards to include those metrics

N

We can see the 5XX. Still don't know why!

What next?

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Logging

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Logging

LOGGING OPTIONS

—)
Client
Access logs
Execution logs
Amazon API
Gateway
aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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NEW!
Telemetry API!
CloudWatch Logs
LogsAP AWS CloudTrail
Telemetry API (control and data plane)
AWS Lambda Amazon

DynamoDB



aws
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Lambda extensions

Easily integrate Lambda with your favorite
monitoring, observability, security, and
governance tools

2022, Amazon Web Services, Inc. or its affiliates. All rights reserved




Lambda extensions

« Easier to integrate your existing tools with Lambda

- No complex installation or configuration
« Tools integrate deeply into the Lambda environment

Runtime + Function

Processes

Lambda Service Execution Environment

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Using extensions

- Using AWS Management Console, AWS CLI, AWS CloudFormation,
AWS SAM, Serverless Framework, Terraform, Stackery

Use extensions X .
. Consume capabilities of an extension by configuring the —itnttprso'//s‘l 2d.com/extensions

options in your Lambda functions
Extensions API
« Build your own extension

- Provides a way for tools to get greater control during
function initialization, invocation, and shutdown

Telemetry API i iy |
+  Allow extensions to receive enhanced telemetry data (logs, —ttc;[l%sr;{é'fry .com/extensions

platform traces, performance metrics)

https://s12d.com/extensions
-building

Most customers use extensions without needing to know about the capabilities of the extensions API that enables them

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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https://s12d.com/extensions-intro
https://s12d.com/extensions-building
https://s12d.com/extensions-logs

Extensions available today

AWS LAMBDA READY PARTNER, AWS PARTNER, AND AWS TOOLS USING LAMBDA EXTENSIONS

CHECK POINT

\) APPDYNAMICS

part of Cisco

% . Coralogix CloudGuard

DATADOG
&
aynatrace epsag‘Sn V Vault  «®honeycombio
' . (R 3
% Iumlgo Amazon C%dWatch 2} Splunk

Lambda Insights AWS AppContig

@STACKERY sumo logic A_THUNDRA.

This is not a complete list. To view all AWS Partners for this category, visit AWS Partner Solutions Finder.

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. ThIS lISt Of partners Is current as Of OCtOber 21 ] 2022



Finding errors in logs

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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CloudWatch Logs Insights

FINDING 5XX ERRORS

aws
~—

IN APl GATEWAY ACCESS LOGS

flields @message, status

| filter status >= and status <

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

#

v il
Field

@ingestionTime

@log

@logStream
@message

@timestamp
httpMethod

Visualization

Export results ¥ ‘ ‘ Add to dashboard ‘

&

Showing 1000 of 1,452,590 records matched ®
2,429,158 records (693.6 MB) scanned in 4.6s @ 529,228 records/s (151.1 MB/s)

i JMM

09 AM

Hide histogram

||I|.||||J.

03 AM 06 AM 12 PM 03 PM 06 PM

@message

waon

{ "requestId":"@77ea9c@-bdcf-4ble-94b0-4a3a9ad5b705", "ip": "54.212.241.47", "requestTime

Value

1666390296319

] :/dogfinder/APIAccesslLogs
b6d7ad3926af8789261d089938dc8047

{ "requestId":"077ea9c@-bdcf-4ble-94b0@-4a3a9ad5b70@5", "ip":
1666390284928

GET

"54.212.241.47", "

integrationLatency -

integrationStatus -

ip

protocol
requestId
requestTime
responselLength

54.212.241.47

HTTP/1.1
@77ea9c@-bdcf-4ble-94b@-4a3a9ad5b705
21/0ct/2022:22:11:24 +0000

16

routeKey -

status

> 2

500

{ "requestId":"09213d8d-e33c-459c-9165-cd7c28f62c8a", "ip": "54.212.241.47", "requestTime



CloudWatch Logs Insights

FINDING LAMBDA ERRORS

Logs Visualization

000
. . : @timestamp : loglevel : message
flelds TLmEStamp’ LogLevel , Mes >age 2019-12-11T13:53:43.870+01:00  ERR Hash value mismatch
| filter LogLevel == "ERR" 2019-12-11T13:53:43.690+01:00  ERR Hash value mismatch
| S0 r--t @t imestamp dESC 2019-12-11T13:53:41.950+01:00 ERR Hash value mismatch
Q.0 @ingestionTime 1576068829802
| 1'1rn1;t @log 017024781235:/aws/lambda/GetItemsFunction-73FAT6Z12SPP

@logStream 2019/12/11/[$LATEST]e309f7494d944c8ba4d5511225346eel
@message {"operation": "get_items", "storeld": "49eb952a-ble7-57ea-a23

@timestamp 1576068821950

@xrayTraceld 1-5df0e6d5-1f83793e0eb1202e0@1eab4620
environment develop

functionName demo-GetItemsFunction-73FAT6Z12SPP
functionVersion $LATEST

itemId 09063559-cb29-482d-8a08-ebbfel62201f

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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More useful queries!

THE LAMBDA OPERATOR GUIDE HAS A CATALOG OF HELPFUL CLOUDWATCH INSIGHTS QUERIES

Description Example query symtax
rtage of cald starts in total in

"Init Durat

ritile repart af Lambda duration

filter HFtype = "REFORT

as HinetyHinth,

roentlla(fbil k as HinetyFifth,

itile{ibilledburation; i as Hinetieth

by bim[30m)

ile repart of Lambda memory usage

filter ptype= EEPFIRT

vilsed;

ions using 10 : =0 memory

filter Ptype = HEPORT and fRaxMenorylssd=fpsmo

| droquestId)

by binm[30m)

aws, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. htt p S : //S 1 2 d 0 CO m /CI u e I’i eS




Logging

RECAP

Client

Access logs
Execution logs

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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CloudWatch Logs

LogsAP CloudTrail
Telemetry API (control and data plane)

Amazon API
Gateway

AWS Lambda Amazon
DynamoDB



Recap

CHECKLIST

1. ldentified metrics to monitor
2. Implemented custom metrics
3. Created dashboards to include those metrics

4. We queried logs

What next?

*Note that execution logs would have told us the answer, typically not enabled in production

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Tracing
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AWS X-Ray

END-TO-END VIEW OF REQUESTS FLOWING THROUGH AN APPLICATION

avg. 74ms
71 tmin

dogfinder-GetDogFunction-yzAQL...

avg. 7 I ms

avg. 8.41s 70 ymin
i'\"[].28ﬂ15- 116 t/min

dogfinder-GetDogFunction-yzA

377 vimin
avg. 2.84; dogfinder-GetAllDogFunction-oG...

[ ] 373 min dogfinder-AuthorizerFunctio

‘ dogfinder/vi
Client avg. 7Oms

avg. 1.94s 69 t/min
avg. 240ms 371 vmin

avg. 8.665 118 t/min
119 vmin

dogfinder-DeleteDogFunction-pR...
dogfinder-DogTable-6CZ1RGEW4UA4...
dogfinder-CreateDogFunction-gl...

dogfinder-GetAllDogFunction-oG...

avg. 137ms
avg. 3dms 116 vmin
ava. 73ms 377 vymin

dogfinder-CreateDogFunction-gl...
70 yimin

dogfinder-AuthorizerFunction-U...

dogfinder-DeleteDogFunction-pR...

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS X-Ray

END-TO-END VIEW OF REQUESTS FLOWING THROUGH AN APPLICATION

@k
I\ A

Eventa-app-SNSProducer-Ya1 7BwC....
events-app-SMNEFroducer-Ya179ws...

—g simpleLogEvent
g_ evenis-app-ShNEPayloadLogger-Gi. .

(4]
N &

avenis-appiProd

avenls-app-EBProdueerFunclion- ..
hitpe./sgs. us-wesl-2__

N\ i\

events-app-SNSPayloadLogger-Gi...
,& simplelogEvent
A & avenis-app-EBProducerFunction- ...

eventg-app-SOSF reducer-nzjel B9
evenls-aop-S0SFroducar-xzjelED...

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS X-Ray

ENABLE TRACING ON LAMBDA AND API GATEWAY RESOURCES

AWS SAM AWS CDK

Globals: const lambda_backend = new lambda.Function(this, "lambdaFunction", {
runtime: lambda.Runtime.NODEJS_ 14 X,

handler: "index.handler",

code: lambda.Code.fromAsset("src"),

[tracing: lambda.Tracing.ACTIVE|

I.‘l & L
ADL.

TracingEnabled: true

et S . +)
Function:
[ Tracing: Active | const api = new apigateway.RestApi(this, "RestAPI", {
Timeout: 10 deployOptions: {
metricsEnabled: true,
logginglLevel: apigateway.MethodLoggingLevel.INFO,
dataTraceEnabled: ftrue,
|tracingEnabled: true,
stageName: 'prod’
s
+)
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS X-Ray

INSTRUMENT YOUR CODE

o000

import json

import os

import boto3

from datetime import datetime

from aws_embedded_metrics import metric_scope

from aws_xray_sdk.core import patch_all

patch_all()

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS X-Ray trace example

Mame . Duration Slatus

= doglinderivl s api
dogfindariv 200
Lambda 200
* dogfinder-AuthorizerFunclion-UTITpySkaBAL AwS:Lambd:
doghnder-AuthonzerFunclion-UTI7pySkadal
* doglinder-AuthorizerFunclion-UTITpySkaBAL ~Ws:Lambda::
doghnder-AuthonzerFunclion-UTITpySkedal
Invacation
Overhead
* dogfinder-GetAllDogFunclion-oGhXe DK ZxWin A4S Lambda
doghnder-GatAll DogFunction-olEhd cORZ0NW N 200
* dogfinder-GetAllDogFunction-oGhXe ORZxWin ot
doghnder-GatAll DogFunction-olEhd cORZ0NW N
Initialization
Invacation
DynamoDB8

Owverhiead

F DynamoDB s

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS X-Ray trace example

Mame . Duration Slatus

= doglinderivl s api
dogfindariv 200
Lambda 200
* dogfinder-AuthorizerFunclion-UTITpySkaBAL AwS:Lambd:
doghnder-AuthonzerFunclion-UTI7pySkadal
* doglinder-AuthorizerFunclion-UTITpySkaBAL ~Ws:Lambda::
doghnder-AuthonzerFunclion-UTITpySkedal
Invacation
Overhead
* dogfinder-GetAllDogFunclion-oGhXe DK ZxWin A4S Lambda
doghnder-GatAll DogFunction-olEhd cORZ0NW N 200
* dogfinder-GetAllDogFunction-oGhXe ORZxWin ot
doghnder-GatAll DogFunction-olEhd cORZ0NW N
Initialization

Inviacation

DynamoDB8

Owverhiead

F DynamoDB s

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS X-Ray Analytics example

Retrieved traces 0
10.3K traces.

Response time distribution @

Click and drag to filter the traces by response time

500ms

Time series activity @
Click and drag to filter the traces by time

03:30:00 AM 03:35:00 AM

USER %
William 13.96%

Olivia ¢ 20.61%

, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Filtered trace set A ©®
1899 traces.(18.45% of retrieved traces)

Filters: timerange

03:40:00 AM 03:43:00 AM

HTTP STATUS CODE
200
400

Filtered trace setB @
1354 traces.(13.15% of retrieved traces)

Filters: timerange ©

03:50:00 AM

%
89.96%
1.18%

03:55:00 AM

A
32.87%
0.39%




Recap

ENABLE TRACING FROM END TO END

—
Client
Amazon API
Gateway
aws

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Lambda

i

Metrics

£

=)

Dashboard

o

Logs

Amazon
DynamoDB



Recap

ENABLE TRACING FROM END TO END

C=
Client
AWS X-Ray AWS X-Ray
trace
Amazon API trace AWS Lambda Amazon
Gateway DynamoDB
aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Recap

CHECKLIST

1. ldentified metrics to monitor

2. Implemented custom metrics

3. Created dashboards to include those metrics
4. Queried logs

5. Enabled tracing

Wait ... we should have seen it
in AWS X-Ray!?

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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A different view:
CloudWatch Servicelens

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



CloudWatch Servicelens

- Ties together CloudWatch metrics and logs, in addition to traces from AWS X-Ray

AWS X-Ray

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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CloudWatch S

Client

aws
~—

ervicelLens

dogfinder-...ldryEPK8Tyl
ambda Context

O dogfinder-...Rotls95)Xe9

Lambda Context

O dogfinder/fv1
ApiGateway Stage

O dogfinder...AQLWBTSfEB
Lambda Context

O dogfinder...37py5ka8AL
Lambda Context

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Lambda Function

O dogfinder-...Rotls95J)Xe9
Lambda Function

DynamoDB Table

O dogfinder...AQLWBTSfEB
Lambda Function

DynamoDE Table

O dogfinder...37py5ka8AL
Lambda Function




Drill down ... Click on Lambda function

. -
| ) 6760 tjmi

0 dogfinder..27pySka8AL O dogfinder...37py5kaBAL

Lambda Context Lambda Function

v dogfinder-AuthorizerFunction-UT37py5ka8AL View logs [4

View traces

Analyze traces [4 || View dashboard

Lambda Function

Response time distribution

50% Errors (4xx) Latency (avg): 1.67s Requests: 366.80/min Faults: 0.00/min

Latency ¢ Requests i Faults (5xx)

Seconds Mo unit Percent

2571 445 e 1.00

0 0 1]

14:50 14:51 14:52 14:50 14:51 14:50
@ ResponseTime p50 ResponseTime p30 @ TracedRequestCount @ FaultRate

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Refine query by | response time distribution % Drag and drop on the graph to select a time frame

Nao. of traces
1K
BOD
B00

Traces (1000) SOI’t by FESpOnse COde Add to dashboard

This table shows the most recent traces with an average response time of 1.22s. [t shows as many as 1000 traces.

Q, Start typing to filter trace list

1D Trace status Timestamp Response code W Response Time Duration HTTP Method URL Address

..6BaBa9fa4ff24f3a3025d77d @ Fault (5xx) 4.7min (2022-10-21 14:53:30) 500 25.707s 25.724s PUT https://irgvv1dimk.execute-api.us-west-2.amazona...
..297ed58e48313323150457a3 (@ Fault (5xx) 4.0min (2022-10-21 14:54:08) 500 25.707s 25.707s PUT https://irgvvldimk.execute-api.us-west-2.amazona. ..
..2573c2535c085029292a%aa8 {)-_(} Fault (5xx) 4.1min (2022-10-21 14:54:06) 500 25.794s 25.81s PUT https://irguywldimi.execute-apius-west-2.amazona...
..220efBe536f8cfd20dBa9813 @ Fault (5xx) 4.7min (2022-10-21 14:53:29) 500 25.696s 25.709s PUT https://irguwldimk.execute-apius-west-2.amazona...
..365d39h97ead283e05708238 (@ Fault (5xx) 4.2min (2022-10-21 14:54:00) 500 0.074s 208.421s DELETE https://irgvwldlmk.execute-apius-west-2.amazona...
..46a5426778e9d0b5150cc1eb (@ Fault (5xx) 4.1min (2022-10-21 14:54:04) 500 25.744s 25.744s GET https://irgvvldimk.execute-api.us-west-2.amazona...
..60b408hb91e52736517173f76 @ Fault (5xx) 4.1min (2022-10-21 14:54:06) 500 25.707s 25.723s PUT https://irgvvldimk.execute-api.us-west-2.amazona...
..79a78cab6132932a6bcc2ffe @ Fault (5xx) 4.7min (2022-10-21 14:53:25) 500 25.746s 25.762s GET https://irguwldimk.execute-apius-west-2.amazona...
.. 193752660ec3db631b07ce?9 @ Fault (5xx) 4.7min (2022-10-21 14:53:29) 25.748s 25.748s PUT https://irgvwldlmk.execute-apius-west-2.amazona...
.508bdc65010c2c262bb42723 @ Fault (5xx) 4.3min (2022-10-21 14:53:54) 6.496s 6.496s PUT https://irgvv1dimk.execute-api.us-west-2.amazona...
...0a0ed49ba620b05a56e1cd3d7 @ Fault (5xx) 4.7min (2022-10-21 14:53:30) 25.681s 25.697s PUT https://irgvvldimk.execute-api.us-west-2.amazona. ..
...3fee545c16abe9e86bcd 0040 @ Fault (5xx) 4.0min (2022-10-21 14:54:07) 25.745s5 25.762s PUT https.//irgvvldimk.execute-api.us-west-2.amazona...
...7f26aaf30b8431af204e8c¢35 @ Fault (5xx) 4.1min (2022-10-21 14:54:06) 25.73s 244.989s PUT https://irguvldimk.execute-apius-west-2.amazona...
..0c68bbd66bbBaad359e63b12 ® Fault (5xx) 4.1min (2022-10-21 14:54:01) 25.706s 25.722s DELETE https://irgvv1dimk.execute-api.us-west-2.amazona...

.. 1970039355a2a44a66566f2d @ Fault (5xx) 4.0min (2022-10-21 14:54:08) 25.735s 25.751s PUT https://irgvvldimk.execute-api.us-west-2.amazona. ..

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Segments Timeline info

Segment status Response code Duration

w dogfinder/vl AWS:ApiGateway:Stage

dogfinderfv1 @ Fault (Sxx) 500 tps:#{irgwyl dimk.execute-apl. us-west-

v dogfinder-AuthorizerFunction-UT37py5SkaBAL  AWS:Lambda

dogfinder
AuthorizerFunction
UT37pySkaBAL

¥ dogfinder-AuthorizerFunction-UT37py5SkaBAL  AWS:Lambda:Function

dogfinder
AutherizerFunction
UT37pySkaBAL
Invocation
DynamoDB ® Fault (5xx)
Owverhead @ 0K

¥ DynamoDB AWS::DynamoDB::Table

DynamoDB

Logs info View in CloudWatch Logs Insights [
All logs for this trace

: Blog e@timestamp émessage

147791281068 : API -Gateway- Execution-Logs_irgvvldlmk/vl 2022 21T21:55:38. 2562 (631aceS4-lede-4269-99a6-coldd6462d18) Extended Reguest Id: aYAyIHblvHcFx-w=

147791281068 : API -Gateway-Execution-Logs_irgvvldlmk vl ZB22 Z1T21:55:38.2572 (63lace54-lede-4269-99a6-coldd6462d18) Starting outhorizer: slhyhw for request: 63lace54-le3e
147791281068 : API -Gateway-Execution-Logs_irgvvldlmk vl 2022 21T21:535:38.2572 (63lace54-lede-4269-99a6-cbldde462d18) Sending request to hitps://lambda.us-west-2.amozonaws.c
147791281868 : AP1 -Goteway-Execution-Logs_irgvvldlmk vl 2022 £1T21:55:38. 2572 (63loce54-1lede-4269-99a6-colddb462d18) Incoming identify: ***skdssskessiismbiniins sbdsobbhs o
147791281868 : AP1 -Goteway-Execution-Logs_irgvvldlmk vl 2022 21T21:53:38.2572 (63looe54-1e3e-4269-99a6-cb1ddb462d18) Endpoint request URI: https://lombda.us-west-2_ amazonaw
147791281868 : AP1 -Goteway-Execution-Logs_irgvvldlmk vl 2022 £1T21:55:38. 2572 (63loce54-1le3e-4269-99a6-cb1ddb462d18) Endpoint request headers: {X-Amz-Dote=28221821T2153382,
147791281868 : AP1 -Goteway-Execution-Logs_irgvvldlmk vl 2822 21T21:53:38.2572 (63looe54-1le3e-4269-99a6-cb1ddb462d18) Endpoint request body after tronsformations: {"type":"T
147791281068 : /ans | anbda/doaf inder -AuthorizerFunction-UT37ovSka8AL 2822 21T21:53:38. 2692 START Reauestld: fce@l@35-ff31-4ab3-Bd67-fbl8e99cell? Version: SLATEST

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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After scaling DynamoDB table

aws
~—

dogfinder-...IdryEPKETyl
/Lambda Context

dogfinder:
Lambda

LWBTBFEB
uE

O dogfinder...37py5ka8AL
Lambda Context

dogfinder-...IdryEPK8Tyl
Lambda Function

O dogfinder-...Rotls95)Xe9

Lambda Function dogfinder...ZIRGEW4U4Z
DynamoDEB Table

dogfinder...AQLWBTBfEB
Lambda Function

auth
DynamoDB Table

dogfinder...37py5kaBAL
Lambda Function




Adjusted dash

PUT API

Creates single dog ID

Auth Lambda

Authorization Path
1. decodes token
2. Validates

If admin, verify meta data
in DDB

aws
~—

PUT API - Requests :

Count

1,640

820

0

15:44

@ Count

15:45 15:46 15:47 15:48

4xXError @ 5XXError

Auth Lambda-E... [& b C x® ¢

Count

5.41k

2,789

15:44

Al
10-24 15:47
)

15:45 15:46 15:48
2022-10-24 15:47 UTC
1. Invocations 5,578

2. O ConcurrentExecutions 9.34134098243
3. © Errors p50 0

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

PUT API - Latency

Milliseconds
56.64
31.27
15:44 15:45 15:46 15:47

® IntegrationLatency p50
IntegrationLatency p90
@ IntegrationLatency p99

Auth Lambda - Duration

Milliseconds

145.05

93.74

42.44

15:44 15:45 15:46 15:47

@ Duration p50

15:48

15:48

Duration pS0 @ Duration p99

PUT Lambda - Errors, Invocations, Throttles

Count

1,861

931

15:44 15:45 15:46

Invocations

Auth Table Throttling

1.00

0.50

0
15:44 15:45 15:46

@ ReadThrottleEvents

15:47

15:47

15:48

15:48

PUT Lambda - Duration

Milliseconds
81.37
55.64
15:44 15:45 15:46 15:47

@ Duration p50 Duration p90 @ Duration p89

Auth Table RCU

Count

0.50000

0.49986

0.49972
15:44 15:45 15:46 15:47

ConsumedReadCapacityUnits
@ ProvisionedReadCapacityUnits

15:48

15:48




HTML, CSS, JavaScript, etc.

AWS Amplify Dashboard
console —
—

(== .
] Authenticate
Client . I

Identity provider Traces

Dynamic API calls

over HTTPS
Amazon API AWS Lambda Amazon

Gateway DynamoDB

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Troubleshooting/query workflow

Receive a
CloudWatch
alarm
notification

Ask a question

aws

N1

View ServicelLens
service map

Identify point of
interest to dive
deep

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

View AWS X-Ray
traces, maps, and
requests

Look at specific
APl/service that
is the current
point of interest

Anatyze

AWS X-Ray

Analytics

Trace analysis
with AWS X-Ray
Analytics

Perform deep
analysis/
comparison of
traces if

~ necessary

Logs

CloudWatch
Logs Insights

Query
CloudWatch Logs
Insights

At specific point
in time for
deeper analysis
and identify root
cause



Scenario recap

dws

N7

Know the service metrics — create alarms on the critical metrics

Include these alarms in your infrastructure as code when you create the application

Set alarm thresholds appropriately
Use Embedded Metric Format to create application-level metrics
Create dashboards

Include each route of your APl and/or logical components

Proper statistics: P50, P90, P99 vs. average, min/max
Enable tracing and instrument your code using the AWS X-Ray SDK
Use CloudWatch ServicelLens for end-to-end visibility and troubleshooting
|dentify ad hoc CloudWatch Logs Insights queries

Include in your run books and dashboards



What else could have
helped us?

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Using CloudWatch anomaly detection alarms

Lambda Invocation Anomaly Alarm Reset zoom @ 1d  3d 1w  Custom ‘ c ’ mvw | X

Count » Alarm: Invocations is not within the band for 1 datapoints within 1 minute

0
13:32 1 10-1713:32 | 13:34 13:36 13:37 13:38 13:41 13:42 13:43 13:44 13:45 13:46 13.47 13.48 13:49 13:50 13:51 13.52 13:53 13:54 13:55
N

2022-10-17 13:33 UTC

1. O Invocations 619 10/16
0 — 623

[A View in alarm E E

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. E
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Lambda Powertools library

A SUITE OF UTILITIES FOR AWS LAMBDA FUNCTIONS

Output as structured JSON
Tracing: Send traces to AWS X-Ray
Metrics: Custom metrics with embedded metric format
Utilities: Parameters, Amazon SQS batch processing, etc.

Python Java
https://github.com/awslabs/aws-lambda- https://qithub.com/awslabs/aws-lambda-
powertools-python powertools-java

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
)


https://github.com/awslabs/aws-lambda-powertools-python
https://github.com/awslabs/aws-lambda-powertools-java

You should also know ...

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
U



Serverlessland.com

A Home Blogs Videos Learn Events About Q

Welcome to
Serverless
Land

This site brings together all the latest blogs, videos, and ii’
training for AWS Serverless. Learn to use and build apps that

scale automatically on low-cost, fully-managed serverless

architecture.

S

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Other helpful resources

« Well-Architected Serverless Lens

« https://s12d.com/serverless-lens

« Serverless observability workshop

« https://serverless-observability.workshop.aws/

 Full-featured serverless sample application

« https://s12d.com/serverless-samples

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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https://s12d.com/serverless-lens
https://serverless-observability.workshop.aws/
https://s12d.com/serverless-samples

Thank you!

[waeres] Please complete the session
'8

survey in the mobile app
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