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Agenda

What is Lambda Powertools?

Core utilities (Logging, Tracing, Metrics)

Other utilities

Idempotency

Let’s get started…
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What is AWS Lambda Powertools?
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Well-architected framework is good

Best practices have evolved over time

• Updated capabilities to query structured logging and custom metrics
have been introduced

• Deeper insights and tracing help to build better understanding of how 
the workload performs

• Services such as Secrets Manager and Parameter Store allow developers 
to improve security and require API calls to be optimized
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AWS Lambda Powertools

A suite of utilities for AWS Lambda functions to ease adopting best practices

Supported runtimes

• Python

• Java

• TypeScript (NodeJS)

• .NET
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Core utilities: logging, 
tracing, metrics
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1. Logging: key features

• Structured logging in JSON

• Log level

• Capturing key fields from Lambda context

• Append keys

• Sampling rate

• Set correlation IDs
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1. Logging: Lambda Powertools
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2. Tracing

Type Key Value Namespace

Annotation UserId a1c8k...

Metadata Cart {….} Checkout
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2. Tracing: key features

• Annotates cold starts/service name

• Adds annotation/metadata such as correlation IDs

• Captures method-level tracing

• Captures AWS SDK client calls
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2. Tracing
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3. Metrics: key features

• Uses the Amazon CloudWatch embedded metric format (EMF)

• Simplifies EMF requests for dimensions and metrics

• Captures metadata, such as correlation IDs, and metrics

• Simplifies the capturing of metrics by automatically sending metrics to 
CloudWatch before your function ends with no penalty to performance
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3. Metrics
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Lambda Powertools: other utilities

• Idempotency – allows safe retries for your function

• Parameters – retrieves values from Parameter Store or Secrets Manager

• SQS large message handling – handles SQS messages with payloads in S3

• SQS batch processing – handles partial failures when processing SQS batches

• Validation – JSON schema validation for payloads

• Serialization utilities – manipulates JSON data in your functions
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4. Idempotency

• Applications should produce the same result when called over and over.

• What happens when an application receives duplicate requests?
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4. Idempotency: key features

• Add idempotency at

▪ Handler level

▪ Function level

• Return stored result in subsequent requests

• Specify time window of the key to consider event as duplicate

• Use subset of event object with JMESPath as the key

• Bring your own persistent layer
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4. Idempotency
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Additional resources

AWS Lambda Powertools for Java Documentation

https://awslabs.github.io/aws-lambda-powertools-java

https://github.com/awslabs/aws-lambda-powertools-java

https://awslabs.github.io/aws-lambda-powertools-java
https://github.com/awslabs/aws-lambda-powertools-java
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Let’s get started…

Go build…

https://s12d.com/lambda-powertools-java
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Architecture diagram
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Related sessions

ID Title Type Schedule

SVS303
Building real-world serverless applications with 

AWS SAM
Breakout Wednesday, 6:15 PM

SVS308
AWS serverless developer experience: A day in the 

life of a developer
Workshop Wednesday, 11:30 AM

SVS310 From serverful to serverless Java with AWS Lambda Workshop Tuesday, 2:00 PM
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Thank you!

Please complete the session 
survey in the mobile app
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