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Picking a compute model
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Key architecture considerations

Which deployment models 

will you support?

How will you route 

tenant loads?

How will you isolate tenant 

resources?

How will you support 

tiered tenant experiences?

How do you automate application 

configuration/deployment?
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The SaaS and serverless fit

Tenant Consumption Cost, Scale, Performance
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• Agility

• Cost optimization

• Operational efficiency

• Blast radius

• Focus on IP
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Compute trade-offs

AWS Fargate

• Community tooling

• Selection (Amazon EKS, Amazon ECS, Fargate)

• Developer learning curve

• Deployment/management tooling

• Built-in multi-tenant constructs

• Isolation considerations

• Scaling tuning

• Idle compute resources

Cons

Pros
• Fine-grained deployment

• No idle resources/scaling

• Third-party extensibility

• Amazon API Gateway integration

• Layers for shared concepts

• Developer learning curve

• Concurrency management

• Silo proliferation of functions

Cons

Pros

Serverless
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Two models, one mindset

getOrder() addOrder() updateOrder() deleteOrder()

• Deployment

• Isolation

• Noisy neighbor

• Tiering

• Routing

getOrder()

addOrder()

updateOrder()

deleteOrder()

Fully managed 

execution and scale
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Common to all serverless models

Control plane

Admin console

Onboarding Tier

TenantIdentity

Metrics

Tenant user

Admin user

Billing

Multi-tenant 

microservice

Web tier

Multi-tenant 

microservice

Multi-tenant 

microservice

Multi-tenant 

microservice

Application plane

Lamba, Fargate, or a mixLamba, Fargate, or a mix
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The multi-tenant Lambda model
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Composing microservices from functions

CreateOrder

Order management service

UpdateOrder

DeleteOrder FindOrders

CreateProduct UpdateProduct

DeleteProduct FindProducts

Catalog service

GET

PUT

POST

DELETE

GET

PUT

POST

DELETE

Contract Contract

v1.1 v1.6
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Lambda deployment models

Order

Application services

Tenant 1 Tenant 2 Tenant 3

Product Order

Tenant 4

Product

Pooled tenants
(premium, standard, basic tiers)

Siloed tenants
(platinum tier)

Order Product

Tenant 5

AWS 

CodePipeline



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Lambda routing models

Sample SaaS application
1

Login → Tenant Name

Tenant 
management

2

• Tenant name → tenantName

• User pool mapping

• API Gateway URL

Tenant identity 
settings

Amazon Cognito

JWT token
4

JWT token

Hosted UI redirect

Tenant 1

Product

Pooled

Product

Platinum 1

Product

Platinum 2

Pooled

Platinum 1

Platinum 2

3

5
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Lambda authentication/authorization

Sample SaaS 
commerce 
application

1

Amazon Cognito 

hosted UI

2

3

JWT

JW
T

Tenant context & 
scoped credentials

API Gateway

Authorizer

GET

POST

Authorizer 
policy

4
5

Allow/disallow routes

Evaluate usage based 
on API key

6

{
tenantId: “abc”
tenantTier: “Premium”
secretKey: “zzzzccccsas”
accessKey: “sadasdwww”

}

AWS Identity and Access Management (IAM) & 
AWS Security Token Service (AWS STS)

Runtime-acquired 
tenant scope

AWS Lambda 
functions 

{
tenantId: “abc”
userRole: “Admin”

}

Tenant
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Authorizer injected credentials

Amazon API Gateway

Microservice

Application services

Microservice

AWS Lambda 

authorizer

Inject credentials

Isolation policy

{
"Sid": ”Tenant1Role",
"Effect": "Allow",
"Action": [

"dynamodb:GetItem",                
],
"Resource": [

”arn:aws:dynamodb:us-east-1:xxx:table/{Tenant}-Order"
] 

}

IAM

assumeRole()return creds
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Lambda isolation models

Tenant 1 compute Tenant 1 
execution role

Tenant 2 compute Tenant 2 
execution role

Tenant 3 Tenant 4

Isolation context

Access 
context

Siloed model Pooled model
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Tier-based throttling with Lambda

Basic Tier Standard Tier Platinum 1 Platinum 2

JWTJWT JWT JWT

Amazon API Gateway

Custom 

authorizer

TenantId →

Tenant tier → API key 

Authorizer 
Policy

API key → Usage plan

Product

Application services

Order

Throttling policies applied
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Noisy neighbor and Lambda concurrency

Microservice Microservice

Microservice Microservice

Microservice Microservice

Microservice Microservice

Microservice Microservice

Microservice Microservice

Basic tier

Reserve concurrency = 100

Advanced tier

Reserve concurrency = 300

Premium tier

Reserve concurrency = All unreserved
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Lambda layers for shared constructs

Logging manager

Token manager

Metrics manager

getTenantId(token)

Layer

recordMetric(tenantId)log(tenantId)

Product service Order service
Minimize tenant 

awareness

JWT token

JWT token

Layers are deployed and versioned separately

v2.0
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The multi-tenant Fargate model
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EKS and ECS on Fargate

Serverless compute for 

containers

Fargate

Amazon EKS Amazon ECS

Cluster of EC2 

instances
EC2 

Amazon EKS Amazon ECS
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Container deployment models

Cluster Cluster

Tenant 1 Tenant 2

Namespace Namespace

Tenant 1 Tenant 2

Siloed deployments

Cluster or namespace

Tenant 1 Tenant 2 Tenant 3 Tenant 4

Pooled deployments
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Sample EKS deployment: Namespace per tenant

Private subnet

Availability Zone 1

VPC

Public subnet

Private subnet

NAT Gateway

Availability Zone 2

Public subnet

Private subnet

NAT Gateway

Availability Zone 3

Public subnet

NAT Gateway

Order

Tenant 1 namespace

Product Order Product Order Product

Order

Tenant 2 namespace

Product Order Product Order Product

AWS Auto Scaling group
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Namespace provisioning

Order

Tenant 1 namespace

Product

Order

Tenant 2 namespace

Product

Registration

buildspec.yml (kubectl)

[microservice].yml
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Tenant isolation: A layered model

EKS and ECS constructs

(Cluster and namespace based)

Fargate constructs
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Tenant isolation terminology/constructs

EKS – Pod service account roles (IRSA)

ECS – Task roles

EKS – Node instance role

ECS – Task execution roles

Fargate

Amazon 

ECR

Amazon 

CloudWatch

Tenant 1 Tenant 2 Tenant 3

Tenant resources
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Fargate and tenant isolation

Hardware 

virtualization

Network 

isolation

Credential 

isolation

Storage 

isolation

Tasks/pods get isolated 

compute

Tasks get dedicated 

ENIs

Tasks get credentials 

scoped to applications

Tasks get dedicated 

storage
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Fargate enhances the isolation model

Fargate

Dedicated 

instance

Dedicated 

instance

Dedicated 

instance

Limits concerns about escapability
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EKS isolation with namespaces

Order Product

Tenant 1 namespace Tenant 2 namespace

Order Product
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Applying IAM roles for service accounts (IRSA)

Amazon EKS

Order

Tenant 1 namespace

OrderId Price Quantity

20001 $500.00 20

20002 $299.99 24

20003 $204.12 30

OrderId Price Quantity

33919 $13.55 1

98194 $11.66 34

73919 $532.33 2

Order-Tenant1 table Order-Tenant2 table

Service account

Order

Tenant 2 namespace

Service account

Tenant1-DDB-role Tenant2-DDB-role
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Tiering and throttling

Tenant 1 namespace

Tenant 2 namespace
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Takeaways

• Serverless aligns naturally to the SaaS value proposition

• Developer experience may drive your preferences

• Cost and operational complexity can vary based on your domain

• Factor onboarding and DevOps into your thought process

• Consider using Lambda and Fargate together
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More SaaS sessions
Breakout sessions

▪ SAS305 – SaaS architecture patterns: From concept to implementation

▪ SAS405 – SaaS microservices deep dive: Simplifying multi-tenant development

▪ SAS306 – SaaS migration: Inside a real-world multi-tenant transformation

▪ SAS302 – Supporting extensibility in SaaS environments

▪ PEX310 – Optimizing your multi-tenant SaaS architecture

Workshops

▪ SAS403 – SaaS microservices deep dive: Multi-tenancy meets microservices

▪ SAS402 – Serverless meets SaaS: Inside a real-world serverless SaaS solution 

▪ SAS401 – Amazon EKS SaaS: Building a working multi-tenant environment

Business session

▪ PEX209 – Building your SaaS journey on AWS
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More SaaS sessions
Chalk talks

▪ SAS307 – DevOps and SaaS: Applying automation in multi-tenant environments

▪ SAS303 – SaaS anywhere: Building SaaS solutions that run in hybrid models

▪ SAS301 – Multi-tenant meets ML: Building ML-based SaaS environments

▪ SAS304 – Solving the SaaS compliance puzzle

▪ PEX313 – The SaaS control plane: The heart of SaaS growth

▪ ARC403 – Amazon EKS SaaS deep dive: Inside a multi-tenant EKS solution

▪ ARC323 – Designing a multi-tenant SaaS tiering and throttling strategy

▪ SVS315 – Building multi-tenant applications with AWS Lambda and AWS Fargate

Builders’ session

▪ ARC327 – How to optimize cost in your multi-tenant architecture
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1 2 3

Subscribe to 

AWS SaaS Insights

Get monthly emails with bite-size 

advice and the latest updates

Explore the 

SaaS on AWS hub

Check out the SaaS on AWS page 

for more resources and insights

Discover resources 

for builders

Access our curated list of SaaS 

reference solutions, demos, tech 

events, and more

Additional resources
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Thank you!

Please complete the session 
survey in the mobile app

Tod Golding

todg@amazon.com

Anton Aleksandrov

antonaws@amazon.com


