
© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Supercharge your serverless 
application with AWS Lambda 
extensions

S V S 3 1 7 - R

Harold Sun

Senior Serverless Specialist Solutions Architect

Amazon Web Services



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Quick overview of Lambda extensions

Lambda service API endpoints Processes

Execution environment

External extensions

Runtime + function

Telemetry extensions

Extension API

Runtime API

Telemetry API
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Telemetry API

Lambda service

API endpoints Processes

Telemetry extensionsTelemetry API

Execution environment

Platform traces

Platform metrics

Platform/function/extension logs

Observability services

Telemetry API enables extensions to receive 

enhanced telemetry data (logs, platform traces, and 

new performance metrics) directly from Lambda

execution environment through a single interface
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Supercharge your application with extensions

Development DebuggingReliabilityConfiguration Resiliency

New programming 

model to support 

web applications

Live debugging 

from local 

computers

Pass configurations 

and secrets into 

functions

Graceful shutdown 

to clean up 

resources

Inject chaos into 

Lambda to test 

system resiliency
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Support web applications on Lambda

Lambda service API endpoints Processes

Lambda 

web 

adapter

Extension API

Runtime API

Execution environment

Web 

application

http

https://github.com/awslabs/aws-lambda-web-adapter
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AWS Parameters and Secrets Lambda extension

Lambda service
API endpoints Processes

External extensions

Runtime + function

Extension API

Runtime API

Execution environment

AWS Secrets Manager Parameter Store

Retrieve and cache data

Get config or secrets
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Pass configurations and secrets to Lambda

Lambda service

API endpoints Processes

Runtime + functionRuntime API

Execution environment

https://github.com/aws-samples/lambda-config-injector

AWS Secrets Manager Parameter Store

/opt/wrapper

https://github.com/aws-samples/lambda-config-injector
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Graceful shutdown for Lambda functions

Lambda 

extension

Extension API

Runtime API

Runtime + 

function

RUNTIME

SHUTDOWN

EXTENSION

SHUTDOWN

SHUTDOWN

COMPLETE

SIGTERM

opt [Runtime not responding]

opt [Extension not responding]

SIGKILL

SIGKILL

shutdown

https://github.com/aws-samples/graceful-shutdown-with-aws-lambda

300/500 ms 

2,000 ms 
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Chaos engineering for Lambda

https://github.com/aws-samples/serverless-chaos-extension

Lambda service API endpoints

Lambda 

chaos 

extension

Extension API

Runtime API

Execution environment

Runtime + 

function

Processes

:9100

:9000

/opt/wrapper/var/task/chaos.config

Redirect to the chaos extension with a wrapper script
AWS_LAMBDA_RUNTIME_API="127.0.0.1:9100" exec -- "$@"

https://github.com/aws-samples/serverless-chaos-extension
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Debugging Lambda functions

Lambda service API endpoints

Lambda 

debug 

extension

Extension API

Runtime API

Execution environment

Runtime + 

function

Processes

:9100

:9000

/opt/wrapper

Requests

Responses

CloudWatch Logs
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Live debugging Lambda functions

Lambda service API endpoints

Lambda 

debug 

extension

Extension API

Runtime API

Execution environment

Runtime + 

function

Processes

:9100

:9000

/opt/wrapper

Requests

Responses

IDE
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Let’s draw out the solution
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Related sessions

ID Title Type

SVS310 From serverful to serverless Java with AWS Lambda Workshop

SVS404-R A closer look at AWS Lambda Breakout

SVS305-R Understanding AWS Lambda concurrency Chalk talk

SVS314-R AWS Lambda performance tuning Chalk talk



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Continue your AWS serverless learning

Learn at your

own pace

Increase your

knowledge

Earn AWS

Serverless badge

Expand your serverless

skills with our learning plan

on AWS Skill Builder

Use our ramp-up guides

to build your serverless

knowledge

Demonstrate your

knowledge by achieving

digital badges

https://s12d.com/serverless-learning

https://s12d.com/serverless-learning
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Thank you!

Please complete the session 
survey in the mobile app

Harold Sun

sunhua@amazon.com


