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Agenda

- What is a security graph?
« Why use a security graph?

 Let's build a security graph!
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What is a security graph?

aws,1 © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



What is a graph?

 Graphs are purpose-built to store and navigate relationships
- Nodes represent real-world objects
« Edges store relationships between objects

Works At

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



Modeling security as a graph

PURPOSE-BUILT FOR RELATIONSHIP PROBLEMS
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Why use a security graph?
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Security graph business problems in the public
sector

Cloud security Data flow / Identity and access
posture management exfiltration management



Amazon Neptune for security graphs

FULLY MANAGED, PURPOSE-BUILT GRAPH DATABASE IN THE CLOUD

Cost-effective No hardware Instant Scaling Security and
management provisioning compliance

« Optimized to store and map billions of relationships
* Enables real-time navigation of connections with millisecond query response time

« Supports open standard query languages openCypher, Gremlin, and SPARQL
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Amazon Neptune compliance

In scope for FedRamp High in AWS GovCloud US-West and US-East

In scope for FedRamp Moderate in Ohio,
N. Virginia, N. California, and Oregon

Also accredits Neptune as a DoD SRG IL-2 service in those regions
 Currently undergoing DISA Review for DoD SRG IL-4 and IL-5

Also in scope for other compliances — see
https://aws.amazon.com/compliance/services-in-scope/
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Let’s build a security
graph!
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Getting started with this workshop

« As a participant, you will have access to an AWS account with the pre-provisioned
infrastructure and 1AM policies needed to complete this workshop.

- The AWS account will only be available for the duration of this workshop. You will lose
access to the account thereafter.

- The pre-provisioned infrastructure will be deployed to a specific Region. Check your
workshop content to determine whether other Regions will be used.

- Be sure to review the terms and conditions of the event. Do not upload any personal or
confidential information in the account.
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Step 1: Sign in with one-time password

https://s12d.com/WPS303

aWs workshop studio &

Workshop Studio Sign in

Signin

Choose a preferred sign-in method

Enter your personal or corporate email to receive a one-time p

‘ Login with Amazon

Login with y Amazon.com retail account

Amazon employee

gin with your Amazon Col ate account. Only for Amazon Employ
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Step 2: Review terms and join event

aWs workshop studio @ & ~

Workshop Studio

Review and join

Enter event access ©

Event details
Review and join

Name Start time Duration
AWS General Immersion 9/23/2022 01:13 AM 12 hours
Day

iption

AWS General Immersion Day

Terms and Conditions

. By using AWS Workshop Studio for the relevant event, you agree to the AWS Event Terms and Conditions and the
AWS Acceptable Use Policy. You acknowledge and agree that are using an AWS-owned account that you can only
access for the duration of the relevant event. If you find residual resources or materials in the AWS-owned account,
you will make us aware and cease use of the account. AWS reserves the right to terminate the account and delete
the contents at any time.

. You will not: (a) process or run any operation on any data other than test data sets or lab-approved materials by
AWS, and (b) copy, import, export or otherwise create derivate works of materials provided by AWS, including but
not limited to, data sets.

. AWS is under no obligation to enable the transmission of your materials through Event Engine and may, in its
discretion, edit, block, refuse to post, or remove your materials at any time.

. Your use of AWS Workshop Studio will comply with these terms and all applicable laws, and your access to AWS
Workshop Studio will immediately and automatically terminate if you do not comply with any of these terms or
conditions.

l agree with the Terms and Conditions

Cancel Previous
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Step 3: Access AWS account

Access the AWS console

aWs workshop studio @ a v

@ Event in progress
Ends in 10 hours 59 minutes 26 seconds.

AWS General
Immersion Day

1t dashboard
Introductio AWS General Immersion Day

Basic Module

Event information

Start tir

9/23/2022 01:13 AM

AWS account access
neral Immersion Day

Workshop

Title

AWS General Immersion Day Amazon EC2 Auto Sc:
Amazon Relational Database

learn AWS foundationa as well as key concepts for AWS
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Feedback

Services | Q Search for services, features, blogs, docs, andmore [Option+s] | B & @  N.Vigina v

Console Home i Reset to default layou

@ Introducing the new widget Recent AWS blog po:

Welcome to AWS . AWS Health info

Getting started with AWS [4
Learn the fundamentals and find valuable

information to get the most out of

Training and certification [ No health data
Learn from

skills and kn

What's new with AWS? [4

featul

Cost and usage info

Looking for language selection? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates.
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Step 4: Get started with the workshop

aWs workshop studio

AWS General
Immersion Day

| Immersion

Basic Module

Advanced Module

@ Event in progress

Ends in 10 hours 59 minutes 26 seconds.

Event dashboard

AWS General Immersion Day

Event information

Start time
9/23/2022 01:13 AM

Description
AWS General Immersion Day

Workshop

Title
AWS General Immersion Day

iption

Duration
12

W

Amazon EC2 Auto Scaling,
Amazon Relational Datab:
Service (Amazon RDS),

Amazon Simple Storage
Service (Amazon 53)

Topics

Get started

Compute, Databases,
Networking & Content
Delivery, Storage

5 to learn AWS foundational services as well as key concepts for AWS security measures and architecture best practices.
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aws workshop studio

AWS General
Immersion Day

Introduction
Basic Module

Advanced Module

AWS Documentation Homepage

@z

AWS account access
Open AWS console
Get AWS CLI credentials

Get EC2 SSH key

Exit event

® Event in progress
Ends in 10 hours 57 minutes 12 seconds.

IMMERSIONDAYS

In this General Immersion Day workshop, through a mix of service explanation and hands-on labs led by AWS, you will
learn about AWS foundational services as well as key concepts for AWS security measures and architecture best practices.

The hands-on labs are largely divided into basic and advanced modules.

In basic modules, you can learn various features of each AWS foundational service. In advanced modules, you can learn
how to connect each service organically to create architecture like 3-tier web applicati
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Thank you!

Piyush Mathur Brian O'Keefe Melissa Kwok
mathup@amazon.com briokeef@amazon.com kwokmeli@amazon.com
Hooman Kashef Nicole Moldovan

hkashef@amazon.com nictune@amazon.com

survey in the mobile app

[waeres] Please complete the session
'8
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