
© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Welcome slide



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Amazon Linux 2023 and beyond

Pallavi Ravishankar

C M P 3 3 6

(she/her)

Senior Product Manager Tech

AWS

Chris Schlaeger

(he/him)

Director, Software Development

AWS



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Agenda

01 What is Amazon Linux? 04 Migrating to AL2023 

02 Amazon Linux 2023 05 Amazon Linux Engineering 

Philosophy

03 Why Amazon Linux? 06 Conclusion



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

What is Amazon Linux ?

• Linux operating system built by AWS 
and optimized for AWS

• First version was launched in 2014, 
AL is a general purpose OS

• 90% of AWS runs on Amazon Linux
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Amazon Linux 2023
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Introducing Amazon Linux 2023
G E N E R A L L Y  A V A I L A B L E :  M A R C H  1 5 ,  2 0 2 3

• SELinux support

• Predictable cadence for updates and new features

• Predictable release cadence

• Deterministic updates

• Kernel hardening and patching
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Why Amazon Linux?
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Why Amazon Linux
R E A S O N S  T O  C H O O S E  A M A Z O N  L I N U X  T O  R U N  Y O U R  W O R K L O A D  O N

Secure by default Cost

Ensures safety 

from threats by 

fixing all CVEs

Available at no 

additional 

licensing cost

Optimized for AWS

Integrated with 

tools, agents, and 

services

Simple to maintain

Delivers the simplest 

maintenance 

experience
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Why Amazon Linux
R E A S O N S  T O  C H O O S E  A M A Z O N  L I N U X  T O  R U N  Y O U R  W O R K L O A D  O N

Optimized for AWS

Integrated with 

tools, agents, and 

services
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Amazon Linux is optimized for AWS
A M A Z O N  L I N U X  C A N  M E E T  Y O U  W H E R E  Y O U  A R E  I N  Y O U R  D E P L O Y M E N T  J O U R N E Y

EC2 Instance

Amazon Linux is the default 
recommended AMI
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Amazon Linux is optimized for AWS
A M A Z O N  L I N U X  C A N  M E E T  Y O U  W H E R E  Y O U  A R E  I N  Y O U R  D E P L O Y M E N T  J O U R N E Y

EC2 Instance

Supported on the wide selection of 
instance types and platforms offered 
by Amazon EC2

Integrated with agents such as AWS 
Systems Manager, Amazon CloudWatch, 
Amazon Inspector, and AWS CloudHSM for 
ease of management
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Amazon Linux is optimized for AWS
A M A Z O N  L I N U X  C A N  M E E T  Y O U  W H E R E  Y O U  A R E  I N  Y O U R  D E P L O Y M E N T  J O U R N E Y

ECS containerEC2 instance
ECS container machine image
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Amazon Linux is optimized for AWS
A M A Z O N  L I N U X  C A N  M E E T  Y O U  W H E R E  Y O U  A R E  I N  Y O U R  D E P L O Y M E N T  J O U R N E Y

ECS container EKS containerEC2 instance
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Amazon Linux is optimized for AWS
A M A Z O N  L I N U X  C A N  M E E T  Y O U  W H E R E  Y O U  A R E  I N  Y O U R  D E P L O Y M E N T  J O U R N E Y

ECS container EKS containerEC2 instance

AWS Lambda AWS Elastic 

Beanstalk
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Why Amazon Linux
R E A S O N S  T O  C H O O S E  A M A Z O N  L I N U X  T O  R U N  Y O U R  W O R K L O A D  O N

Secure by default

Ensures safety 

from threats by 

fixing all CVEs
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Smaller package 

footprint

SELinux Kernel Live Patching

Biweekly security 

updates

Kernel hardening

Amazon Linux is secure by default
S E C U R I T Y  I S  O U R  H I G H E S T  P R I O R I T Y
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Amazon Linux is Secure by default
CVE EVALUATION METRICS

<=3 days P95 CVE evaluation time



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Amazon Linux is Secure by default
CVE PATCHING METRICS

592

1018 CVEs patched on AL2

CVEs patched on AL2023
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Amazon Linux is Secure by default
S E C U R I T Y  I S  O U R  H I G H E S T  P R I O R I T Y

Stay up to date on security patching 
by viewing the RSS feed on Amazon 
Linux Security Center
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Amazon Linux is Secure by default
S E C U R I T Y  I S  O U R  H I G H E S T  P R I O R I T Y

Stay informed of available CVE 
patches with Amazon Inspector
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Klarna is an AI powered  global payments  network 

and shopping assistant of the future.
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At Klarna, security is paramount. The shift to AL2023, coupled with

our atomic upgrades strategy, has fortified our immutability

standards. With AL2023's versioned repositories, we ensure that a

specific AMI version runs exact library versions, laying the foundation

for a deterministic Software Bill of Materials, significantly enhancing

our security posture.

Simone Marzola, Senior Engineering Manager | Klarna Engineering Platform
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Why Amazon Linux
R E A S O N S  T O  C H O O S E  A M A Z O N  L I N U X  T O  R U N  Y O U R  W O R K L O A D  O N

Simple to maintain

Delivers the simplest 

maintenance 

experience
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Maintaining your workload on Amazon Linux

Repository locking Major changes with 

major versions

Integrated with Patch 

Manager, a capability of 

AWS Systems Manager

Biweekly security 

updates

Batched updates every 

quarter



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

DEMO – Deterministic Updates
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DEMO – Deterministic Updates
S T E P  1 :  Q U E R Y  T H E  C U R R E N T  I N S T A L L E D  V E R S I O N  O F  T H E  O S
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DEMO – Deterministic Updates
S T E P  2 :  R U N N I N G  D N F  U P G R A D E

“releasever” option specifies what OS version 
the repo is locked to



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

DEMO – Deterministic Updates
S T E P  3 :  R U N N I N G  D N F  U P G R A D E  W I T H  R E L E A S E V E R

--releasever overrides system-release and 
/etc/dnf/vars/releasever
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DEMO – Deterministic Updates
S T E P  4 :  U P G R A D E  C O M P L E T E

The upgrade locks the system to the 
repository for the new version of system-
release
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DEMO – Deterministic Updates
S E L E C T I V E  U P G R A D E S

Selectively consume security updates while 
keeping the repository locked to a version
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Migrating to Amazon Linux 
2023
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Migrating to Amazon Linux 2023
S T E P  1 :  L A U N C H I N G  A N  A L 2 0 2 3  I N S T A N C E

Launch a new instance with the Amazon 
Linux 2023 AMI or a custom AL2023 AMI
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Migrating to Amazon Linux 2023
S T E P  2 :  T E S T I N G  Y O U R  W O R K L O A D  O N  A M A Z O N  L I N U X  2 0 2 3

Test a fresh installation of your application 
on AL2023 thoroughly
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Alternatively: Migrating to Amazon Linux 2023
S T E P  3 :  S O M E  C H A N G E S  T O  E X P E C T

SELinux 

mode
Language 

runtimes

Package 

manager

Instance

Metadata

AWS CLI
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Migrating to Amazon Linux 2023
S T E P  4 :  T A K I N G  A  S N A P S H O T  O F  T H E  E B S  V O L U M E

Take a snapshot of the EBS volume 
associated with the AL2 instance

Back up your application data
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Migrating to Amazon Linux 2023
S T E P  5 :  R E S T O R I N G  Y O U R  A P P L I C A T I O N S  A N D  D A T A  O N  A L 2 0 2 3

Create a new volume from the AL2 
snapshot

Replace the AL2023 volume with the 
new volume you created
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In Klarna's large-scale containerized setup, migrating to

AL2023 significantly boosted our operational efficiency and

security posture. AL2023's cgroup v2 support is key,

enabling features like container-aware OOM killer and

rootless container management, vital to our infrastructure.

Simone Marzola, Senior Engineering Manager | Klarna Engineering Platform
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Why Amazon Linux
R E A S O N S  T O  C H O O S E  A M A Z O N  L I N U X  F O R  R U N N I N G  Y O U R  W O R K L O A D  O N

Cost

Available at no 

additional 

licensing cost
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Amazon Linux Engineering Philosophy

• Independent open source rpm-based distribution 

• Source packages from multiple upstream repositories

• We provide additional value for our customers:

• Deterministic updates

• EC2 instance type optimizations

• Faster and more comprehensive CVE patching

• Release cadence aligned with other AWS services
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Amazon Linux Partners
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Conclusion

• Amazon Linux is the optimized OS to run workloads on AWS

• Amazon Linux 2023 the latest version

• Simplifies maintenance with deterministic updates

• Improves security with kernel patching, CVE patching and kernel live update

• AWS makes it easy to manage your Amazon Linux instances at scale with key integrations with 

services like AWS Systems Manager, Amazon Inspector, and Amazon CloudWatch
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Get started with Amazon Linux
U S E  Q R  C O D E S  T O  A C C E S S  A D D I T I O N A L  R E S O U R C E S

Amazon Linux 2023
Amazon Linux User 

Guide
Amazon Linux 

Partners
GitHub

https://aws.amazon.com/linux/amazon-linux-2023/
https://docs.aws.amazon.com/linux/al2023/ug/what-is-amazon-linux.html
https://docs.aws.amazon.com/linux/al2023/ug/what-is-amazon-linux.html
https://aws.amazon.com/amazon-linux/partners/
https://aws.amazon.com/amazon-linux/partners/
https://github.com/amazonlinux/
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Thank you!
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Please complete the session 
survey in the mobile appThank you!
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Please complete the session 
survey in the mobile app

Pallavi Ravishankar

pnarve@amazon.com

linkedin.com/in/pallaviravishankar

Thank you

Chris Schlaeger

cschlaeg@amazon.com

      linkedin.com/in/chrisschlaeger
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