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Introduction (10 minutes)

GitHub Actions with GitHub-hosted runners (10 minutes)
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Summary (10 minutes)
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Overview of GitHub Actions
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CodeBuild and the developer tools
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CodeCatalyst: Unified software 
development service

✓Managed

✓All-in-one

✓ Integrated

✓Security-focused

✓Flexible
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GitHub Actions with 
GitHub-hosted runners
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Demo

Deploy a CloudFormation stack using a GitHub-hosted runner



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Features of GitHub-hosted runners

• Serverless

• Access to private actions

• No IAM role support

• No Private VPC access

• Logs written to GitHub

• Secrets are stored in GitHub
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GitHub Actions with 
self-hosted runners 
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Demo

Deploy Helm to private Amazon EKS cluster using a self-hosted runner
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Pros and cons of self-hosted runners

• Servers to manage

• Access to private actions

• No IAM role support

• Private VPC access

• Logs written to GitHub

• Secrets are stored in GitHub
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GitHub Actions with 
AWS CodeBuild
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Demo

Update private Amazon Aurora cluster using a CodeBuild-hosted runner
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Pros and cons of CodeBuild-hosted runners

• Serverless

• No access to private actions

• IAM role support

• Private VPC access

• Logs written to Amazon CloudWatch Logs

• Secrets are stored in AWS Secrets Manager
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GitHub Actions with 
Amazon CodeCatalyst
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Demo

Deploy Serverless Framework app using a CodeCatalyst hosted runner
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Pros and cons of CodeCatalyst-hosted runners

• Serverless

• No access to private actions

• IAM role support

• Private VPC access

• Logs written to CodeCatalyst

• Secrets are stored in CodeCatalyst secrets
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Summary



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Summary of features

GitHub-hosted Self-hosted CodeBuild CodeCatalyst

Serverless Yes No Yes Yes

Private VPC access No Yes Yes Yes

Managed IAM credentials No No Yes Yes

Support private actions Yes Yes No No

Secrets GitHub GitHub Secrets 

Manager

CodeCatalyst

Logs GitHub GitHub CloudWatch CodeCatalyst
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Learn more

CodeCatalyst Documentation

CodeBuild Documentation

Running GitHub Actions in a private Subnet with AWS CodeBuild

Serverless Framework with Amazon CodeCatalyst

Using Amazon CodeCatalyst with Amazon Virtual Private Cloud

https://docs.aws.amazon.com/codecatalyst/latest/userguide/integrations-github-actions.html
https://docs.aws.amazon.com/codebuild/latest/userguide/action-runner.html
https://aws.amazon.com/blogs/devops/running-github-actions-in-a-private-subnet-with-aws-codebuild/
https://www.youtube.com/watch?v=k6uLJDKN6pE
https://aws.amazon.com/blogs/devops/using-amazon-codecatalyst-with-amazon-virtual-private-cloud/
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Thank you!
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Please complete the session 
survey in the mobile appThank you!
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Please complete the session 
survey in the mobile app

Thank you
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