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Distributed, sharded, replicated key-value store
Based on Memcached

Tunable in-Region and global replication
Resilient to failures
Topology aware
Linearly scalable
Seamless deployments
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Why Global Replication ?

Empty Cache Database

Region Failover ?
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Replication Design Goals

Latency Tunables

elele])

Extensibility



Replication Design Requirements

High availability Best Effort Consistency
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Design Non Requirements

Global locking Partial-commit
rollbacks
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Extensibility

Generic Replication Service
Write Ahead Log

Delay Queues
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Extensibility

Caching Write Ahead Log
Kafka Configurations ,
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Availability Durability
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true false
default.replication.factor
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Design Advantages
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Number of events

Observability & Alerts
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Alerts & Observability

Events Retried with SQS

SQS Messages Processed

2

o

()

>

Q
Y

o
8 ~ 0% Failure
=)

pza

Time
Max : ~40 Failure
aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

S



T
Observability & Alerts
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Observability — Latencies
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Observability — Autoscaling
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Observability — Autoscaling

Edit scaling policy

Conditions

for at least

Actions

Average €2) CPUUtilization

Percent

consecutive period(s) of | 1 minute

instances when CPUUtilization is between 70 and 80
instances when CPUUtilization is between 80 and 85

instances when CPUUtilization is greater than 85
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Edit scaling policy

Conditions

Whenever Average of  INFLX/EPIC) networkThroughput
2000000 None

for at least consecutive period(s) of | 1minute

Actions

instances when networkThroughputis between 200000000 and =~ 225(

instances when networkThroughput is greater than 225000000

Network
> 200000000 by

Edit scaling policy

Conditions

Whenever Average NFLX/EPIC) queueSizeSBN
700 None

for at least consecutive period(s) of = 1 minute
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instances when queueSizeSBN is greater than 949

Queue Size > 700




Observability — Resource Utilization
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Efficiency Improvements
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Batch compression — Across all the use cases

Avg size of data
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[l ReplicationEvcache_CompressedSize
Max : 78841k Min : 51.548k
Avg 58.516k Last : 63 .5508k

Tot : 39.264H Cnt 671 .884 . o .
[l ReplicationEvcache_UncompressedSize SaV|ngS of ~35% in Network Bandwidth
Max : 187.994k Min : 77.614k
Avg : 88.617k Last : 96.478k
Tot :  59.462M Cnt : 671.008

Frame: 2w, End: ZA23-18-19T22:38-67:88[US/Pacific], Step: 36m
Fetch: 466ms (L: 2.4M, 9.5k, 2.8: D: 145.9M, 6.4M, 1.3M)
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Batch compression — Per use case distribution
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Step:
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Hide All

Max
1.24M
626k
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442k
405k
425k

Name

. ReplicationEvcache UncompressedSize EVCACHE_PRECOMPUTE_RANKS

. ReplicationEvcache UncompressedSize EVCACHE VH SUMMARY

. ReplicationEvcache UncompressedSize EVCACHE VH_SUPPLEMENTAL

. ReplicationEvcache CompressedSize EVCACHE_VH_SUMMARY
ReplicationEvcache UncompressedSize EVCACHE VH LIVE
ReplicationEvcache CompressedSize EVCACHE PRECOMPUTE_RANKS

. ReplicationEvcache CompressedSize EVCACHE_VH_SUPPLEMENTAL

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Visibility

@

® @ ¢ & & 9

v Q



Network Load Balancer
=

US EAST 1

A 1. Send mutation =revcache Servers

tvelient

2. Send metadata

3. Poll messages . Reehmt?w Service

'L (Reader)

Rep

lication Service
Weriter)
Amozon SQS

. Cross\Regi

Cal

5
_ J

aws
p

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

levelient)/

~

US WEST 2

& kafka

<.
G

Amazon SQS

—
e

EVCache Servers
7. Read Data —

6. WriXe data

Replicott?on Service
(Reader)

Replication Service

Weriter)




Client Side Load Balancing
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bytes/second

NLB
Processed
Bytes

B.8G - 1 1 1 1 1
UTC Apras Aprie Apra7 Apriag Aprag

Processed Bytes

Migrated from NLBs

R

1 1 1 1 1 1 1 1 1
Aprig Aprii Apri2 Apri3 Aprid Apris Aprie April? Aprig

PT  Apred Apras Apre6 Apra7 Apros Aprao

B eu-west-1
Max : 332G Min : 173.751M
Avg : .094G Last : 184.839H
Tot : 7.3770T Cnt : &71.8688
B us-east-1
Max : 244626 Min : 18.248M
Avg 8. 4445 Last : 19.186H
Tot : 7.888T Cnt : 671.888
[ us-west-2
Max : 28.788G6 Min : 174.743M
Avg : 11.1316 Last : 187.263M
Tot : 7.469T Cnt : 671.888

Frame: 2w, End: 2823-84-18T85:38Z[UTC], Step: 36m
Fetch: 7éms (L: 22.7k, 128.8, 3.8 D: 1.4M, 88.6k, 2.8M)
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Life of an EVCache Engineer

Latency Page

Instances going out of discovery



Latency Page
- Kafka -

« Consumer lag @
 # of partitions per topic S =

PagerDuty APP 10:20 AM

® J OI n rate . Resolved #1286327: REPLICATIONEVCACHE (prod | eu-west-1) DeleteLatency-High

( https:/go2.prod.netflix.net/syOjOS ) by EMCache and Dynomite | Jump

« Reader
- Bottlenecked by thread pool
« Control message polling

« Writer
« Slow backend
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Set Latency(sec) to us-east-2

3686.8 H
bEE .8
SET | Having impact on end
: atency s to end latency
in Seconds
Q6.8 4
PT Qcta? Cc%ﬂﬂ Cc%ﬂg Cc{1ﬁ dct Cc{12 Qctl13 dcti14 0ct1h Cc{16 Cc£1? Oct18 dctl19 Cc%EB

[l ReplicationEvcache_LatencySet

Max : 978.467 Min : 499, 856m
Avg 23.173 Last : 25.826
Tot : 15.549k Cnt 671.68088

Frame: 2w, End: 2A23-18-28T15:BB-87:88[US/Pacific], Step: 36m
Fetch: 553ms (L: 1.5M, 5.7k, 1.8 D: 92.1M, 3.8M, 672.8k)
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Spike in join latency

360, Bk -
. . 268 Bk
Join latency in
milliseconds |GGG . - ] R S
M, iy iyt 4 bt meﬂ”\ JL"J'“‘“ |wﬂt- Tﬂ,'lj 'm.LlLJiL-ﬂ\lﬂil;‘.lf‘,, £ "L%lli‘rrwﬂ“v" el ~ P i l"l;ri.] .TWL'HL.J“T;THL
u—glﬁkéc{E? Dctas 0ctag Oct1a Dct11 Oct12 0ct13 Dct14 0ct15  0ct1e  Octi? 0ct18 0ct19 octes
PT 0cte7 Octes Oct8s Oct18 Oct11 oct12 0ct13 Oct14 0ct15 Oct16 Oct17 Oct18 ct19 Oct28

[l replicationevcache-shnnfkafka-euwesti-mtron-vei4d

Max : 145.219k Win : 8.a864
Avg 59.841k Last : 3.9948k
Tot : 34.947H Cnt 584 . 064
[l replicationevcache-shnnfkafka-useast2-mtron-veil
Max : 335.946k Win : 8.a864
Avg 68.729k Last : 83.899%
Tot : 18,859 Cnt 158 . 664
O replicationevcache-shnnfkafka-uswest2-mtron-vees
Max : 235.0888k Win : 8.a864
Avg 69.757k Last : 38.858k
Tot : 159.811H Cnt 284,004

Frame: 2w, End: 2823-18-28T21:38Z[UTC], Step: 38m
Fetch: 1325ms (L: 294.9k, 5.6k, 3.8 D: 17.7M, 3.7M, 2.8M)

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Number Of Reader vs Writer Instances

888.8 -
688.8
SUFgEin ﬁuﬁ__wffr_mwih_ﬁrfJF " XJH_IMFHL_krf__LA LI S (o U S
. 400.8 -
Instances
e _‘—\_q[’p_l—ULf’l'—m_,—fl_ﬂ—ﬂ—wf MML_ME
PT Octa? Octas Octes Oct18 Oct11 Oct12 Oct13 Oct14 Oct1s Oct16 Oct17 Oct18 Oct19 Oct2a

[l us-east-1 m5.2xlarge replicationevcache-sbhnnfkafka-useast2-mtron

Max : 321.133 Min : 182.0864
Avg - 152.484 Last : 168.664
Tot @  182.317k Cnt : 671.0884
[l us-east-2 m5.2xlarge replicationevcache-sbnwriter-mtron
Max : 992 . 864 Min :  483.8088
Avg @ 467.862 Last :  463.888
Tot @ 313.399 Cnt : 671.0864

Frame: 2w, End: 2823-18-28T14:308-87:868[US/Pacific], Step: 38m
Fetch: 281ms (L: 44.9k, 1.2k, 2.8: D: 2.7M, 772.8k, 1.3M)
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Atlas  Graph  Analytics ~ Observabilty 33 @

TCP Errors

v Tags
68. Bk

netcp.connectionStates

replicationeveache

PO e | CP Errors
EE R i

Y-axis settings

Graph Settings Time Zone:  uTC+p

TCP Errors
Reader

tcpb 6017 0 10.168.214.104:7 52.71.231.25:13048 CLOSE_WAIT 2023-10-14 12:19:27.679 ERROR 4659 --- [replication-369] c.n.e.r.r.RemoteHttpRequestEventListener : Connection Failed to : /18.191.27.128:7004; Protocol : null
tcpé 6016 0 10.168.214.104: 34.220.255.118:19838 CLOSE_WAIT java.net.SocketTimeoutException: Read timed out
tcpé 6017 0 10.168.214.104: 34.222.159.118:11690 CLOSE_WAIT A & a s . .
tcpb 6015 0 10.168.214.104: 64.229.224.111:27374 CLOSE_WAIT at java.base/sun.nio.ch.NioSocketImpl.timedRead (NioSocketImpl.java:288)
tcpé 6015 0 10.168.214.104: 62.12.163.46:51954 CLOSE_WAIT at java.base/sun.nio.ch.NioSocketImpl.implRead(NioSocketImpl.java:314)
tcpé 289 9 10.168.214.104: 3.253.46.21:17584 CLOSE_WAIT . O : 3 s o
tcpé 6015 0 10.168.214.104: 64.77.132.0:52174 CLOSE_WAIT Ghe J.ava.base/sun.n}o.ch.N:.LoSocketImpl.read(Nlo?ocketImpl.]a\{a.355)
tcpb 6017 0 10.168.214.104: 3.249.35.102:33114 CLOSE_WAIT at java.base/sun.nio.ch.NioSocketImpl$1l.read(NioSocketImpl.java:808)
tcpé 6016 0 10.168.214.104: 54.78.216.110:17370 CLOSE_WAIT at java.base/java.net.Socket$SocketInputStream.read(Socket.java:976)
tcpb 6015 0 10.168.214.104: 35.165.82.30:42180 CLOSE_WAIT : ; Al
e S el ioiicnisitiiog: S v CLOSE_WAIT at qava.base/sun.secur}ty.ssl.SSLSocketInputRecord.read(SSLSocketInputRecord.]ava.4§4)
tcpb 6015 © 10.168.214.104: 35.175.244.246:26752 CLOSE_WAIT at java.base/sun.security.ssl.SSLSocketInputRecord.readHeader(SSLSocketInputRecord.java:478)
tcpz Zgig g igizggii&g:: € i:-;ig&;;-g&%g;ié gtg:g_mg at java.base/sun.security.ssl.SSLSocketInputRecord.decode(SSLSocketInputRecord.java:160)
tcp - % 5 3 . A .30: & . . . o
Cops ebie el iclicnioi i S e Bon e CLOSE_WAIT at J-ava.base/sun.secur%ty.ssl.SSLTransport.decode(SSLTransport.]a\{a.lll)
tcpé 6015 0 10.168.214.104: 64.224.241.199:38580 CLOSE_WAIT at java.base/sun.security.ssl.SSLSocketImpl.decode(SSLSocketImpl.java:1510)
:sz 62;: g ig‘iii'ii’zﬁ'igﬁf g-gg%figfiiggie gtgzé_a:ﬂ at java.base/sun.security.ssl.SSLSocketImpl.readHandshakeRecord(SSLSocketImpl.java:1425)
tgﬂé 6016 6 16148 214 Tan: 36 86 To0i167:10962 CLOSE_WAIT at J:ava.base/sun.secur@ty.ssl.SSLSocketImpl.startHandshake(SSLSocketImpl.;!ava:655)
at java.base/sun.security.ssl.SSLSocketImpl.startHandshake(SSLSocketImpl.java:426)
s reF’?ica;ic’"e"z“he;sbﬂwriter“"‘;;gzwees “;'east'2 i-@5d6b6ad38d419498 at com.netflix.metatron.ipc.security.DelegatingSSLSocket.startHandshake(DelegatingSSLSocket.java:88)
e netatati=Ltdn il arep Lliwess at okhttp3.internal.connection.RealConnection.connectTls(RealConnection.kt:379)
at okhttp3.internal.connection.RealConnection.establishProtocol(RealConnection.kt:337)

(nfﬂf::i123;10"9”“"9‘5"“‘”“ter“"‘"""”"a% us—east-2 i-05d6b6ad38d419498 at okhttp3.internal.connection.RealConnection.connect(RealConnection.kt:209)

8 at okhttp3.internal.connection.ExchangeFinder.findConnection(ExchangeFinder.kt:226)
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Instances going out of discovery

~50% of instances going

out of discovery
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Memory utilization

2023-11-01 22:41:07.208 ERROR 3989 --- [tor-scheduled-2] c.n.e.p.EVCacheClientPool » Exception while
CITESNLTG LHE SETVED Lot

java. lang. OutOfMemoryError; Java heap space

2023-11-01 22;41:25.951 WARN 3989 --- [nfoRgdlicator-@] c.n.s.c.ArchaiusPollerHealthIndicator  : Archaius poller foiled
to Load remote Layer tor 324 cycles

2023-11-01 22:41:27,250 WARN 3989 --- [nfoReplicator-@] c.n.d.InstanceInfoReplicator » There was a problem with
the instance info replicator

java. Lang.OutOfMemoryError: Java heap space

2023-11-01 22:41:57.890 WARN 3989 --- [nfoReplicator-] c.n.s.c.ArchaiusPollerHealthIndicator  : Archaius poller failed
to load remote layer for 521 cycles

Out of memory
(OOM)

Biggest Objects by Retained Size

Heap Dump

4
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Class ClassLoader Package

com.netflix.util.concurrent.NFExecutorPool @ 0x54afaced40 15.14%
com.netflix.util.concurrent.NFExecutorPool @ 0x54afad170 13.96%
com.netflix.util.concurrent.NFExecutorPool @ 0x54ae73510 13.93%
com.netflix.util.concurrent.NFExecutorPool @ 0x54afad4a0 13.54%

com.netflix.util.concurrent.NFExecutorPool @ 0x54afac6c8 13.04%

Ie

700K items in some of the queues,
and items are ~KBs in size, so that | < java.n

[} [189] com.netflix.evcache. e [ je.Ref dessage @ 0x54b262000

m ea n S ~ G BS Of m e m O ry ta ke n pe r + g} <class> class com.netflix.evcache.evcommon.repimessage.ReplicationMessage & 0x53b0e4808

q u e u e » [} eventType com.netflix.evcache EVCache$Call @ Ox54acy4e80 SET

[} topic java.lang.String @ 0x54b261fa8 evcache_precompute_ranks

[} ext java.lang.Object @ Ox54b262040

Y

[} key java.lang.String & Ox54b262050 pyridata_198372525195606295_2

[} length java.lang.Integer @ Ox54b262100 63653

[} checksum java.lang.String @ 0x54b262110 3765088820
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li5 Atlas Graph Analytics ~ .global= Q Observability

STOM o elp = Refresh dhiGraph Gl PNG ® Query & Fetch APl O Spark Light | Dark
You can create or edit an Atlas query Interactively here. Hover over any button Set Latency(max sec) to us-west-2

or label for more information. Switch to Manual mode if you need additional
features or to copy/paste a query.

~ Tags
]
Q, () Regex ] not
ReplicationEvcache_LatencySet

B Metrics Glossary entry not found for metric
‘ReplicationEvcache_LatencySet! If you'd like to contribute a glossary entry
please follow the [Contributing Guide

nf.cluster: [ ] . L

Ll‘:}j
#  replicationevecache-dup-uswest2* Regkx [ Show Rll Hide All

Min Max w Visibility
nf.asg: 0.00 992 ] dup evcache ocp flink am nc
0.00 528 l:l dup evcache_ search models
Q ] RegEx 0.00 59.1 - dup ewvcache_ blacklight
o.o00 45.6 - -dup evcache_ wvayu

1.02 34.6 dup ewvcache_ pbc

4

replicationevcache-dup-uswest2-v033

0.00 30.2 17 dup evcache_obelix
nf.app: 0.00 24 .2

Q@00 000

dup evcache_cecs

<«
&
&
-4
&«
-4
@
&

AN

2

0.00 18.6 = Bl s eveache ceoovarrides
Step: 1m

e

Y-axis settings

= £ JSON  HpCSV - HCSy+ M Stats A Send to

Time Zone: Pacific v M « @ |e-3h

Apply backpressure
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e
Shadow Testing

US—EAS"]-—1 R’go.o!gl‘- Cluster

U T-2

* Route X % of traffic via staging
cluster

* Build confidence, faster
development cycle

US-WEST-2

#’::;_Te,st EVCache Servers

Boackend Cluster
(EVCache)
Test writer Cluster
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Agenda

Introduction

Global Replication

Design and Architecture
Observability

Efficiency Improvements
Life of an EVCache Engineer

Future

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved
S



Future

@
& W <

IPv6 Container Generic Service
Migration
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I ha n k ou ' [renwnt] Please complete the sessio
® '8 survey in the mobile app

Prudhviraj Karumanchi Sriram Rangarajan
in https://mww.linkedin.com/in/prudhvirajo/ IN https://www.linkedin.com/in/sriram-rangarajan-35169715/

vious Re:Invent Talk - AWS re:Invent 2021 - How Netflix operates mission-critical data stores on AWS

aws

]

Web Services,
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https://www.youtube.com/watch?v=MtGYgilaPgo
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