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What is shifting left?

M O N I T O RD EP L O YT ES TBU I L D
S O U R C E  /

A R T I FA C T
A U T H O R

Detective controls

Controls that are designed to detect, 
log, and alert after an event has 
occurred

Preventative controls

Controls that are designed to 
prevent an event from occurring

Proactive controls

Controls that are designed to 
prevent resource mutation from 
occurring
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Infrastructure as code landscape
N O N E X H A U S T I V E  L I S T  O F  I A C  T O O L S

AWS CloudFormationAWS CDK
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cfn-guard cfn-nag checkov regula tfsec Terrascan

IaC frameworks 

supported

AWS SAM, CDK, 

CDKTF, 

CloudFormation, K8s, 

Terraform

AWS SAM, CDK, 

CloudFormation

AWS SAM, Bicep, 

CDK, CDKTF, 

CloudFormation, 

Dockerfile, Helm, 

K8s, Kustomize, 

OpenAPI, Terraform

AWS SAM, CDK, 

CDKTF, 

CloudFormation, 

K8s, Kustomize, 

Terraform

Terraform, CDKTF

AWS SAM, CDK, 

CDKTF, 

CloudFormation, 

Dockerfile, Helm, 

K8s, Kustomize, 

Terraform

Rules/policy 

language
Guard Ruby Python Rego YAML Rego

Built-in 

rules/policies
130 169 1,000+ 275 156 500+

Output formats JSON, text, YAML JSON, SARIF, text
GitHub 

Markdown, JSON, 

JUnit, text, XML

JSON
CSV, Checkstyle, 

JSON, SARIF, 

JUnit, text

JSON, XML, JUnit, 

SARIF, text, YAML

VS Code 

extension
No No No

CI/CD integration 

Open source IaC scanning tools

https://github.com/aws-cloudformation/aws-guard-rules-registry
https://github.com/stelligent/cfn_nag/tree/master/lib/cfn-nag
https://raw.githubusercontent.com/bridgecrewio/checkov/main/docs/5.Policy%20Index/all.md
https://github.com/fugue/regula/tree/master/rego/rules
https://aquasecurity.github.io/tfsec/v1.28.4/checks/aws/api-gateway/enable-access-logging/
https://github.com/tenable/terrascan/tree/master/pkg/policies/opa/rego
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Start your security journey today

Plan for where to 

implement controls

1 2
Pick tool(s) and 

operate them in a 

nonblocking mode

3
Gate commits/PRs 
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Resources

Get started
▪ github.com/aws-cloudformation/cloudformation-guard

▪ github.com/stelligent/cfn_nag

▪ checkov.io

▪ regula.dev

▪ github.com/aquasecurity/tfsec

▪ runterrascan.io

https://cdkworkshop.com/
https://github.com/stelligent/cfn_nag
https://www.checkov.io/
https://regula.dev/
https://github.com/aquasecurity/tfsec
https://runterrascan.io/
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AWS Modern Applications and Open Source Zone
B O O T H  # 1 3 9 0

Located in the Developer Solutions Zone 

Stop by and network with AWS experts, 

ask questions, watch demos, collect 

SWAG, play games, whiteboard out 

architecture diagrams, and relax with 

good food and drinks

Welcome reception
Monday, November 27
4:00 PM – 7:00 PM

Expo hours
Tuesday, November 28
10:00 AM – 6:00 PM

Wednesday, November 29
10:00 AM – 6:00 PM

Thursday, November 30
10:00 AM – 4:00 PM

AWS 

Village Security Zone

Entrance from 

Caesars Forum 

walkway 

Expo entrance

Entrance from 

Caesars Forum walkway 

Data ZoneInfrastructure 

Solutions Zone

Developer Solutions Zone
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Thank you!
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Please complete the session 
survey in the mobile appThank you!
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Please complete the session 
survey in the mobile app

Welly Siauw

wellsiau@amazon.com

Tyler Lynch

awstyler@amazon.com

Thank you

tylerlynchwellsiau
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