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What is shifting left?

Preventative controls

Controls that are designed to
prevent an event from occurring

Detective controls

Controls that are designed to detect,
log, and alert after an event has

occurred
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Proactive controls
Controls that are designed to
prevent resource mutation from
occurring
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Infrastructure as code landscape
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Open source laC scanning tools

cfn-guard cfn-nag checkov reﬂula tfsec Terrascan

AWS SAM, Bicep, AWS SAM, CDK,
AWS SAM, CDK, CDK, CDKTF, AWSC?)'?;.I/!;:CDK’ CDKTF,
laC frameworks CDKTF, AWS SAM, CDK, CloudFormation, ' CloudFormation,
. . . CloudFormation, Terraform, CDKTF .
supported CloudFormation, K8s, CloudFormation Dockerfile, Helm, K8s. Kustomize Dockerfile, Helm,
Terraform K8s, Kustomize, T' rraform ' K8s, Kustomize,
OpenAPI, Terraform S Terraform
Rules/policy
Guard Ruby Python Rego YAML Rego
language
NS 13 169 1,000+ 75 156 500+
rules/policies
GitHub CSV, Checkstyle, .
Output formats JSON, text, YAML | JSON, SARIF, text | Markdown, JSON, JSON JSON, SARIF, JS?A%II\IF’ ),:2::{’ ili:/'lt'
JUnit, text, XML JUnit, text ! !
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https://github.com/aws-cloudformation/aws-guard-rules-registry
https://github.com/stelligent/cfn_nag/tree/master/lib/cfn-nag
https://raw.githubusercontent.com/bridgecrewio/checkov/main/docs/5.Policy%20Index/all.md
https://github.com/fugue/regula/tree/master/rego/rules
https://aquasecurity.github.io/tfsec/v1.28.4/checks/aws/api-gateway/enable-access-logging/
https://github.com/tenable/terrascan/tree/master/pkg/policies/opa/rego

Start your security journey today

A ) )
Plan for where to Pick tool(s) and Gate commits/PRs
implement controls operate them in a
nonblocking mode
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T
Resources

» github.com/aws-cloudformation/cloudformation-quard

ted » github.com/stelligent/cfn_nag

= checkov.io

= requla.dev

= github.com/aquasecurity/tfsec

= runterrascan.io
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https://cdkworkshop.com/
https://github.com/stelligent/cfn_nag
https://www.checkov.io/
https://regula.dev/
https://github.com/aquasecurity/tfsec
https://runterrascan.io/

AWS Modern Applications and Open Source Zone

BOOTH #1390

Located in the Developer Solutions Zone Caem e

Stop by and network with AWS experts, v Developer Solutions Zone
ask questions, watch demos, collect

SWAGQG, play games, whiteboard out o
architecture diagrams, and relax with = >

good food and drinks % e
Welcome reception -

Monday, November 27 Caesars Forum AWS '

4:00 PM -7:00 PM walkway Vi[[age Security Zone
Expo hours >

Tuesday, November 28
10:00 AM - 6:00 PM

Wednesday, November 29
10:00 AM = 6:00 PM Infrastructure T

Solutions Zone

Thursday, November 30
10:00 AM - 4:00 PM

A Expo entrance

aws © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



I ' [wareres] Please complete the
ha n k you () _Di]@ survey in the mobil

Welly Siauw Tyler Lynch
wellsiau@amazon.com awstyler@amazon.com
in IEISEN B tylerlynch

aws © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



	Layouts
	Slide 1: Welcome slide
	Slide 2: Shifting left & preventing misconfigurations using  open source tooling
	Slide 3: What is shifting left?
	Slide 4: Infrastructure as code landscape
	Slide 5: Open source IaC scanning tools
	Slide 6: Start your security journey today
	Slide 7: Resources
	Slide 8: AWS Modern Applications and Open Source Zone
	Slide 9: Thank you


