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AWS global infrastructure
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AWS Regions and Availability Zones (AZs)

31 AWS Regions worldwide Each AWS Region has multiple AZs Each AZ is one or more
discrete data centers

Transit V4

AV \VA Data center Data center

Transit A7 Data center

Data centers, each with

A Region is a physical dund :
AWS Reaions . redundant power, networking,
g location in the world 27l ammiae i, BT

Announced Regions housed in separate facilities
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Why multi-Region?
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‘“We need to create a
multi-Region architecture.”
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Maybe, but first...

Start with improving resilience within Region before multi-Region
Are you engineering for resilience in Region?

Are you operating at a high bar within Region?
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Distributed system design best practices

Idempotenc Eventual Static
P y consistency stability
Exponential
backoff
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Multi-Region fundamentals
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Fundamental 1:
Understand the requirements
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Are we doing multi-Region for the right reasons?
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Increased Regulatory Improved
availability requirements performance
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What are the business requirements?
Do we need to meet an extreme resilience requirement?

Impact of missing targets?
Do we need to be able to prove the workload can run from another Region?
Regulation guiding approach?
Weigh the requirements against the cost and complexity

Platinum 15 minutes 5 minutes Mission-critical workloads  $$$

Important, but not
> $$

Gold 15 minutes—6 hours 2 hours N -
mission-critical workloads

Silver 6 hours-few days 24 hours Noncritical workloads $
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Fundamental 2;
Understand the data
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Data consistency requirements

Availability

AP
Eventual consistency,
non-zero data loss for in-flight tx

Partition

Consistency tolerance

cP
Lower performance,
added dependencies
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Data consistency requirements

Asynchronous replication

O—@ 08 O

Client Primary Standby
database database

Synchronous replication
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Client Primary Standby
database database

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
"



Data access patterns

Understand the access characteristics

| — | —
Client Client
A
Read
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Database Database
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Fundamental 3:
Understand the dependencies
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AWS services

« Determine what services are available in desired Regions
. Identify what features will aid in your multi-Region journey

e 5@ @& o

Compute Storage Database Network Analytics Management Security
and and
content delivery governance
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Other dependencies

. Internal (cloud or on-premises) dependencies
 Third-party dependencies
 Failover mechanism
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Fundamental 4:
Operational readiness
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Deploy to one Region at a time

E A E A
— <> - </>
Infra App code Infra App code
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Monitoring: What changes in multi-Region?

« Replicate only high-level metrics to
the other Region

= User experience
= User count
» Transaction count

= Replication status

« Monitor the health of the application in
Region A from tooling in Region B

Metrics

« Use telemetry from Region B for determining
when to fail over from application in Region A
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Cost and complexity

« Engineering effort

= |s the application(s) ready for multi-Region?

« Operational overhead
= People and process
= Testing

= Enhanced deployment processes

« Cost
= |solation of application stacks between Regions can result in 2x cost

= Increased costs from the operational efforts and engineering efforts are on
top of infrastructure costs
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Reference architectures
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Two macro patterns

Active/passive

s

Region A
[ ] ALB
[ ]
User 1 l
| N
N\
Amazon
Route 53
( Region B
o
User 2 HLE l
I
\_
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Pattern 1: Active/passive

« Use cases T )

Region A
= Regional failover/failback for DR/
operational continuity

» Regulatory requirements i N
) ) ) User 1 l
« Key design considerations . A
. . s _l
= Observability (health checks) | K ')
Amazon | i
= Cl/CD, code and Route 53\, async ! §<>
configuration drifts Amazon Route 53 “ ( N : P—
) Application Recovery M egion : Aurora
= Routing strategy Controller \ ! global
. . ® b : databases
= Failover/failback procedures P \ |
User 2 * ALB > :
l I
|
R :
4_ -
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Pattern 2: Active/active

g
« Use cases Region A

= Extreme high availability

= Performance - latency sensitivity
[ ] ALB

= Low RTO/RPO i

User 1

(N

I‘

Amazon
Route 53

.
Region B

User 2 ALB
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Pattern 2.1: Active/active

. 4
Use cases s
= Global expansion
= Data locality, regulatory
® ALB
= Performance - latency-sensitive fi
User 1
« Key design considerations
= Observability (health checks) "
Amazon
= Cl/CD, code and configuration drifts ol 22 p
= Routing strategy Region B
®
[
User 2 ALB
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Pattern 2.2: Active/active

« Use cases
= High availability
= Latency sensitivity
= Eventual consistency — async replication

= Read-heavy workloads

« Key design considerations
= Observability (health checks)
= ClI/CD, code and configuration drifts
= Routing strategy
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Pattern 2.3: Active/active

« Use cases
= Read-heavy workloads

= Strong read after write consistency

[ )
= Regional failover/failback for (il
DR/operational continuity e
= RPO = 0; regulatory requirements
« Key design considerations smazon
= Observability (health checks)
= ClI/CD, code and configuration drifts
®
= Routing strategy I
User 2
= Failover/failback procedures (writer) Wse
rite
Read
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Pattern 2.4: Active/active

« Use cases 4

Region A
= Read-heavy workloads
= Strong read after write consistency X
ALB
= Regional failover/failback for (]
DR/operational continuity ogRr
= RPO = 0; regulatory requirements
«
: : : A
- Key design considerations e
= Observability (health checks) N Region B
= ClI/CD, code and configuration drifts
[ ]
= Routing strategy fi
User 2 ALE
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Pattern 2.5: Active/active

y
« Use cases s

= High availability

= Latency sensitivity

® ALB — >
= Eventual consistency — async replication fi
User 1
= Read-/write-heavy workloads - scalability
« Key design considerations C
Amazon
= Observability (health checks) ol 22 P async
= CI/CD, code and configuration drifts Regem 2
= Routing strategy ®
[
User 2 ALB »
g: 9’ Write
Amazon DynamoDB Read
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Multi-Region batch

SlepFunctio‘n

O\ B = R )\

Amazon S3 Execute Step Function 1. Split Files 2. Map State 3. Merge|All Flies 4. Email File

StepFunction

Amazon Simple
Email Service
2.5 Stored Error Record

A\ \\ AN

1. Read Flle 2. Validate Data 4. Write Qutput File

Amazon S3
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Multi-Region batch

aws
S

StepFunctign

Amazpn 53 Execute Steép Function

Started X

A

1. Read Flle 2, Validate Data

Accesq Point Bateh State

Amazon S3 1. Split Files 2. Mag State

N

1. Read Flle 2, Validate Data

Batch State
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2.5 Stored Error Record

t Financial Data

2.5 Stored Error Record

t Financial Data

4. Emjil File

N

4. Write Qutput File

4. Empil File

N

4. Write Output File

Amazon S3

Amazon Simple
Email Service

Amazon S3

Amazon S3

Amazon Simple
Email Service

Amazon S3

TXT record
active.workload.com TXT = UE1

Recaonciliation Automation
Eailover Steps:




Multi-Region trade and settlement application

.

Rd Trade Simulator
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Settlement Primary Settlement Secondary
Amazon MQ

f % Rotate / DR
N mm———)

Services

=3 =8

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
"


https://github.com/aws-samples/multi-region-resiliency-reference-implementation

Multi-Region trade and settlement application

DNS Arc

Queue Arc

Inbound Gateway
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Kinesis

Ingestion
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https://github.com/aws-samples/multi-region-resiliency-reference-implementation

Multi-Region trade and settlement applica

aws
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Trade Generator

Trade Matching

Settlement

Primary (US East 1)

Secondary (US West 2)

Trade Matching

Settiement

Trade Matching

Settlement

&

Inbound Gateway

Trades: 120 ‘

l Settlements: 194

Inbound Gateway

Settlements: 220

Inbound Gateway

Inbound Gateway

Trades: 120 |

I Settlements: 194

Settlements: 220

Ingestion

Trades: 120 ‘

l Settlements: 194

Ingestion

Settlements: 220

Ingestion

Ingestion

Trades: 120 |

I Settlements: 194

Settlements: 220

Matching

| Total: 120 ‘ l

Settled: 24

Matching

l

Total: 220 ‘ I Matched: 194 I

[ Matched: 18 |

l Mismatched: 26 '

Unmatched: 52

Mismatched: 0 | [ Unmatched: 26 |

Matching

Matching

| Total: 120 | I Settled: 24

[ Tota: 220 | |

Matched: 194

| Matchea:18 | [ Mismatched:

26 [ Mismatched: 0 | |

Unmatched: 52

Unmatched: 26

Egress

Trades: 68

| Settiements: 220

Egress

Settlements: 194

Egress

Egress

Trades: 68 |

[ Settlements: 220

Settlements: 194

Outbound Gateway

Trades: 68 |

| Settlements: 220

Outbound Gateway

Settlements: 194

Outbound Gateway

Outbound Gateway

Trades: 68 |

[ Settlements: 220

Settlements: 194
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https://github.com/aws-samples/multi-region-resiliency-reference-implementation

