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ldentity and access management

Y

Who has access to what
under which conditions

!

Workforce identity

Manage employee identities and <_
allow access to workloads and

resources

(@\g

AWS IAM
Identity Center
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Customer IAM (CIAM)

Manage customer identities and
allow customers to access mobile
and web applications and resources

=0

Amazon Cognito




AWS SSO is now AWS |IAM |dentity Center

* One place to create or connect your
workforce identities and centrally manage
secure access across AWS

* Freedom to choose your preferred identity
source for use across AWS

« Multi-account permissions to manage fine
grained access at scale

» Application assignments to manage access to
IAM ldentity Center enabled and other cloud
applications

aws

© 2022, Amazon Web Service
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a\W/S‘ iit Services | Q Search fors

IAM Identity Center

uUsers
Groups

Settings

¥ Multi-account permissions
AWS accounts

Permission sets

v Application assignments

Applications

IAM [2 @

What Changes

New service name

New console name

Improved
console navigation

No technical changes

No APl changes



Federation options on AWS

AWS IAM AWS ldentity and Access
Identity Center Management (IAM)

a
\ 4

Federate once and use identities across multipl

Per account federation
AWS accounts (recommended)

New setup Existing setup
- Start with AWS IAM Identity Center Federate _ Use both IAM and AWS IAM Identity Center
using existing IDP - Recommend migration to AWS IAM Identity
- Or create users and groups in AWS IAM Identity Center
Center
aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N7



|IAM federation — SAML 2.0

Enterprise (identity provider)

Browser interface ;)\
C_==)

A\

User connects to ﬂ

the IdP
IdP returns SAML Client is redirectto the

g assertion AWS Management \

Identity source

IdP authenticates user

pyd

Identity provider
portal
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Client posts SAML
assertion to AWS STS

4
15

A\

AWS STS validates and
returns credentials or
sends redirect

Console

AWS Security
Token Service
(AWS STS)

AWS Management
Console




How IAM lIdentity Center Works

Choose your identity source

xX<Q

-

Identity Center directory
Multi-account @
Microsoft Active Directory permissions m
Domain Services =L One place to manage

EI permissions AWS accounts

Okta Universal Directory

One place for
Microsoft Azure workforce
Active Directory identities j
Other SAML i:gl&ijICDIM 2.0 Application

compatible assignments AWS integrated apps

okta &>::..., MPingidentty. One place to manage AL 2D Rl
application access

o e onelogin ;5 CYBERARK'

JumpCIoud' vvvvvvvvvvvvv
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AWS |IAM Identity Center with external IdP

IdP configuration

Configure the
relying party
Configure SCIM

|dentity provider provisioning

Create matching
groups

O

User directory

Add users to
Q I groups

Cloud builder
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AWS configuration

1 AWS Organizations

Gt AWS IAM Identity Center

admin account
Set identity source as

|

: < an external IdP

|

|

. Enable automatic

- ' < e
C‘)C& : provisioning
|
AWS IAM | < Create permission
|
Identity Center : sets

I

|

|




AWS |IAM Identity Center — Permission sets

Permission sets are role definitions

Permission set

- .
&= DevOps-Engineer

Policies

' @;‘_ AWS IAM ldentity Center

Automatically provisions on
assignment

Session duration

@_?8 1 hour

|

|

|

|

I

|

|

|

I

|

|
|
: M Access policies
| — \
|

I

|

|

|

I

|

|

|

I

|

|

|
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Account
N

IAM role

a=]

|AM IdP

AWSReservedSSO_ DevOps..._7yf82n...

AWSSSO_7yfdn..._ DO_NOT_DELETE




AWS |IAM Identity Center — Permission set options

_______________________________________________________________________________________________

AWS |AM Identity Center

Permission set

DevOps-Engineer

Policies

X )
'~ )
b b 4 LS 1
4| 4 4| o Nt
; ; .

v
M AWS managed policies = Up to 10 policies
v -
< Customer-managed policies > Up to 10 policies
[Eadm—
v .. .
M Permissions boundaries

(ol

\/ . .

; Inline policy

e e
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AWS |IAM Identity Center — Applications assignments

Amazon Grafana Workspaces Create new workspace

Step 1

Configure settings i

Specify workspace details

Step 2 Authentication access info

. . ' which user attributes in your application map to
Configure settings

Choose at least one authentication method.
Step 3

Service managed permission
settings

AWS Single Sign-On (AWS SSO) & Enabled

You can enable SSO by creating a user. This new user does not automatically have access to the Grafana console. You
will still need to assign this user later, once this workspace is created.
Step 4

Security Assertion Markup Language (SAML)

You will need to complete additional steps to finish SAML configuration once this workspace is created.

Remove

Permission type info

Remove

O Service managed Customer managed
We will automatically provision the permissions for you Manually create your own IAM role based on the
based on the AWS services you choose in the next step. suggested policies.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Scaling permissions in
multi-account environments
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Role-based access control (RBAC)
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What ends up happening

XK [ XLL] XKL

Users & groups

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved

N7

XK I XLL] XKL

Permissions

(=)
(ams]
) [
(=)
(ams]

Resources

Eo Bo E
—0® —® —®



A scalable permissions model
based on attributes

— /"
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Permissions
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Workforce teams Resources
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Benefits of ABAC

Permissions scale with innovation, allowing workforce users to build
Teams move fast, as permissions automatically apply based on attributes

Granular permissions are possible without requiring a permissions update for every
new user or resource

Audit attributes are available to determine access

dws
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Examples of attribute-based permissions

Engineering department requires read and write access to their project
resources

Engineering department requires developers to assign their project to new
resources

Grant project serverless read access to their team resources

Manage only the resources that | own

Learn more: https://aws.amazon.com/identity/attribute-based-access-control/

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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https://aws.amazon.com/identity/attribute-based-access-control/

A little bit about attributes on AWS

Attributes are known as tags on AWS
Attributes are a key or a key and value pair

Use attributes for cost allocation, discovery, and access control

~
5
Examples m

Team = Engineering Team = Engineering
Project = Serverless Project = Serverless

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Sample ABAC policy for session tags

{
"Effect":"Allow",
"Action": [
"secretsmanager:GetResourcepPolicy",
"secretsmanager:GetSecretvalue",
"secretsmanager:UpdateSecret"
] . Only manage resources
Resource" :"*" , .
"Condition: { that match user’s project
"StringEquals":{
"secretsmanager:ResourceTag/project”:"${aws:PrincipalTag/project}”
}
}
}
AWS 2022, Amazon Web Services, Inc.or it afffates. Al rights reserved.
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Permission delegation
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AWS |IAM Identity Center delegation

Management Account =

AWS IAM Identity Center

l l i l

Production OU Development OU &03 Test OU &OA Security OU

Test Account 1 Security Account

Prod Account 1 Dev Account 1

—t— i Test Account 1 Audit Account

Prod Account 2 Dev Account 2

Prod Account 3 Dev Account 3

Prod Account 4 Dev Account 4

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.




AWS |IAM ldentity Center delegation example (account)

{
"version" : "2012-10-17",
"Statement" : [ {

"Effect": "Allow",

"Action": [

"sso:CreateAccountAssignment",
"sso:ProvisionPermissionSet",
7SSO ..

1,

"Resource": [
"arn:aws:sso:::instance/ssoins- VA
"arn:aws:sso:::account/ "

"arn:aws:sso:::account/ "
]

¥

aWSs
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AWS IAM ldentity Center delegation example
(account and permissions)

{
"version" : "2012-10-17",
"Statement" : [ {

"Effect": "Allow",

"Action": [
"sso:CreateAccountAssignment",
"sso:ProvisionPermissionSet",
7SSO ..

1,

"Resource": [

"arn:aws:sso:::instance/ssoins- VA
“arn:aws:sso:::permissionSet/ o
"arn:aws:sso:::account/ "
"arn:aws:sso:::account/ "

]
¥
aWSs
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Permissions boundaries

e Apply permissions boundaries to the
IAM roles created by developers, rather
than to the developers themselves

e Use IAM identity policies and

AWS Organizations service control Permissions boundary: HNREINE PR B L) IAM permissions policy:
policies (SCPs) to restrict Defined by the administrator IAM principals that are

Defined by the employee
created by the employee
developer access
e Group your permissions boundaries
into categories that fit the scope of
similar application functions (such as
system automation and analytics)

dws
~—
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Permissions boundary walkthrough

Admin step 1: Create the permissions boundary (managed policy)

{
"Version" : "2012-10-17", arn:aws:iam::<ACCOUNT_NUMBER>:policy/boundaries/dynamodb_eu

"Statement" : [ {
"Effect": "Allow",
"Action": [

"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem"
1,
"Resource": "*",
"Condition": {
"StringEquals": { "aws:RequestedRegion': "eu-central-1“ }
}
}]
}

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Permissions boundary walkthrough

Ty e Admin step 2: Allow role creation, but
"statement”:[ { only within boundary
"Effect":"AlTow",
"Action":["iam:CreateRole", "iam:AttachRolePolicy", "iam:DetachRolePolicy* ],
"Resource":"arn:aws:iam: : <ACCOUNT_NUMBER>:role/executionroles/MyTestApp*",
"Condition":{
"StringEquals":{
"iam:PermissionsBoundary":
"arn:aws:iam: : <ACCOUNT_NUMBER>:policy/boundaries/dynamodb_eu"
}
3
3
{
"Effect":"AlTow",
"Action":[ "iam:CreatePolicy", "iam:CreatePolicyversion", "iam:DeletePolicyversion" ],
"Resource":"arn:aws:iam: : <ACCOUNT_NUMBER>:policy/delegatedadmin/*"
}]
}
AWS 2022 Amazon Web services, Inc.or s affates. Alights reserved.
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DR and resiliency

aws
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AWS |IAM Identity Center DR scenario

v o
> |V Id Center role
X
. IAM ldentity Center Permission set

I I Id Center role

o

|
, Identity provider | Emergency role

L

Emergency ops role @

: IAM Id Center role
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AWS |IAM Identity Center DR scenario

Account 1 Roles
EmergencyAccess_RO

EmergencyAccess_Ops

J

Account 2 Roles

EmergencyAccess_RO

Emergency Account Access Roles EmergencyAccess_Ops

% r,

EmergencyAccess_Grp1_RO P EmergencyAccess_Role1_RO

EmergencyAccess_Grp1_Ops P EmergencyAccess_Role1_Ops

EmergencyAccess_Grp2_RO - EmergencyAccess_Role2_RO Aaadasis s Mibis

EmergencyAccess_Grp2_Ops P EmergencyAccess_Role2_Ops

EmergencyAccess_RO

EmergencyAccess_Ops

P
\

IdP Groups Account 4 Roles

EmergencyAccess_RO

k EmergencyAccess_Ops
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IdP DR scenario

dws
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Users

Identity provider

v

IAM Identity Center

Admins
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IAM
IAM-created
users

» |V
X

Permission set

, D

Emergency ops role

=
2

Id Center role

Y=Y

Break-glass role

3

Id Center role

2

Emergency role

> D

Break-glass role

>

Id Center role

» D

Break-glass role




AWS identity services help you better secure a variety

of workloads

Applications running
on AWS

Use fine-grained access controls
to grant employees, devices,
and applications the access
needed to AWS services and
resources

AWS Control Tower AWS Organizations

aWS © 2022, Amazon Web Se
N7
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Hybrid workload
deployments

Create or connect to an
existing identity source to
establish a single identity
and access strategy across
your on-premises and AWS
environments

IAM IAM Identity AWS Resource
Center Access Manager
(AWS RAM)

Customer-facing web and
mobile applications

Create a simple, secure,
scalable, and standards-
based sign-up and sign-in
customer experience for
your applications

AWS Directory
Service

Amazon Cognito



Thank you!

Djamel Bourokba Steve Vinsik

Sr. Global Solutions Architect — Sr. Manager, Product Management —
Automotive Workforce Identity

Y @dbourokba
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