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IAM Identity Center: Every
organization can centrally

Manageé access

Chris Mercer Ron Cully
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AWS SSO is now IAM Identity Center

« One place to create or connect your
workforce identities and centrally
Mmanage secure access across AWS

- Freedom to choose your preferred
identity source for use across AWS

 Multi-account permissions to manage
fine-grained access at scale

« Application assignments to manage
access to IAM ldentity Center and other
cloud applications
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aws 5% Services | Q. Search for se

|AM ldentity Center

Users
Groups

Settings

¥ Multi-account permissions

AWS accounts

¥ Application assignments

Applications

X

What changes

New service name

New console name

Improved
console navigation

No technical changes
No API changes



IAM Identity Center (successor to AWS SSO)

aws
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Choose your identity source

IAM Identity Center directory

Microsoft Active Directory
Domain Services

Okta Universal Directory

Microsoft Azure

Active Directory

IAM Identity Center @
A e
Multi-account m
NES

One place for users
and groups

permissions

One place to AWS accounts

manage permissions

Application

assignments
Other SAML 2.0 & SCIM 2.0
. One place to manage
compatible IdP application access Integrated apps
SAML 2.0 apps
One sign-in for account and application access >

Oktd. o jumpcloud.

. Microsoft
0n9109"" Active Directory

.Pingldentlty AAZS':ieve Directory
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Administering IAM Identity Center from
a member account

Administration task Delegated AWS organization
administrator account | management account

Manage permission sets provisioned in the

X
management account
Enable IAM Identity Center X
Delete IAM Identity Center configuration X
Enable or disable user access in the X
management account
Register or deregister a member account as a X

delegated administrator
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Customer managed policy support

WS | B savies | Q Seorch for services, features, blogs, docs, and mor [Altss] B & @ ocobav

@ Resource Groups & Tag Editor @ AWS Single Sign-On

IAM Identity Center IAM ientity Center > Permiss

Specify policies and
permissions boundary

W Multi-account permissions

W Application assignments

» Customer managed policies

Cusiome I & falone po

P Inline
r a polic

policy
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Customer managed policy support

HOW IT WORKS

@ IAM ldentity Center

8 Management
@ account

‘Organizational | Organizational |
&% unit (OU) 1 &% 1

Co L

Account Account

Assignment
Users/ U
groups ser/group
Account

Permission set

Permission set
Session duration
Relay state
AWS managed policies:

Tags

Custom inline permission policy

A, D, G
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Account Account

unit (OU)

o S

Account Account

;BEB 8@

Account Account

|

AWS managed
policies

=

IAM

Center role

2

Identity

Inline policy




Let’s talk

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
U




Thank you!



