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AWS Well-Architected

Automate security best practices Keep people away from data
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A chatbot can help

• The platform we’re using

• Visibility

• Take action

• Shorten response time
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Basic architecture
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Slack Bolt

• Framework for creating Slack applications

• Handles OAuth

• Annotations for interactivity

• Easy API access
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Slack Bolt – Initial configuration

app = App(

process_before_response=True, 

oauth_flow=LambdaS3OAuthFlow()

)

def slack_lambda_handler(event, context):

slack_handler = SlackRequestHandler(app=app)

return slack_handler.handle(event, context)

Installation 

bucket
AWS Secrets Manager

Lambda

Slackbot handler

State

bucket
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Slack Bolt – Event handlers

@app.event("app_mention")

def handle_app_mentions(body, say):

say(get_hello_message())

@app.command("/hello")

def handle_hello_command(ack):

ack(get_hello_message())

Lambda

Slackbot handler

/hello/interactions
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Slack Bolt – Views

{"blocks": [{

"type": "section",

"text": {

"type": "mrkdwn",

"text": "New GuardDuty finding:\n*<example.com|Exfiltration:IAMUser/AnomalousBehavior>*"

}},{

"type": "actions",

"elements": [{

"type": "button",

"text": {

"type": "plain_text",

"emoji": true,

"text": "Remediate"

},

"style": "primary",

”action": "remediate_guardduty_finding"

}]}]}
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Slack Bolt – View interaction

{

"type": "button",

"text": {

"type": "plain_text",

"emoji": True,

"text": "Remediate"

},

"style": "primary",

"value": json.dumps(data),

”action": "remediate_guardduty_finding"

}

@app.action("remediate_guardduty_finding")

def handle_remediation_action(ack, respond, payload, body):

"""Handles a pipeline rejection event from Slack

Args:

ack (Ack): The acknowledgement to interact with from Slack

respond (Respond): The respond object from the Slack context

payload (Payload): The payload from the Slack event

body (Body): The Slack body containing the full messsage

"""

remediate_finding()
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Intro module
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What would you 
like to automate?
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Future considerations

• Identity implications

• Multi-account

• Multi-Region

• Deployment mode – single tenant or multi-tenant

• Operations – deployment pipeline, ownership
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Thank you!
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