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Identity Access Management - IAM
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Identity Access Management - IAM Role & STS

dev@example.com prod@example.com
Acct ID: 123456789012 Acct ID: 111122223333

devday MAccess -
( ThoT A ecssmi [ TFADZERB
"Action": "ec2:RunInstances",

"Resource": [
’ "arn:aws:ec2:*::image/ami-*",

*
ec2 O—)LAC—58 (CFIE arn:aws:ec2:*:*:network-interfac
IAM User : devday N\ arn:aws:ec2:*:*:instance/*",
*
*
*

AJEEIR T LT > v )L ERLT
\ / "arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:
Jeff (CT7HA > &N TL\S IAM Role arn:aws:ec2:*:

:key-pair/*",
:security-group/
{ "statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource":

ec2 O—)LODHER

{ "Statement": [
{"Effect": "Allow",

{ "Statement": [

"arn:aws:iam::111122223333:role/ec2-role" {
/ "Effect":"Allow",

"Principal”:{"AWS":"123456789012"},

"Action":"sts:AssumeRole"

31}

}1}
ec2 O—)LODEFERIZR



IAM - AssumeRole [CEKBDIL T >3 v ILDER

sts = boto3.client('sts')

assumedRoleObject = sts.assume_role(

RoleArn = 'arn:aws:iam::123456789012:role/myRole_prod',
RoleSessionName = 'MySessionName'

)

|credentials = assumedRoleObject['Credentials']

ec2 = boto3.resource(
'ec2',
aws_access_key_id = credentials['AccessKeyId'],
aws_secret_access_key = credentials|['SecretAccessKey'l],
aws_session_token = credentials['SessionToken'],




IAM [C K DT & — Tag on Creation

{
"Effect": "Allow",

"Action": "ec2:RunInstances",
"Resource": [
"arn:aws:ec2:x:*:instance/x",
"arn:aws:ec2:xk:x:volume/x"
=
"Condition": {
"StringEquals": {
"aws:RequestTag/CostCenter": "sad4005"

}

https://aws.amazon.com/jp/blogs/aws/new-tag-ec2-instances-ebs-volumes-on-creation/



https://aws.amazon.com/jp/blogs/aws/new-tag-ec2-instances-ebs-volumes-on-creation/

git-secrets Z{EOIEILFT > v ILDOEH
- J=wv MDBALE

S git secrets --register-aws

S git add git-secret.py

S git commit -m "This is a test commit for git-secret"
git-secret.py:1:AWSAccessKeyld = "AKIAIOSFODNN1EXAMPLE"
git-secret.py:2:AWSSecretKey = "wlalrXUtnFEMI/K1MDENG/bPxRfiCYEXAMPLEK
[ERROR] Matched one or more prohibited patterns

e BIFL NS RUDRAFv >

S git secrets --scan

https://github.com/awslabs/git-secrets



https://github.com/awslabs/git-secrets

You don't have permissions to use the AWS CloudTrail Console

If you need assistance, contact your System Administrator
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Proactive Monitoring Lifecycle
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DevSecOps &3z X dAWS Services

AWS CloudTrail
" e AWS Platform_tE TN ESNIZAPHCE T 31> hafkimn(cO+F> 20 B4R
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Amazon CloudWatch
« AWSH—EXDUY—-RX EZHI>T
OJF=4Y>7J (CloudWatch Logs)
JOro5s« 7 EZAFU>Z (CloudWatch Events)

AWS Config / Config rules
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CloudTrail / CloudWatch Events
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devday-cloudtrail CloudWatch Lambda i CloudTrail Logging i User

user Events :\ ON !

IAM Role/Policy

http://github.com/awslabs/aws-security-automation User



http://github.com/awslabs/aws-security-automation

CloudWatch Events Rule O{ERX

Step 1: Create rule

Create rules to invoke Targets based on Events happening in your AWS environment.

Event Source Targets

Build or customize an Event Pattern or set a Schedule to invoke Targets. Select Target to invoke when an event matches your Event Pattern or when schedule is triggered.
@ Event Pattern @ Schedule €@ Lambda function v o
Build event pattern to match events by service - Function™ devday-master-matxpgegsmibkves-CloudTrail-Remediation v

devday-master-matxpgegsmibkves-Clou...
devday-master-matxpgegsmibkves-Des...

Event Type AWS API Call via CloudTrail v > Configure inpLit devday-master-matxpgegsmibkves-Star...
devday-master-matxpgegsmibkves-Cre...

Service Name CloudTrail h » Configure version/al

I - . © Add target*
Any operation @ Specific operation(s)

devday-master-matxpqegsml-StateMac...

x | StopLogging i S — - ]
devday-master-matxpgegsmi-CloudTrail... \—/
devday-master-matxpaegsmibkves-Upd...

= Cuced Diotborn Deousina Cee e clinbeaeed CHiE

{

"spurce": [

‘ows. cloudtrail”




Code highlights — Lambda Function®7 o3>

startTrail(trailArn) 1. CloudTrail = ON
result = sendAlert(logData) 2.8, 75— b
realTable = verifylLogTable() 3. AL 2w D

result = forensic(logData, realTable)

result = logEvent(logData, realTable) 4.O0F>70
return result



Code highlights — CloudTrail LogdDEERH

trailArn = event['detail'] ['requestParameters']['name’]
try:

userName = event['detail']['userIdentity']['userName’]
except KeyError:

userName = event['detail']['userIdentity']['sessionContext']['sessionIssuer']['userName']
userArn = event['detail']['userIdentity']['arn']
accessKeyId = event['detail'] ['userIdentity']['accessKeyId']
region = event['region']
account = event['account']
eventTime = event['detail']['eventTime"']
userAgent = event['detail']['userAgent']
sourceIP = event['detail'] ['sourceIPAddress']
logData = {'trailArn': trailArn, 'userName': userName, 'userArn': userArn, 'accessKeyld': accessKeyld,



Code highlights — CloudTrail Restart !!!

def startTrail(trailArn):
client = boto3.client('cloudtrail')
response = client.get_trail_status(
Name=trailArn

if response['IsLogging']:
print "Logging already started"
return "No Action Needed"

else:
print "Starting trail: ", trailArn

response = client.start_logging(
Name=trailArn

)

return "Trail started"



Code highlights - AL >>wv o

def forensic(logData, table):

try:
if response['Item']:

result = disableAccount(logData['userName'])
print("Remediation")

except Exception as e:

print(e.message)
client = boto3.client('dynamodb"')

response = client.put_item(
TableName=table,
Item={
'userName': {'S': logDatal['userName']}

)

print("This is a firtst entry. No Remediation Needed.")




Code highlights — ®5R>729>3 >
def disableAccount(userName):

client = boto3.client('iam')
response = client.put_user_policy(
UserName=userName,
PolicyName='BlockPolicy',
PolicyDocument="{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"x",
"Resource":"x"

}

} 1

)

return 0



DEMO 01

Proactive Monitoring
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AWS Management Console x

@ ®ESN/oEE  https://ap-northeast-1.console.aws.amazon.com/console/home?region=ap-northeast-1#

Services ~

AWS services

¥ Recently visited services

Step Functions

P

CloudTrail ¥

v All services

@

Compute &
EC2

EC2 Container Service

Lightsail

Elastic Beanstalk

Lambda

Batch

Storage [f]
S3

EFS

Glacier

Storage Gateway

Resource Groups ~ *

DynamoDB

IAM

Developer Tools
CodeStar
CodeCommit
CodeBuild
CodeDeploy
CodePipeline
X-Ray

Management Tools
CloudWatch
CloudFormation
CloudTrail

Config

AN

CloudWatch

Internet of Things
AWS loT

Contact Center

Amazon Connect

Game Development

Amazon GamelL.ift

Mobile Services
Mobile Hub

devday-cloudtrail @ 0847-8085... ~  Tokyo - Support ~

Helpful tips

I:%JT Manage your costs
Get real-time billing alerts based on your cost and

usage budgets. Start now

@B Create an organization
Use AWS Organizations for policy-based

management of multiple AWS accounts. Start now

Explore AWS

New Product Announcements

View the latest announcements from the AWS Summit - San
Francisco. Learn more.

Migrate from Oracle to Amazon Aurora

Learn how to migrate from Oracle to Amazon Aurora with minirr
downtime. View project.



Security at Scale
Infrastructure as a code
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Overview of Baseline Design
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Target Account Baseline Template

%
lli e |AM Role DfERK

9 9 9  Assume Role (CFIF

_ ¢ EHD—EX
admin read only billing

fole role role e CloudTrail (global and local)
* Config
* S3 Access Logging
I * CloudTrail to CloudWatch Logs
— 1
EEN

* SNS For Slack Integration(APIGW Endpoint)

baseline stack

\-----------------

_____________________



Code Highlights - IAM Role MD{ER

Conditions:
IAMRegion: !Equals [ !'Ref 'AWS::Region', 'us-east-1' ]
SupportsCloudWatchEvents:
'Fn::Not':
- 'Fn::0r':
- !'Equals [ !'Ref 'AWS::Region', 'ca-central-1' ]
- !'Equals [ !'Ref 'AWS::Region', 'eu-west-2' ]

Resources:
AdministratorRole:

Type: AWS::IAM::Role

Condition: IAMRegion
Properties:
RoleName: Administrator
Path: '/dso/'
ManagedPolicyArns:
— arn:aws:iam::aws:policy/AdministratorAccess
- !'Ref ContainmentPolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:



Code Highlights - 'O7 95«47 €E=/AU>Y

IAMActivityRule:
Type: AWS::Events::Rule
Condition: SupportsCloudWatchEvents
Properties:
Description: Notify when IAM resources are created or updated
EventPattern:
source: [aws.iam]
detail-type: ['AWS API Call via CloudTrail'l
detail:
eventSource: [iam.amazonaws.com]
eventName:
- CreateUser
- CreateGroup
- CreateRole
~ State: ENABLED
Targets:
- Arn: !Ref EventsSNSTopic
Id: PublishToSNS




Admin Account Baseline Design
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Code Highlights — Lambda Function ®F2'0A

CreateStackFn:
Type: AWS::Lambda::Function
Properties:
Handler: create_stack.lambda_handler
Runtime: python2.7
Role: !'GetAtt CfnFnExecutionRole.Arn
Timeout: 60
Code:
S3Bucket: !'Ref DistBucket
S3Key: create_stack.zip
S30bjectVersion: !Ref CreateStackFnVersion
Environment:
Variables:
KMS_KEY_ID: 'Ref KMSKeyAlias




Cross Account Deployment
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Cloudformation Template Lambda zip

-3
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1. Assume Role

o -9

2. Create /Update Stack

3. Waits for stack

1
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for dir in lambda/*; do
func_name=$(basename $dir)
func_src=lambda/${func_name}/${func_name}.py
func_pkg=dist/${func_name}.zip

I pyflakes $func_src

if [ ! —=f $func_pkg 1 || [ $func_src -nt $func_pkg 1; then

pushd $build_dir

pip install -r requirements.txt -t .
rm requirements.txt

CloudFormation Template o K ot ./ /stune g
H else
Lambda ZIp echo "$func_name has not been updated, skipping"
Lt
done

for tpl_src in cloudformation/*; do=

pushd dist
$AWS s3 sync . s3://$DIST_BUCKET
popd

$AWS cloudformation validate-template \
——template-url https://s3.amazonaws.com/$DIST_BUCKET/$TEMPLATE




resp = ec2.describe_regions()

for r in resp['Regions']:
region = r['RegionName']
workflow = {
'ExecutionName': 'Deploy_{}_{}_{}_{}'.format(
STACK_NAME, account_id, region, rand_token),
'RoleARN': role_arn,
'Region': region,
'TemplateURL': posixpath. join(
'https://s3.amazonaws.con/', DIST_BUCKET, TEMPLATE_FILE_NAME),
'Paraneters': {=

h
'(apabilities': ['CAPABILITY NAMED_IAM'],
'Stack': {
'StackName': STACK_NAME
}

}
sm_input['Workflows'].append(workflow)

resp = sfn.start_execution(
stateMachineArn=PARALLEL_EXECUTION_STATE_MACHINE_ARN,
name="Deploy_{}_{}_{}'.format (STACK_NAME, account_id, rand_token),
input=json. dups (sn_input))

Amazon Step Function
Cross Region



Amazon Step Function X ¥

130,
S M h = ("Wait",
= tate ac I ne - :"GetWorkflowStatuses"
} r
M Success M Failed Cancelled In Progress :{
(o :"arn:aws: lambda:ap-northeast-1:984780857413: function:
:"$.Workflows",
"Task",
:"WaitForWorkflows"
} r
al
1true,
:"Pass"
Stack’lnLJss CleanupOidStack Slackémksn UpdateStack } ’ {
B WaitBeforeProceed WasUpdatiNscassary :"WaitForWo rkflows" ]
:"Choice",
2l
{
:"%.5tatus",
: "SUCCEEDED",
:"DeploymentSucceeded"
i v ¥ } f
DeleteStack UpdateFailed {
l :"$.S5tatus",
WaitForDelete :"FAILED",
e ™ :"DeploymentFailed"
f GetStackDe'letionStatus | }
¢ ! 7."_,-‘ ]
ISS;;CKDDHQDQI;KIHQ } ’
[ H
CreateFailed :"The deployment failed",
:"Fail",

"NanlovmentFailed™



DEMO 02
Security CI/CD
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Happy Coding ©

e get-secrets
https://github.com/awslabs/git-secrets

e CloudTrail Remediation

http://github.com/awslabs/aws-security-automation



https://github.com/awslabs/git-secrets
http://github.com/awslabs/aws-security-automation

Happy Policy Coding ©
Don’t Forget Evaluations!



How to Centrally Manage AWS Config Rules across
Multiple AWS Accounts

https://aws.amazon.com/blogs/devops/how-to-centrally-

manage-aws-config-rules-across-multiple-aws-accounts/



https://aws.amazon.com/blogs/devops/how-to-centrally-manage-aws-config-rules-across-multiple-aws-accounts/

Keep your TAG

* |AM Role — Tag restriction

* https://aws.amazon.com/jp/blogs/aws/new-tag-ec2-
instances-ebs-volumes-on-creation/

* http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Exa
mplePolicies EC2.html#iam-example-instances

* https://aws.amazon.com/jp/answers/account-
management/aws-tagging-strategies/



https://aws.amazon.com/jp/blogs/aws/new-tag-ec2-instances-ebs-volumes-on-creation/
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ExamplePolicies_EC2.html#iam-example-instances
https://aws.amazon.com/jp/answers/account-management/aws-tagging-strategies/
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