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I Co-Working with global group company
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Partnership with AWS %
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Konica Minolta MarketPlace’s History




Solutions Engineering Center %

KONICA MINOLTA

One Team, One Location

Windsor, CT U.S.A.
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I MarketPlace’s History %
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MarketPlace

Regional
National

o/ B
S’
MarketPlace bizhub Market Place Mg;ﬁgflﬁg\ce
Jan. 2011 Oct. 2012 Jan. 2013 Apr. 2015 Jan. 2017 Dec. 2017
First official Internal Public Launch Launch in Launch in v2.0

commit Launch in US in US Canada . Europe
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I Before AWS (Staging, Production) %
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1 Database Server
1 Static Web Server
2 Dynamic Servers . >
1 SMTP Server

1 Hardware Load Balancer

SMTP Database
Out-bound Main
WWW Static WWW WWW Dynamic

Dynamic 1 2

Firewall allowing ports 80 & 443
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AWS (External Dev, Staging, Production) %
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Region: Tokyo
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AWS Key Configurations




I Route 53: Geolocation Routing with Latency Fallback %
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Geolocation Health Check Latency

Virgfhia

Virginia Frankfurt

S. America

Frankfurt virginia

Default

© KONICA MINOLTA 13



Immutable Deployments with Elastic Beanstalk %
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« Deployment Policy: Immutable
« Rolling Updates: Immutable
- Managed Platform Updates: Minor

Full copy of instance, with
update, is created alongside
production.

Blue: Production Green: Update

Update instance is fully
tested and deemed as
passing (if failed, issues are
fixed and process starts
over).

Once testing is completed
satisfactorily, production is
switched from the original
instance to the update.
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Elastic Beanstalk + ECS: Multicontainer Docker Environments %
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Xyz.com:80 w

Mounted
Volume

EC2-AZ1 EC2-AZ2

Three (3) Containers
nginx + php-fpm only change when packages do (limited!)
code container changes for each release, but is very small!

code container is not essential
Infrastructure managed by Terraform and CloudFormation
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I ECR Cross Account Access

AWS Account C

> »J LLLLL (LI
Developers Gitlab ECR

Registry
(Oregon Region)

] Container Image used
everywhere!
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I Secure RESTful APIs

Lambda Auth

-
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Function
Context + Token
Principal + Policy
Request
w/ a Bearer Token
Allowed
L —— ’
Client . .
, API Gateway  policy is Evaluated
403 Denied

5 :
U

Policy is
Cached

Endpoints Dynamo
on EC2

Lambda RDS
Functions
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Connectivity with On-Premise Systems %
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Development Lifecycle: Review Apps




I Review APPs %

KONICA MINOLTA

What are Review Apps?
Temporary, automatic deployment of an application as
it exists at a particular point in time for the purpose of
testing and review.
Multiple review ans can co-exist, enabling parallel
testing of an application at different stages of
development.

Increasingly common feature in a CI/CD pipeline.

Why Review Apps?

Eliminate the manual process of building test applications
for QA.

Confine a test to the changes introduced by a single
feature in an isolated environment.

More closely mirror the behavior of a production
environment.

Tighter integration between version control, testing, and
application deployment.

© KONICA MINOLTA 20



Review App Process %
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SEC Gitlab
Developer

Automated
Testing

Sanitized
database > >
I 172 16,0.0
Unique URL /
QA

ECS Approval Destroyed

Gitlab ClI
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Review App Process

4 GitLab

e market

£ Overview

@ Repository

) Registry

D 1ssues

11 Merge Requests
@ ci/cp

Pipelines
Jobs
Schedules
Environments

Charts
O wik
& Snippets

a Members

<¢ Collapse sidebar

10

) passed

) passed

(=) passed

#2371 by §

#2370 by @€

#2369 by (

#2368 by €

#2367by

#2366 by B

#2361 by B

#2360 by

#2350 by @

#2358 by @

#2357 by @

#2356 by @

#2355by @

#2354 by @

PEET-ZAN

Yei-pipeli... < 4led7fbs
& Run linter on WPHAPI tests; M..

Yei-pipeli... < 6587508
€ TestWPHAPLjs Updated prog

Y¥728-devic... < 30984dob —~
@ Add webpack dashboard tow. e

Yei-pipeli... o 3e51bBan
€ initializeDatabase.js ‘Added co

¥ 146-admin, .. < c42c4758 ~
& style:changed to apply to new...

Yei-pipeli... < Bb6e26c5
#&» Merge remote-tracking branch..

Ymaster o 474cacté —~
L
#&» Merge branch ‘review-app-enh... e

¥561-saml-... < c7fd83la Y
& AWS credentials: add TODO'e..

Yci-pipeli... <= bf587ef9
G; Merge branch ‘ci-pipeline-auto...

Y¥723-trans... o lec56806 ~
v
@ Add translation key restrictions =

Y741-updat... <o dffe972c )
@ #741-added filtering of platfo.. —
¥Y723-trans... o 3211bbde /-\

v
@ Add translation key restrictions -

Y741-updat... < 1882eclc —
o Merge branch '580-temporary- ~

Yreview-ap... -« 5%4ca2ca o
&> Bump AMIversions for ECSco.. ' ™~

Yci-pipeli... o 5a4be769

& 002801
4 weeks ago

& 00:13:04
4 weeks ago

@

& 002410
B 4weeksago

0:00:24
ago

& 00:20:16
4 weeks ago

& 00:00:15
& amonth ago

 4weeksago

& 0011615
& a month ago

00:00:25
& a month ago

& 000032
& amonthago

& 000113
a month ago

& 00:00:22
a month ago

& 00:44:48
a month ago

& 001717
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Pipeline list
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Review App Process
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&P GitLab  Projects v Groups  Activity Milestones  Snippets ~  This project
e market " marke #2360

& Overview 7} passed | Pipeline #2360 triggered a month ago by ;’ Tatsuya Toyama

@ Beastay AWS credentials: add 'TODO' comments for future tasks to replace AWS credentails...

) Registry AWS credentials: add 'TODO' comments for future tasks to replace AWS credentails to inwoke SEC lambda

0 1ssues 132

@ 4jobsfrom561-saml-enhancements-to-customize-xml-assertions in 26 minutes 5 seconds (queued for 1 second)
Il Merge Reque:

=
@
(7]

® © ¢7fd83la |
Cl/CD

Pipelines
Pipeline Jobs 4
Jobs

Schedules Test Deploy Clean
Environments (+) Automation Tes.. O (~) Start Review App P (©) Destroy Review .. [l
Charts
@) stop Review app [l
9 Wik

o Snippets

& Members

Pipeline
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Review App Process

market

L

Overview

Repository

D ® &

Registry

=}

Issues 132

Merge Requests 10

n

@ ci/co
O wik
&

Snippets

& Members

<< Collapse sidebar

« market > Merge

m Opened 2 days ago by @ Bill Kowal Edit

Resolve "Lead generation - Product name should be a link to the page the
product was created on"

Closes #786

Request to merge 786-1ead-generation-product-link I intomaster (2commits behind) Check out branch P -

! ) Pipeline #2806 passed with warnings for 989acdf4. (1

@ m ORremove sourcebranch  Modify commit message

Closes #786

You can merge this merge request manually using the command line

Discussion 0  Commits 1

Changes 2

B I % o

Markdown and quick actions are supported [ Attachafile

Todo Add todo »
Assignee Edit
Mo assignee - assign yourself

Milestone Edit
MNone

Time tracking 7]
No estimate or time spent

Labels Edit
None

Lock merge request Edit
& Unlocked

1 participant

®

Notifications

Reference: bizhub-marketplace/.

»

L&}

Merge Request

KONICA MINOLTA
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I Review App Architecture

U Route 53

-
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GitLab CI https://{country}-782-updates-for-expo.km.tld

Review Apps

Template mages
N X

o \
m ECR §
CloudFormation N Docker
~
Subdomain
.l- - P oge
Route 53 Aplf_llcaglon EC2 Auto
oa Scaling
Balancer —’.
EC2
- - )

/E ECS Service \
@ & [

Docker ~ Post Memcache
Container Deploy

® &9

Database Web Data

Server /
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I Review App Database Cloning & Sanitization %
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@ v RDS r-Y- Daily
Weekl Gitlab (Production) S Backup
i e CRON
Timer Find latest ) l ( )
\ Snapshot < AWS RDS
l ! Snapshots
Create RDS 5
. Instance from : AWS RDS [ \
napshot ! (Backup
f ! Instance) 5 |
w Sanitize Data i} !
! | T

* Backup to S3 !

| i \ ¢

* < MSSL ‘docker pull’ DB !
Image !

\ e

Docker

Registry * DB Container
Import

Backup

— , | T .
. docker push 5 » |10 AWS ECR Registry
k DB Image / .
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I Core Components used to build MarketPlace’s Infrastructure
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