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Introduction

Andy Schwabecher

SoftBank

VP, Business Development Unit
Cloud & Cyber Strategy Div Head
SoftBank Corp.




Largest Tech Fund Ever Raised Globally

World Top Funds Ranking

B inbillions
SoftBank Vision
Fund

Other Funds A
Other Funds B
Other Funds C
Other Funds D

Other Funds E

2 Note: Data is Estimated.Funds listed invest primarily in tech and may have investments in other sources.
Source: SoftBank; Preqin; The WSJ.




SoftBank and AWS Relationship

Our Investment Portfolio Depends on AWS

SoftBank
Vision Fund
Lots of our
Portfolio Companies
S 98B use AWS!
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A Common Goal: Enhanced Public Cloud Security

Let’s make the Cloud Sdfer...
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Public Cloud

More Workloads
Running on AWS
in Japan!
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SoftBank and Dome9 Partnership

>Accelerate AWS Adoption in Japan

>SoftBank Portfolio Companies and Customers all use AWS

>Dome9 can Protect against AWS Nightmare Scenarios
* Customer Data Leak
 AWS Credential Exposure

 Human Error Resulting in Publicly Exposed Backend Services
* Kinesis Queue, RDS Instance, Lamda Functions, etc
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Dome9 Japan Launch May 2018

>Service Available in Japan on 28" May 2018

* Localized User Interface & Documentation
* Domestic Japanese Support Team
* Domestic Billing in Japanese Yen

>Free Trial Available inclusive of Domestic Support
e 60 days / Full Functionality
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Introduction

Roy Feintuch, Co-founder, CTO

Co-founder, CTO, Dome9

Chief Architect, DV-Tel

Captain (Reserve), Israel
Defense Forces
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The public cloud changes everything

Sole Responsibility
Stable Network Perimeter
Custom software services

Monolithic Applications

Development cycles in weeks/months

Shared Responsibility

Fluid Perimeter
Platform-managed services

Microservices Architecture

DevOps cycles in days
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Security is a shared responsibility

Gartner
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O E Platform, Applications, Identity & Access Management Security Through 2020, 95% of cloud
o in the security failures will be the customer’s
-t.é Operating System, Network & Firewall cloud fault.”
O

Client-side encryption implementation, Server-side encryption,
Network Traffic Protection

AWS Foundation Services

“Many cloud service providers invest

aWS of the security into their products to continue
N Availability Zones cloud building confidence that their data is
AWS Global . ”
Edge Locations maore secure.

Infrastructure
egions

Solution: Clear Understanding of What A Customer is Responsible For
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Network gateway devices don’t work in the cloud

In the cloud, a single configuration change
could expose the asset to the public

Security

Sécurity
%iroup

Problem: The traditional
gateway-centric
approach doesn’t work

Gateway
FW

SecurityI

Group - — -
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Agent-based solutions don’t protect platform services

% Networking & Content

Compute Management Tools Mobile Services

P [g] v Delivery
EC2 CloudWatch Mobile Hub —
Lightsail (£ AWS Auto Scaling AWS AppSync

Elastic Container Service CloudFormation Device Farm gloudlz;ni
Lambda CloudTrail Mobile Analytics e
Batch i AP| Gatewa

Elastic Beanstalk

Storage
S3 |
EFS E_g Application Integration CodeCommit
Glacier Step Functions CodeBuild
Storage Gateway [PW Media Services Amazon MQ CodeD-epI(.)y
Elastic Transcoder Simple Notification Service CodePipeline
Cloud9

Kinesis Video Streams Simple Queue Service

X-Ray

Database

Simple Email Service
Migration
AWS Migration Hub
Application Discovery Service
Database Migration Service
Server Migration Service
Snowball

eg'} Machine Learning

Amazon SageMaker - . v
P ﬁﬁl Business Productivity
AWS Deeplens
Amazon Lex
Machine Learning
Amazon Polly

Alexa for Business
Amazon Chime (&
WorkDocs
WorkMail

Rekognition
A T ibi
TS R Desktop & App Streaming
WorkSpaces
AppStream 2.0

Amazon Translate

Analytics
Athena

b Internet of Things

loT Core

loT Device Management
loT Analytics
Greengrass

Amazon FreeRTOS

Data Pipeline
AWS Glue

9”_1@ Game Development

Security, Identity & Amazon GamelLift

Compliance

Amazon Macie '
AWS Single Sign-On
Certificate Manager
CloudHSM
Directory Service
WAF & Shield
Artifact




Microservices architecture creates more moving parts
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e ervice \ Microservice

Microservice Microservic m

Data Access Layer

Solution: Microsegmentation in IAM and Network

Microservice Microservice Microservice
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DevOps increases the need for speed in security

30x 200x 60x 168x

More Frequent Deployments Shorter Lead Times Fewer Failures Faster Recovery

Problem: Traditional bolt-on
security and manual checks
are too slow

Solution: Continuous
compliance and automated
security assessments
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Data exposures and exploits are on the rise in the cloud

Data exposures and exploits are on the rise in the cloud
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The public cloud needs a new breed of security solutions

e “Born in the cloud” - built to solve challenges in the public cloud

* Cloud-native, built on the native controls offered by the cloud provider
* Automated security checks and continuous compliance

* Microsegmentation architecture for microservices

* Active protection capabilities that go beyond monitoring and alerting
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Dome9 Security

SaaS Platform for Security and Compliance Automation in the Public Cloud
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cadence west

250+ paying customers, including 100 Global 2000

pms

R

Launched 2013

Strong leadership: Check Point,
CipherCloud, Sophos, Trend Micro,
Nutanix,HPE & IDF

80+ employees across Mountain
View HQ and TLV R&D center

Patents awarded and filed for cloud
security orchestration technologies
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Dome9 Clarity: Complete Network & Security Visibility

DOITBQ Protect Network Security

Clarity home / AWS Prod / Oregon / Main Demo VPC
= + - HICOMPACT~ ¢ LANDSCAPE
External Zone

§7.19.5.0/24 =1

213.5.0.0/20

Internet\All Access =

(D HIDE EMPTY 5G

IAM Safety Dynamic Access | Clarity

DB servers

B PEERED VPCS

DMZ

@ VPC FLOW LOGS

Compliance & Governance Users & Roles

= PRINT Q SEARCH Y FILTER BY TAGS

. 194.90.1.5/32 }
NYC Office ]

@ LAST 10 MIN

Select column

SUGGESTIONS: |Source| | Destination | | Source Port
Source Source Port
181.214.87.34 44069
185.12.177.28 5061
117.198.216.121 0
71.6.135.131 29011

T @ LB-Web ) E—

["‘" default

M [X) EXPORT TO CSV

]| Common SG .:5 ;‘
.@. App1 Servers l'—‘ r

Q Main Demo VPC (vpc-89e113ec)

Lambda-SG

e

3y TrulyPublicSG

1

SG-for-In'emmONL,.__‘

1
D

singleOunm-.muscsna:,1

'§' Application-Load-B...

1 &) webservers
m J w|)
) App2_ApplicationSe...

Dest Port | Bytes | Protocol | |Packets | Action
Destination Dest Port Protocol Packets Bytes

DB1 52010 TCP 1 40

DB1 5060 uDpP 1 376

bB2 0 ICMP 1 56

DB2 9295 TCP 1 44

Time Action
May 15th 2018, 06:14:12 pm REJECT
May 15th 2018, 06:14:12 pm REJECT
May 15th 2018, 06:14:50 pm REJECT
May 15th 2018, 06:14:50 pm REJECT

B0O X

x

DB servers
] sg-bde455d8

nin

« Instances: (2)
» DB1 %
* DB2 %

- RDS: (1)

s1 %

+ Inbound Rules: (3)

MTP
SMTH

~ Qutbound Rules: (1)
» Al Traffic: (1)

~ Sources: (3)
App1 Servers %
WebServers %
Common SG %

w Targets: (3)
Web Monitor “
monitoring %
Common 5G %

¥ Tags:(2)
description: TEST1
ticket: 101616




Dome9 Compliance Engine: Cloud Audit Better and Much Faster

DomeQ Protect Network Security IAM Safety DynamicAccess Clarity Compliance & Governance Users & Roles

[\ Compliance Engine  Policies Dashboard

Assessment History ~ Playground  Continuous Compliance & May 15, AWS CIS Foundations v. 1.1.0

v © 12% @4 88%
Passed Failed
Entities by type, Pass Vs Fail Failure by Severity Map -
@ High '\\\
@ Medium Kazakhstan orcolla ~
Low Hongor ,

' 'n ' United
Ching South Korea

I
|
Afghanistan y
Iran |
Pakistan ]
aabia India : Mex
Thailand ;
Tested Entities ’ ! =
@ lamUser | | e e e e e e e e e e e e e 1‘—_—_—_—:4—_—_‘-—1‘ ——————————————————
" @ lamPolicy Indonesia Pacp‘llximew \
@ CloudTrail D
@ Region |’
1 @ S3Bucket 'gascar |
\).—;e‘ \-1,6\ i 091\ _\0‘\\\6\@5@1\\.‘?0 \:;9\ ll ® kMS Australia i
N [ -

W ®° o 7Y Jle ' i Map data ©201 Terms of Use
Filters Results @ SHOW GSL
Showing 50/50 CLEAR Ensure the default security group restricts all traffic E

Search 258 TESTED 67 RELEVANT  [EL] NON COMPLYING i

Expand
44
Results v

Failed (44; s e .

a"e"d( ) Ensure multi-factor authentication (MFA) is enabled for all IAM users that have a console password E

Passed (6)

26 TESTED 18 RELEVANT  [if NON COMPLYING

Severity v Expand
4 - Fis )



Protect Against Compromised Credentials And Identity Theft

Protect Network Security IAM Safety Dynamic Access Clarity Analysis Users & Roles

Account Name Status Active  Pending IAM Users IAM Roles
Dome9 Users 1AM IAM Roles

N IAM Safety
User Name ~ |AM Entity  Status INVITE ALL USERS

® Protected @ Not Protected 3
adam.neale@eb2bcom.com Not Invited = INVITE USER
.
o @ s Advanced IAM protection for
andrew.sciberras+dome3@eb2bcom.com Not Invited =5 INVITE USER I t I
. granular control over users,
arik.blumin+demo@dome9.com Not Invited = INVITE USER
| d acti ith MFA

arik.blumin+perm@domed.com splunk_user  Disabled REPROTECT [ DISASSOCIATE ro e S a n a C I O n S’ W I

assaf+demo@domed.com Assaf_ Demo € Enabled &) UNPROTECT a n d O u t - Of— b a n d

awssummit@dome9.com harish Enabled (Deleted) &) UNPROTECT . .
authorization
calvin.yeo+domed@eb2bcom.com Not Invited =% INVITE USER
chen+demo@dome9.com Not Invited = INVITE USER
< o o |
chuck+auditor@domed.com Not Invited =% INVITE USER
chuck+demo@domeg.com Pending (54 CANCEL INVITATIO,
corin@domed.com Pending [ CANCEL INVITATION =
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Top Use Cases

Visibility into Cloud Assets
and Configurations

DevSecOps

Custom Enterprise
Governance

Dome
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Compliance
Automation

Security Posture
Enforcement
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Thank You
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