ImpervaTE1R I B3RDSOEEEH LU
F—=AtF1U74

2018 6H1H

IMPERVA



Agenda aw>

1. ImpervalcDWT

2. 5. HREDT—HIDUAVER(IHE2TIN ?

3. W ARBRDBEENV&EALEFEAD ?

4. Imperva Database Security for Amazon RDS
5. ¢

IMPERVA



ImpervaCTER{IBZRDSOEFTS LV T—IF1VT«

ImpervalcDL\T

®
3 © 2018 Imperva, Inc. All rights reserved. I “n F E RVA



SEIE
Fi

LAV
Rt
CEO
CTO
AlZE
NEI=E
HAZEA

IN—hF—

ES
RAZ

TF 1T RmOREFE. BR5T

20024 (20114118 NYSE_L15)
KENITAINZ7M Redwood Shores

Christopher Hylen

Terry Ray

Shlomo Kramer. Amichai Shulman. Mickey Boodaei
1,100%

RN &ftImperva Japan

20074F5%3T KX : B =R
NIZhxyhD—=DX . VIND-79.)05—, NRItF17
F9)0>-X, 2y hI=9)\1-0RR>Y, B8,
NEC. HIZIRRE

1000E + TO500+ /- —tBEZERH

6,200¢t +. 100,00048&%+ (U3DR)

®
4 © 2018 Imperva, Inc. All rights reserved. I “n I E RVA




X ANz, RJ O-BASF

The Chemical Company

@= A TEBHEES  FY CIMBGROUP

krungsri

% 33'0 \Aﬁw CHINA MERCHANTS BANK CHINA MOBILE
~ m . % ?é\\ M Manulife Financial
Deutsche Bank a1 FannieMae. NADEEE | LOYDS BANK
S > #® Prudential
» rrudentia
o > @i ‘“v
oMV
e orange 1 I T 10/
! :zif{;%ﬁ%m Fhll NETSUITE STARTTODAY CO,LTD. ‘

& SBERBANK seek (‘P salesforce w
By your side g 0NeEC Rostelecom SUNCORP

SONY T--Mobile- O Standard

WELLS
€SYAMAHA vodafone Chartered
5 © 2018 Imperva, Inc. All rights reserved. I “n P E RVA®

Tl‘




ImpervaCTER{IBZRDSOEFTS LV T—IF1VT«

S, BORIEDT—HIDVYRAIERIIHETIN ?

®
6 © 2018 Imperva, Inc. All rights reserved. I “n F E RVA



tF¥1UF4FIvY - AWS_EDDatabase vs AV 'L ®Database

AVIVERIR

) D

App> AT A-A
WAy == —————— \ .
1 [ Security Gatewa
] — |
—_
_ | — [ 1]
P
T - g o HTTPSE(E
VPC RDS DB A API VPC AL
pee.lrlng instance %Zr(:/rers pee:‘ ing JUY) I \_‘/
N e o o et . o o e s e o o o o o o o 4 EC2 Firewall Internet
(Security Group) gateway
{' ____________________ \
|
| |
o 1]
— E-—‘I
- - — [, 7|
\r/ | \r/ AN L]
— ! l ' ) I
vPC RDS DB I vPC
/ peering instance App or AP peering VPC IPS/Antivirus -
I Servers | peering
- N — /
Amazon
Route 53
) DNSH—EAR
SIEE AR Appin"A@%ﬁé'ﬁﬂEFﬁ SATA W
\ {‘\ B 7 \|
VPN 1 vpe I WAF
{ |
gateway peering i Jn I
|
-
\-_/ —— |
= e J [ ]
pp
9a ev:’ay Servers (SIEM%) |
J
ST T T T s s s s s s s s s s e e e e - | Mobile/PC

®
© 2018 Imperva, Inc. All rights reserved. I “n I E RVA




AWSOSEHBETI
T s Gustomer

OS Maintenance o

Database Maintenance O
Durability/Availability O O
Performance & &

[ BE | ]|BFROT—HCEITIVAIEEZERNED

INTIDI)SIRTEAS TV RERRICUR T EER (A

IMPERVA




ImpervaCTER{IBZRDSOEFTS LV T—IF1VT«

B RKRDBEEEONV ZZERAULEFEAD ?

®
9 © 2018 Imperva, Inc. All rights reserved. I “n F E RVA



FAFEEN
1,10055L3—F
ZERIRIEDBH'S

45

"_(;' “/" &

HOHL TS

L EH
ASHIFERIC
PIEALTWS

‘ @ ' HR information
y

A TABLE/STORED

PROCEDURE

hrasurveyanswers

Contractaor accesses

Developer pulls
1IMrecords from
production DB

TOTAL NUM OF
RECORDS

11,688,581

’ Developer uses

1171171711771 F7 77117 irrrrrrlrr/

F—SEBEN
BEOIL Sy M— METH

[EPIEALTVWD

PFUZARH
HY 51 TRERIC
PIEALTWS

DBA accesses
client credit

card records

Analyst accesses w
trade information

TABLE/STORED
PROCEDURE

client

TABLE/STORED

PRCEDURE clientcreditcard

exchangerate

HFEEN

EEE7HO> b
ZFIALTWVS

F—YEBREN
2005L3—-R
DEEFENJIERTVS

admin account

DBA reads 2M
audit log records

besadmin

DB User:

DB Name:  besmgmt

NUM OF TOTAL NUM
QUERIES  OF RECORDS

3 0

8 2,800,760



1-HEf : RFEY—ER

BB ST ROT —AZREURFNUIRSR

s 100 AL EDIEZEEDRINS, T —FEEZ B DT SRFNUERS R0
DB (77T AvlgeRYFEI—Y . DBA H'ex KO

BiY-2R: RANOAEPE R ZFER I 528, PoC zRiia

PRR: ImpervaVJi—23a>(cdoT. Y-EX7hO  bzBRALRI-YICLE1 2T

VheRER

HIFHEL—IHARBECT —HTTIERAUTVSEEVVEFHER
7T =238 = )\hs0074 > siTORM. SLIEFIGR DB 77T R%1>>7 > heUTHEA

_ o Y—EXTHIDNISNDA>H5574T 1Y
o - , — B auditlog T—JILH5970F1TEEMS
@ (. =£ - H-ETHONSOI-HTOITA T
M e i MY — LS DERE IR

“AuditLog” - EEBDJ %NS /Ubd:jtg_énitajj@__'%%

Database Tables



1-HEH ; AHIELE

Bt KEOENBIROINIEZRE . BiEs. NEPEEESEIFT. EHEFIN
SAEPBRINDRRZNEFESN LI
shed: SIEMTDBEEEOV ZDHT. SIEMEZAD75— M+ CFIERTERVE

iz iRl

BEY-ZhR: PoVICBWTEKRRA> ST MeFER

PRR:

BEDINEEFRACLD. FBI OH7JLRAZFFIN TS DB A\DEZRTEZA
BERESBIR. ABBHREZZE DB NONEBMRE(CLDI B 771X

. BEHINEEGRENEE
5 — h BEETZTNI N CEE
@ o — — S P N i
Int: :JS Query Tool Service Accoun t _..... * Tthﬁgu BE%IE':\LEE
E . Database Used T POETBIRATA
y




DBEEEOYVENSYT—=20 . EFIN=-TDhIBCEICED
A1-Y57—=FT7ICADN—-A514 ik

P

™ Database

S i

3> -5—22%

AT
AT (NT4N8E) FEUI

JOJ74)VIEHR)
DT —AIN-A(C EDT—AHIC ENBLDT =4I
FHEALTVSBH ? PHEALTVBH ? FHEALTVRH ?
o . . o @
T —IR—AND EEEALLSIC EIFSIERE ?
' e T iy 7L TN ?

®
13 © 2018 Imperva, Inc. All rights reserved. I “n F E RVA




BERUEN-AFM12[CLBTOI7AVY I ~1-FeT—4

Application Interactive User
° S N ~ [= ]
7IVr=33aoh607ItR? E or @
] ]
Service Personal DB Account

A t .
o o8 HKEIIRT — S P L R ESHE A
PHhIIMNIALT1E? or
@ _ | — e
Metadata Business Critical Data Detection
FPIOCRAET—TIIE? @ or

Transaction Data Warehouse
Processing
F=AN—-ADEENTL ? or
8%
@




I\*ﬁﬂ] Database Ac“cess at Non-standard Time
RERRBNDT —IN—-ATItA

Database Service Account Abuse

F=ANR=2AY—-EADT hU > NER

Excessive Database Record Access

BEDT—HIN—=ALI—-RPITA

Excessive Failed Logins

BEROJA DR

Excessive Failed Logins from Application Server

7IVr—=3309-N=-h50BEROT1 DR

Excessive Multiple Database Access

o
e
]
@ BERIEET —IN-ATFIEA

Machine Takeover

Ny (FINMR) OFE-HD

Suspicious Application Data Access
RER7IVT-3307-97IEA

Suspicious Database Command Execution
RbOUWT—IN—=-ZATV Y RORIT

Suspicious Dynamic SQL Activity
SEDUVEIR)SQLDRTT

®
15 © 2018 Imperva, Inc. All rights reserved. I “n F E RVA




ImpervaCTER{IBZRDSOEFTS LV T—IF1VT«

Imperva Database Security for Amazon
RDS

®
16 © 2018 Imperva, Inc. All rights reserved. I “n F E RVA



Imperva Database Security for Amazon RDS @A A—S

AppY AT L-A

{'\ ———————————————————— \
|

17

VPC RDS DB VPC
Peel-ring instance_) Agzr?/reipl pee:ing
IMPERVA | oam 1! Ve NN e | e /
COUNTERBREACH mperva DAN .
U5—=Y A 'l
B0V =IE
L - ] o -
EEERARE A YARTL
e
VPN T
gateway
L [
-
Imperva DAM Vi

iy EEAApPp Ry s
DBEEE/E=5>Y EServers, (SIEM%)

VPC VPC
RDS DB
i . App or API i
eerin eerin
p . g instance Servers p ! 9
| i —

gt -
O 0+ "&m-<

Security Gateway

EC2 Firewall

(Security Group)

IPS/Antivirus

Imperva WAF

S —

gaeway
o R e

© 2018 Imperva, Inc. All rights reserved.

IMPERVA

INCAPSULA
DDoS Protection

\J HTTPSIE(E Cloud Securityr—E &

HTTPS:#{§

Amazon
Route 53
DNSH—E R

Mobile/PC

IMPERVA




Imperva SecureSphere DAM for Amazon RDS #iE

dW$S

« Ver 12.3&DAmazon RDSITH it
« T 1T BEBE (FIER D L ARZHA K

. EEEODAME BIEY — )\ T— o IR
. [05AL5 1% FIU T DBES D) # U -

— DBfilITOESEDY B HHwAE

A —=Jvb 500Mbps

TAARADAR—A 80GBLL Lt 80GBI t
AIRIIARILT c4.xlargell t c4.xlargeld t
REGE BYOL BYOL

XBYOL=31t>ARE

®
18 © 2018 Imperva, Inc. All rights reserved. I nn I E RVA




Imperva SecureSphere DAM for Amazon RDS 3 &4RR

Amazon RDS Database Engines

|
|
ORACLE Postgre SQL i
|

= B
2 e

MariaDB

®
19 © 2018 Imperva, Inc. All rights reserved. I “n F E RVA




Imperva SecureSphere DAM for Amazon RDS
&EB/0Y-75—h

Alert 1: Test SecurityPolicy

Actions: Mane
Policy: Test SecurityPolicy (Policy Description)
[__Edtt Policy ] [ Kriowledge Base |

Aggreg. d from 16:15:18 (0 hour(s]), 0 minute(s]), 2 alerts (last updated 16:15:18) ]

i[ 7] /-] ] Default Rule - All Events - Audit Events
Reported Period: 0341/2015, 00:00- 034 452015, 16:22 (3 Days,16 hrs) =
Base Fitter: Empt'f @ L e e Sy By
Filter: Empty; . e e b ok M e e . s ‘
(= Jselect Columns 4 4 Page 1/ af1 b Pl Showing records 1-17 out of 17 available Alert aggregated by: Statisticalllnfonmation:
Diztinct walue for: “alue Key “alue
Event Date and Time= EventID ¥ |Source IP» |User = |Destination IP= | Service = |Object = |Operation= | Query Custam Rule Test SecurityPolicy 05 Hosts 1 2
Immedfiste Lction Mane Source Applications ]|
ElLast Hour (17) e T001 105 s Users =
May 14, 2018 416:02 PM 24 05103185 172232249 sys 1001.78 Oracle RDS wharchive dest Select select 'ERROR: |lerror]ly’ as error, 'LOG SE st
May 14, 2018 £16:02 P 243105103184 172232249 zys 10.01.78 Cracle RDS CORbAT Violations:
May 14, 2015 $16:02 P 2431051031583 172.23.2.249 zvs 10.01.75 Cracle RDS COpbAT User 03 User 0F Host
May 14, 2018 $16:02 P 2431051031582 172.23.2.249 zvs 10.01.75 Cracle RDS Login Bl | damtest 10.0.11.102
May 14, 2018 $1512 P 249108103181 10041102 damtest 1009 .25 PostgreSGL RDS Logout Event 249108103180: Custom Rule Violation
May 14, 2018 41312 P 2491058103180 10011102 damtest 10.0.1.28 Postgre=cl RDE  userslist Select zelect * from userslist order by id, z:::ation Tvpe ::I'"e
May 14, 2018 41512 PM 242908103179 10041102  damtest 10.01.28 PostgreScl RDE  userslist Select select * from userslist; Severity Medium
May 14, 2018 40914 PM 249908103178 10041102 damtest 100128 FPostgreScl RDE  userslist Select zelect * from userslist; Policy Hame Test SecurityPalicy (Policy Description)
May 14, 2015 40914 PM | 243105103177 10091102 | damtest 100125 PostoreSGL RDS userslist Select select * from userslist AlertHumber |1 .
May 14, 2015 4:0914 P 249103103176 10011102  damtest 10,0128 Postare=0L RDS  userslist Select select * from userslist order by id; oieion hostription | Jest SsourtyPolioy
May 14, 2015 4:09:14 PM 242108103175 10011102  darmdest 100125 PostareSGL RDS  userslist Select zelect * from usershist arder by id; Immediate Action None
May 14, 2018 4:09:14 PM 2491058103174 10011102  damtest 10.0.1.28 Postgre=cl RDE  userslist Select zelect * from userslist; Matched Patterns
May 14, 2018 40314 P 242105103173 10041102  damtest 1009 28 PostgreSGL RDS Login Event Details:
May 14, 2015 4:02:04 P | 242103103172 172.23.2.249 zys 10.01.78 Cracle RDS vlarchive dest Select zelect 'ERROR: lerror]s' as error, LG SE | Event Time Gateway
May 14, 2018 4:02:04 PM 249105103171 172232249 zvs 100178 Oracle RDS CORMIT May 14, 2018 4:14.39 P11 T i-0ac4s66ar2020962e
7 j Server Group Service Application
\\9 — AN Yamazon rils YPostgreSQL RDS YDefaun PostareSGEL Application
(/ \j t (_O)T - j } l//\ 4ﬂ% L/}tb\ Connection YSource of Activity | User DB Application | 05 User | 05 Host
T 100110243945 — 1001285432 T Remote T damtest | pEdl 10011102
Affected Rows Response Size Response Time
1) 0 Records 0 mzec.

Error Code

Error Message

select * from userslist order by id,

20
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DB Assessments Scan##gE for Amazon RDS 5>

S=| E| Assecement Result - Summary View

A
Filter: Result is one of [Info, Failed] and L ast Scan in Each Policy is [True] | ‘% & %j:%ﬂv U
1
Scanning Coverage l I:I
Additional Fitker: Result iz one of [Failed, Passed, Error, rrelevant, Info] and Last Scan in Each Policy is [True]
I4 4 Page 1 of 1 b Pl Showing records 1-8 out of § available
Palicy & | Soan Mame & | Soan Run Date » |# Tests Failedw | # Tests Passeds |Result Count Infow | # Tests with errars= | # relevant Tests -

CI5 - Security Configuration Benchmark For Oracle
Database Server 12c /-] 5| Assessment Results

DIEA (STIG) - Database Checklist and Procedures Filter: Result is one of [Info, Failed] and Last Scan in Each Policy is [True] | ¥ H
for Oracle 119 and Above (DISS Version §, Release DISA (ETIG) - Latest Database Security Benchmark 030272018 4:03:50 P 28 24 16 1l —
20, See the note under Policy Description. 14 4 Page 1 of 7k M| Showing records 1-50 out of 317 available B} = 1V

CIS - Latest Database Security Benchmark 05092018 4:28:59 P 89 o4 1

?;fg;;ﬁW DISA [STIG) - Latest Database Security Benchmark 0509/2018 4:03:50 PM 16 17 47 [~ [Resut [Category v |Test Name w|p [
DISA (STI5) - Datshase Checklist and Procedures  DISA (STIG) - Database Checklist and Procedues | oo onc veges oy | 34 1 19 tgnlljinfo | Access Contral Users Assioned DBA Fole 10078 0§ Defeul e smazon s - Oracte oS
for PostoreSGL 9.0 and SAhove for Postgre=0L 9.0 and Above: default scan e — Highl Info Access Cortrol List of users that have access to DBMS B 10.04.78 {95 Default Site - amazon rds - Oracle RDS
?olf':ofsstllr?séfa;aﬂb:ﬁz i:iil:m and Procedures  |p.c.o [STIE) - Latest Database Security Benchmark 05092018 4:03:50 FM | 34 14 19 vighlll Failed  Access Control Unauthorized Users Have Accessto DB& % .. 100178 %98 Default Ste - amazon rds - Oracle RDS
Miszing Security Patches for Oracle Miszing Security Patches 05092018 42757 P 0 ] High. Failed  Access Control Unauthorized Users Granted DBA Raole (215, 10.01.78 {9!. Default Site - amazon rds - Oracle RDS
Oracle Known Yulnerahiities Knowvvn Yulner abilties 607 0 vighlll Failed  Access Control Unautharized Users Granted EXECUTE CATAL.. 10.0.1.78 498 Defaul Site - amazon ros - Oracle RDS
PCI-DES Compliance - Oracle PCI-DES Compliance for Oracle 233 1 . i §
High. Failed  Access Control Unauthorized Users Granted GRAMT AMY OBJ... 100178 {9& Default Site - amazon rds - Oracle RDS
Success Rate(Humber of Tests) Success Rate Breakdown by Test Category Highl Failed  Access Confrol Unauthorized Users Granted GRANT AMY ROL... 10.01.75 {S‘é Default Site - amazon rds - Oracle RDS
Additional Fitter: Last Scan in Each Policy is [True] and Result is one of [Error, rrelevart, Additional Filter: Eesult is one of [Error, Failed  rrelevant, Passed Info] and La Highl Failed  Authentication and User Manacement Users with Defautt Passwords 100175 {Eé Default Site - amazon rds - Oracle RDS
Passed, Info, Paled] Policy i [True] vighlll Failed  Known Attacks Latest PostoreSaL patch not instaled 100428 |, Defaut Site - amazon ros - PostoreSOL RDS
Info, 103 200 " e Highl Info Resource Control PostoreSGL enforce suthorized accessto . 10.01.258 |, Defaul Site - amazon rds - PostgreSGL RDS
Irrelevant, 3 Failed, 214 720 o B Coiien | bedietion et | e W o |t e st ottt T arcoreios £ o ol 1 Ar 4 70 EBR Pt S e vl vl T
sagpp o ne_
Error, 91 260 Test: Users Assigned DBA Role
10 Overview H Recommended Fix H Technical Details
a — - -
Vulnerability Information
1D (CVE} Vulnerability Type & [severity Description
- . . . The DBA, role is very poverful and access to it should be
u L fat o the DEA Rol
Pazzed, 963 Se8rs Assigned the e {95. 8.03 I restricted. “erify that any database account granted the
Source Policy ?EI:A rale is tele;:rtlbv aL,rthobr.lz;d by the IAtO.tI; aggﬂon tlo
DISA, (STIG) - Database Checklist and Procedures for Oracle 11g and Above (DISA Version 8, Release ull mocess 10 dFlahase RIEcls, aEcess 1o he roe
N - by unauthorized accounts may provide full access tothe ™
207. See the note under Policy Description.
Attribute | Value
Regulation Section Hame Regulation Section Ho. Azzet Default Site - amazon rds - Cracle RDS
Cracle DBA, role azsignment D440 P 100178
Part 1521
=] Oracle
Schema arcl

®
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CounterBreach Av>1/R—K

IMPER'

Admin

CounterBreach »*

10 n REIDAVTLIR/

Cloud Apps ’]5'7 I\J:O)i_“_g

Deployment

A
COUNTERBREACH DASHEOARD DECEPTION TOKENS INCIDENTS ANOMALIES SETTINGS

Dashboard

PROTECTED ASSETS

Databases File servers Endpoints
INCIDENTS
—O— Incidents created Anomalies created
CURRENTLY OPEN O

[=] SRS Y. Ny Ay}
[I T T R

29

Total open incidents

[T N e Tura T NN NS T}

Mar 17

IRTOIA-TFA4X

T AL I BBRERR

o--—-0=-"_

Mar 18 Mar 19 Mar 20 Mar 21

Mar 22

ENTITIES WITH MOST SEVERE INCIDENTS

USERS HOSTS

‘Iﬁ John Hiedorn

11 HIGH

lebronj-pec
M | CRITICAL

HO HJ H

F Nate Civian nate-pc

- 1 HIGH 1 HIGH
Mariam Harris 10.200.32.33

e 1 MEDILM | MEDILM

SHOW MORE

24 © 20181

SERVERS

10.10.194.45

10 HIGH
10.10.194.33

1 HIGH
192.168.222.201

1 HIGH

Endpoint Deployment Status

No information available
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IMPERVA
COUNTERBREACH DASHEOARD DECEPTION TOKENS INCIDENTS ANOMALIES SETTINGS Admin

Employee Profile

DASHBOARD
EMPLOYEE DETAILS INCIDENTS ANOMALIES
EMAIL CRITICAL 0 41 < ~ —oo —
john.hiedorn@impvc HIGH 11 ANOMALIES ’f/‘/T/ |\t7f:78~
PHONE =
1 (650) 345 9998 MEDIUM 0 TE@%L\
John Hiedorn Low 14 - ’
_ . Contractor 05”“ LOwW HIGH
= N g ) H V
Joh n@néﬁﬁfﬁﬂl—ﬂ"lﬁ Information Technology TOTAL OPEN INCIDENTS 25
RETR R SHOW MORE SHOW MORE SHOW MORE
DASHBOARD Behavior profile for LAST 165 DAYS
EMPLOYEE DETAILS ENDPOINTS ACTIVITY DATABASES ACTIVITY
BEHAVIOR PROFILE p—
2 3
Endpoints used to access resources A / Databases accessed
Last used Recently accessed
lebronj-pc 192.168.222.201 / MS5QL
SHOW MORE SHOW MORE O L o — _
JohnheDFT—H(CT7IEX
Lren?
FILE ACTIVITY CLOUD ACTIVITY
Files accessad daily Cloud services accessed
Recently accessed Recently accessed
\W192.168.220.1Nimpvcu Salesforce
SHOW MORE SHOW MORE ®
25 © 2018
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IMPERVA
COUNTE

INCIDENTS ANOMALIES

Incidents
4 open
L
CRITICAL 0 41
e 11 ANOMALIES
".l
oo 1. | MEDIUM 0
oW 14 _—
[
LOW HIGH

TOTAL OPENM INCIDENTS 25 22.201

#5540
SHOW MORE SHOW MORE
22.201
#5104
el Database Service Account Abuse Jan 14,2016  Jan9,2016 B s hernaiindk SR LT,

#.4'5'1 #i An interactive (non-application) user 'mharris’ logged into the d..| 7:24:02 AM 7:00:00 AM ~Pe ; kS = Ui S e

Slow Rate File Access

Op hiedhorn  nate-pe 10.10.34.143 0.10.194.33

#3250 User 'ncivian’ accessed 3253 files at an unus Open 7 RS R 1 o

John ([CEHFZINRTDA(>ST

TR

®
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CounterBreach 137> MAIU-2

IMPERVA
COUNTERBREACH DASHBOARD DECEPTION TOKENS INCIDENTS ANOMALIES SETTINGS

Incidents

4 open

Showing 1- 4 of 4 Incidents | Show closed incidents (3467) Show suppressed events (0)

Suspicious /ipplication Data Access

Feb 28,2016 Feb 28, 2016
o % Open hiedhorn ohn-macbook 162.168.10.200 192.168.222.201
#5540 Interactive (non-application) user 'jhiedhorn’ directly accessed s...  11:01:39 AM 11:00:00 AM P ? ‘ & i >
Excessive Database Record Access Feb 25 2016 Feb 24 2016 & — i — . o
= An ab [T ) S O e aar 2 (e AT St 5:08:35 AM  4:00:00 PM pet = AR EAR e ) retiincect
#5104 An abnormally high number of records were accessed by user ... ~ 5:08:35 AN :00:00 PN
Database Service Account Abuse Jan 9, 2016
o ? Open 1iedno john-macbook 192.168.10.200 10.10.194.30
#4514 An interactive (non-application) user 'mharris’ logged into thed..  7:24:02 AM 7:00:00 AM -P : Sy e -
Slow Rate File Access lan 5. 2016 Nov 10, 2015 . L s .
- IR NG Den nate-pc 10.10.34.143 0.10.194.3
#3250 User 'ncivian’ accessed 3253 files at an unusually slow rate 12:03:51 AM  2:06:02 PM P =R R <

INRTOL1>ST O MR

®
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12372 bAIY—> 5%l

DESCRIPTION
Interactive (non-application) user 'John Hiedorn' directly accessed sensitive application table data on the
database on '192.168.222.201".

1225 hOIBHRE

= B/ 3BB
EZEZAPNZE POSSIBLE IMPLICATIONS

Individuals that directly access sensitive application data violate access privileges and expose the organizatior]

to the risk of a data breach.

SOURCE AND DESTINATION

SOURCE DETAILS DESTINATION DETAILS

JohnDIRZEWTOI7(IL

DB Username
c_lebronj

IP
192.168.10.200

Source Application Database
impvcuprod

dbeaver

Database Server

BRAEDIERE, 77 ASN

1-Y—-(C7IexeEns

ADDITIONAL INFORMATION DB T_j |2

La— k&%

DB OPERATIONS (5)

impvcuprod dbo fldencryptedaccountnumber yes table select 3 1443254

28 © 2018 Imperva, Inc impvcuprod dbo tblcreditcards yes table select 4 38199
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BEHAVIOR PROFILE

ENDPOINTS ACTIVITY

D lebronj-pc D leb-mac JOh n 73‘7’]1’.’13—5@(:
Last seen: Jan 09 2016 09:24 AM Last seen: Jan 09 2016 09:24 AM 'fﬁbnt—_l\/ Fﬂ_i’f\/ |\

John Hiedorn

Contractor SHOW MORE
Information Technology

DATABASES ACTIVITY
@ DASHBOARD
E EMPLOYEE DETAILS Typical woskinghours = e e
18:00 - 8:00 AT
0 18 S DENFH T
\‘ BEHAVIOR PROFILE
DATABASES ACCESSED (2
192.168.222.201 impvecuprod Jan 9, 2016 28 logins per c_lebronj dbeaver
—_ & MSSQL 9:24:27 AM Week
T—AR=ZANDT T
192.168.222.30 fdtr_bank, ftdr_bank_reconciliation Jan 9, 2016 147 logins per system, fdtr_prod treasury software, dbeaver
MSSQL 8:54:33 AM Week
192.168.220.100 grdtrain Aug 8, 1974 7 logins per safuser, coreuser, lebronj w3wp, sql developer
ORACLE 4:11:13PM Week

288 John [C&BT71)L
FILE 7R

John OFREJI -7
(CLBITPAIINT IR

FhiEfRfkIC L2 T7 1L

PICAEDLEER

AVERAGE NUMBER OIFILES ACCESSED IN THE LAST 164 DAYS

ﬁ 105 g 714 % 872 .
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I Server Detailsl

A\ Hide details

Incident Details Typical Behavior
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DB User: app-¢b
DB Name: dbO5-assement

T—ANDTICRATTED

=2 L]

se db0S-assement db teract
nly less than 1% of the databases are accessed b

Host: win? inh o=
- |‘-——’.
IP Address: ,10.32.4 [ —
N Source aqua_daa_st Source application
formation Technology Application: aqua data_studio |
ontract Interactive ool typicaily use
only by hury
USER DB NAME
yhn.heidorr e john heidorn accesses the 1ase db0S-assement ement
. jOhﬂ hmdorn sses 15 dat y 9% C
nteractive users access more databases than this us
HOST/IP ADDRESS o .
TOCAEEEE T I IN-T
x-john.! * Host win7x-john.h-desk is used to 15 datab t@tt@s‘z(:jb\—c
Only 13% of the hosts are used L« (e iatat
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Incident Details Typical Behavior
8 Applicative tables (‘customers_tab’, contract'...) 9 Operations
accessed on this DB server performed on this DB server

DB OPERATIONS (9)

db_gen(9

db_gen09

db_gen(9

db_gen09

db_gen09

john.heidorn

john.heidorn

john.heidorn

john.heidorn

john.heidorn

FAEA>ST Y MOFEH

dbo

dbo

dbo

dbo

dbo

31 © 2018 Imperva, Inc. All rights reserved.

ANl d— R

customers_tab table APPLICATION CONTENT |l select 19 221,775

Contract table APPLICATION CONTENT | f§ select 148 209,774

customer table APPLICATION CONTENT | | select &0 59,864

Fsset table APPLICATION CONTENT |l select 130 36,423
Incident Details Typical Behavior

5 Applications
typically access these applicative tables

APPLICATIONS TYPICALLY ACCESSING THESE TABLES (5)

admin srv-host-2
admin srv-host-1
admin srv-host-3
admin srv-host-4

—AZEYR T I AR

MEA>ST I hED
et 3%

mssql.exe

db-admin
db-admin
db-admin

db-admin
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