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CUSTOMER DATA

CUSTO M ER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

RESPONSIBILITY FOR
ST P T OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY S R ENCE O PROTECTION (ENCRYPTION,

AUTHENTICATION {FILE SYSTERUAND/OR DATA) INTEGRITY, IDENTITY)

HH : https://aws.amazon.com/compliance/shared-responsibility-model/
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File-Level
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EBS
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Disaster Auditing, Reporting,
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CPM - Cloud Protection Manager 2.3.0d 7, Schedule
2WS hHome /pAccounts ENotiﬁcations &Users ﬂGeneral Settings Reports (preview)

Name:
Repeats Every:

" sptentor | poises [ schedes [ hgems | et [ Recoverybontor | [ESNRE NS Y

New Policy Filter by Account (All) = ch End Time:

Account Enabled Num Generations Schedules Backup Agent Configure Operations Enabled on: Monday ¥/ Tuesday

- Wednesday ¢/ Thursday
's main account  Yes — & None Friday ¥/ Ssaturday
o Sunday

Description:

Copyright © 2018 BeeX Inc. All Rights Reserved. 27
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admin | log

G-\ CPM - Cloud Protection Manager 2.3.0d 7 7 |
2WS Download as CSV

h Home /:' Accounts E Notifications A Users ﬁ General Settings Reports (preview)

Tue 05/22/2018 09:00:00 PM - Info - Starting. Fired by schedule: every_12_hours

Tue 05/22/2018 09:00:00 PM - Info - Following 'app-aware' agents are not connected: i-
o Backup Monitor C s

20 recordsipage - J Tue 05/22/2018 09:00:00 PM - Info - Backup for disconnected agents will not be 'app-aware'

Filter by Account (All) ~ Filter by Policy (All) = Filter by Status (All)

Tue 05/22/2018 09:00:03 PM - Info - Found Initial AMI (ami-( ') In region ap-

Start Time -  Finish Time Policy Account DR Status  Snapshots Log Actions northeast-1 skipping AMI creation

22 May, 2018 22 May, 2018 very urs main account N/A g
09:00 PM 09:18 PM B ' Tue 05/22/2018 09:00:03 PM - Info - All snapshots started successfully
0o A ook an  every 12 hours  main account NIA # Tue 05/22/2018 09:01:16 PM - Info - instance i-C AMI completed successfully.

Backup Successful

14 May, 2018 Tue 05/22/2018 09:18:43 PM - Info - snapshot of instance n2ws_ERP_IDES, volume ERP IDES
o300aM € Sna psS hots (vol-C ) completed successfully.

Tue 05/22/2018 09:18:43 PM - Warning - Backup Finished on all volumes/databases, some
Delete all the snapshots of this backup ‘application aware' agents not accessible

ins:i-01 , AMI:ami-C , finished:Tue 05/22/2018 09:01 PM, succeeded: Yes ,delete
ins:i-0¢ 3, vol:vol-0 , snap:snap-{ ), finished:Tue 05/22/2018 09:18 PM, succeeded: Yes ,delete
Initial AMIs

ins:i-0 , AMI:ami-0 ", finished:Tue 05/08/2018 09:21 PM, succeeded: Yes ,delele

Copyright © 2018 BeeX Inc. All Rights Reserved.
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| log ou

G—\ CPM - Cloud Protection Manager 2.3.0d 7,
2WS .

h Home /o Accounts ENotiﬁcations & Users ﬁ General Settings Reports (preview)

B e e

Filter by Account (All) 20 records/page

Start Time Account Status DR Status Snapshots Actions

16 Apr, 2018 .
11:43 PM main account

Backup Successful

Copyright © 2018 BeeX Inc. All Rights Reserved. 29
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L Users
2 Windows
[-1 2 usr
[-]1 &8 sap
. CCMS
[-]1 &8 E67
L ASCs01
. DVEBMGSO00
[-]1 &8 SYS
[-]1 £ exe

[-]1 &8 uc

a~

Search for

[+ [ NTAMD64

Wl gen
. global
L profile

src

ol tmp
.| PRFCLOG

sapstack.pdb
sapstart.exe
sapstart.pdb
sapstartsrv.exe
sapstartsrv.exe.new
sapstartsrv.pdb
sapwvsi.dil
12/06/2017 ,
sapvsi.pdb 10:44:18 )

sapwebdisp.exe
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Policy Instance and Volume Configuration
Policy: every_12_hours Backup From: i-

Which volumes: All Volumes

Enabled Device Name Volume ID Capacity
= {dev/sda(root) ERP IDES vol- 400 GiB

Backup Options: Snapshots With Initial AMI G"\ CPM - Cloud Protection Manager 2.3.0d

h Home /o Accounts ENotiﬁ cations & Users # General Settings Reports (preview)
Application-consistent

backup: Enabled
Enable VSS on Agent: Enabled

(leave empty for all volumes):

Windows Backup Scripts: Disabled 20 ch

Scripts\VSS Timeout (in
seconds): 2700 Instance Platform

Scripts Output: Ignore n2ws_ERP_IDES

Copyright © 2018 BeeX Inc. All Rights Reserved. 31
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Databaze backed up. Databasze:

BfitER
2018/05/23 9:48:51

2018/05/23 9:48:51
2018/05/23 9:48:51
2018/05/23 9:48:51
2018/05/23 %:48:51
2018/05/23 %:48:51
2018/05/23 %:48:51
2018/05/23 %:48:51
2018/05/23 %:48:51
2018/05/23 %:48:51
2018/05/23 %:48:51

Application

J-A

MSSQL...

MSSQL...
MSSQL...
MSSQL...
MSSQL..
MSSQL...
MSSQL..
MSSQL...
MSSQL..
MSSQL...
MSSQL..

MSSQULSERVER

18264

Z 18— 04 Application; Y =2 BITMEE]: 2018/05/23 34800 A5 2018/05/23 4900, A A2, MEE 17

ARNIb ... FA90..

3014 Backup

O 2018/05/23 9:48:51 MSSQL... 18264 Backup

3014 Backup
2014 Backup
3014 Backup
18264 Backup
18264 Backup
18264 Backup
3198 Server
3198  Server
3198 Server

3198 Server

, creation date(time): 2018/02/20(09:33:25), pages dumped: 28325947, first LSN: 1609:1114373:100, last
LSM: 1609:1114415:1, number of dump devices: 1, device information: (FILE=1, TYPE=VIRTUAL_DEWVICE: {{ECOFOFES-19EE-445E-4129-
4B214A9919CGEID. Thiz is an informational message only. No user action is reauired.

o&®mB (D). 2018/05/23 9:48:51
BADMHTIICY): Backup
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DR Options

Policy: every_12_hours

Enable DR: Enabled v
Perform DR every : | “ | backups

Target Regions: Ireland)

EU (

EU (Frankfurt)
EU (London)
EU (Paris)

i - Asia Pacific (Tokyo)
e R
(
(

Asia Pacific (Singapore)
Asia Pacific (Sydney)

; oy R Asia Pacific (Mumbai)
T - A -
New Policy Filter by Account (All) South America (Sao Paulo)

DR Timeout (hours):
Name Account Enabled Num Generations Schedules

main account Yes : s DS MNone D

Copyright © 2018 BeeX Inc. All Rights Reserved. 34
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admin

CPM - Cloud Protection Manager 2.3.0d Vi

h‘ Home /’ Accounts ENotiﬁcations & Users # General Settings Reports (preview)

>HR—IL

admin @

Start Time =  Finish Time i DR Status  Snapshots Log Actions

23 May, 2018 8 C
3 iy k g Completed

09:00 AM : / ackup S ul

I I s B e e s

Name AMI £ -~ AMIID v—X REE

available 20185E5H23H 9:07
available 20184E5H23H 9:07

n2ws_private... CPM Palicy A... ami-0d21251148

n2ws ERP I... CPM Palicy A... ami-034c32e417
35
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admin | log out

s BeeX

admin @

Name A2RAF>VX D ARG IRD -~ PRASEVUTA-v ADRIVAD]

Recovery Panel -

Restore to Region

@ n2ws private... - t2.micro ap-southeast-1c ) running

Origin
Origin
in account, Policy: every_12_hours From: Wed, May 23, 2018 09:00 AM Instance Snapshots
No Independent Volumes | No Databases | No RDS Clusters | No Redshift Clusters | No DynamoDB Tables

Flatform  Architecture Recover
Unix/Linux mai

Windows x86 64

Asia Pacific (Singapore)

Name Region Image ID Root Device

Asia Pacific (Tokyo)  ami-

n2ws_private_linux -

/dev/xvda (ebs)

n2ws_ERP_IDES i Asia Pacific (Tokyo)  ami- /dev/sdal (ebs)

Copyright © 2018 BeeX Inc. All Rights Reserved.

ATFT—HAFIY

@ 220Fx...

=AML v

S LDz

U %

36



Z Dt

I

SNSTOBE]P S

AWST A —2 KU —

ICHEZ S

™ Notifications Settings

Include Managed Users: Include
SNS Region: Asia Pacific

Authenticate using:

Alerts: Enabled

Add user email as

| Create new topic: ¥ recipient:

Copyright © 2018 BeeX Inc. All Rights Reserved. gl b
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Backup Targets

User: admin Account: main account Policy: every_12_hours

Instances: p
Volumes: P
RDS Databases: P
Aurora Clusters: P
Redshift Clusters: P

DynamoDB Tables: P
37
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