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What to expect from this session

300-level session — you should have at least a basic understanding of
PrivateLink and DNS

Deep dive into architectures and best practices

You don't need to be a networking guru, PrivateLink is actually pretty
simple and DNS just resolves names to IPs!



Agenda

PrivateLink overview (and updates!)
HA by design: Hyperplane

Amazon Route 53 Overview
Architectures

Best practices






PrivateLink quick overview
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Privatelink Interface Endpoints — AWS Services
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ivateLink interface endpoints — endpoint services
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VPC endpoints and ENIs

- A VPC endpoint is a collection of ENlIs
spanning subnets

- Within a subnet, a VPCE is
represented as an ENI

At most one ENI per AZ VPC

endpoint ENI

=\

An ENI is used to connect to a PrivateLink
enabled service

=\



nterface endpoints Private

Enable Private DNS Name Enable for this endpoint €

To use private DNS names, ensure that the attributes 'Enable DNS hostnames' and 'Enable DNS Support' are set to 'true’ for your VPC (vpc-
5886f73e). Learn more.

C:\Users\Administrator>nslockup logs.us-east-1.amazonaws.com
B i o C =1 o) 3 3 - T hnvrarna]
Details Subnets Security Groups Notifications Serve 1p-108-8-8-2.ec2.internal
Address: 16.8.6.2
Endpoint ID  vpce-03ccBdededtfe2det Non-authoritative answer
s available Name : logs.us-east-1.amazonaws.com
tatus  avalable Addresses: | 10.8.6.229
Service name  COM.amazonaws.us-east-1.logs 168 .50 180
DNS Names [ logs.us-east-1.amazonaws.com (Z3FZ9DXDEQBS3) i? . L: . i - }?f
16.6.2.183
vpce-03ccBdededbfe2det-6I9vgqTie.logs.us-east-1.vpoe.amazonaws.com ”
(ZTHUB22UULGXV)
vpce-03ccBdededbfe2det-619vgare-us-east-1c.logs. us-east-1.vpoce.amazonaws.com C:\Users\Administrator>nslookup logs.us-east-1.amazonaws.com
(ZTHUB22UULQXW) Server: 1ip-18-8-8-2.ec2.internal
Address: 16.6.6,2
vpce-03ccBdededbfe?det-619vgqre-us-east-1b.logs. us-east-1.vpoce.amazonaws.cor S 10.0.0.2
- e W g
(ZTHUBZ22UULQXY) Non-authoritative answer
vpce-03ccBdededbfe2det-6/9vggTe-us-east-1d.logs. us-east-1.vpoce.amazonaws.cor MName: logs,us-east-1. amazonaws . com
ZTHUB2Z2ULILGXW) Addresses: | 18.8.2.183
vpece-03ccBdededbfe?det-6l9vgqTe-us-east-1a.logs. us-east-1.vpoce.amazonaws.com 16.0.6.229
16.6.56.182

(Z7HUBZ22UULQXV)

16.0.1.161



nterface endpoints Public

Enable Private DNS Name [ Epable for this endpoint €

To use private DNS names, ensure that the attributes 'Enable DNS hostnames' and 'Enable DNS Support' are set to 'true’ for your VPC (vpc-e188f287).
Learn more.

Endpoint ID  vpce-0645f9a210de1375¢c
Status available

Service name _C zonaws.us-ea : CzslserssAdministrator>ns lookup vpce-B0645f%a218del 375 c—62tnl2kS . logs .. us—east—1.v

R I - CE.AmMAZONAWs . com
DMNS Names Jvpce-0645f9a210del375c-69tnI2k5.logs.us-east-1.vpce.amazonaws.com B . .
; . = o Gerver: dp—172-31-B-2.ec2.internal

el Bl L Address: 172.31.8.2

vpce-0645f9a210de1375c-69tnl2k5-us-east-1c.logs.us-east-1.vpce.amazonaws.com

[Z7THUB22UULQOXVY) Hon=authoritative answemp:

vpce-0645f9a210de1375c-69tn|2k5-us-east-1b.logs.us-east-1.vpce.amazonaws.com E:QE = vpC ;’EEE4§FgEQIEdE1 375c—69tnl12k5. logs .us—east—1.vpce .amazonaws .con
resses: N

vpce-064519a210de1375c-69tnI2k5-us-east-1d.logs.us-east-1.vpce.amazonaws.com 115 - E - éﬁ'{ % EF:

18.08.1.226

L HUBZ2UULLUIAV]

vpce-0645f9a210de1375c-69tn2k5-us-east-1a.logs.us-east-1.vpce.amazonaws.com
(ZTHUB22UULOXY)




Cross-zone load balancing

. VPC (service consumer) . VPC (service provider)

Instances

Availability Zone 3

Instances




-ndpoint policies

- |AM policy for all endpoints

- Growing number of AWS services support endpoint policies

« Granular control over access to the service

{
"Statement": |
{
“Principal": "*",
"Action": [
"execute-api:Invoke"

]

4
ffect": "Allow",
"Resource": |

"arn:aws:execute-api:us-east-1:123412341234:alb2c3d4e5/*",
"arn:aws:execute-api:us-east-1:123412341234:aaaaalllll/*"

"Action": "codecommit:GitPush",
"Effect": "Deny",

"Resource"”": "arn:aws:codecommit:us-west-2:123456789012:MyDemoRepo",
"Principal”: "*"




Security groups

Control traffic to a VPCE

search : logs Add filter

@ Nam+ EndpointTyp Endpoint ID

- vpce-0645f9a210de1375¢c

Endpoint: vpce-0645f9a210de1375c¢c

Details Subnets Security Groups

Edit Security Groups

Name Tag Group ID

s$g-d9839aab

VPCID

Service name

vpc-e188f287 | W... com.amazonaws.us-east-1.logs

Group Name

default

Notifications

1to1of 1

Endpoint type Status

Interface available

1to1of 1

Description

default VPC security g...




Tagging

Manage access and endpoint management

search : logs Add filter 1to1of1

@ Nam+ Environment Endpoint ID VPC ID Service name Endpoint type Status

- dev vpce-0645f9a210d...  vpc-e188f287 | W... com.amazonaws.us-east-1.logs Interface available

Endpoint: vpce-0645f9a210de1375c

Details Subnets Security Groups Policy Notifications

Add/Edit Tags

Key

Environment Hide Column
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Hyperplane

Hyperplane
node
Hyperplane
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Hyperplane

Hyperplane
node

Hyperplane Hyperplane Hyperplane
node node node

X

Hyperplane nodes make transactional
decisions and share state in tens of
microseconds




Hyperplane shuffle sharding
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Hyperplane shuffle sharding
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Hyperplane shuffle sharding
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Route 53 Resolver — VPC view

 Recursive DNS server
+2 IPs from VPC CIDR -
_
Built-in redundancy Route 53 Resolver
[

(Amazon-
/provded DNS)

Instances




Route 53

Resolver endpoints — hybrid

« Inbound endpoint:
share VPC DNS view

 Built-in redundancy

DNS

Private
hosted zone
Outbound Route 53 Inbound Route 53
Resolver endpoint Resolver endpoint
VPN or AWS Rule for Conditional
Direct Conne corp.internal /* forward for
private hosted

Corporate data center

corp.internal
DNS server

Zones



onditional forwarding — examples

DNS Manager
File Action View Help
i = il
5, DNS
4 5 WIN-DUO9CE
» | [d] Glebal Logs
+ || Forward Lookup Zones

| Feverse Lookup Zones Mew Canditional Forwarder

| Trust Points

There are no items bo show in this view.

| Conditional Forewarders 5 Domain:

. & devineja — vim named.conf — 55x12

IP addresses of the master servers: zone "logs.us—east-1l.aomazonaws.com" {
1= Address Sarver FQON Validated : ype forward;
<Click here to add a... f
ip-172-31-200-130.ecd... QK

31,101, 180 ip-172-31-101-180.8c... OK

Mumber of seconds before forward queries time out: | 5

The server FQDN will mot be avaiable if the apprnpn.até reverse I:;nlu;r.- rones and entries are not
configured.




Private hosted zones for AWS services

Private DNS option only applies to VPC (and inbound endpoint) name
resolution

Enable Private DNS Name Enable for this endpoint €

To use private DNS names, ensure that the attributes 'Enable DNS hostnames' and 'Enable DNS Support' are set to 'true’ for your VPC (vpc-
5886f73e). Learn more.

Can disable and create a private hosted zone

Enable Private DNS Name [ Epable for this endpoint €

To use private DNS names, ensure that the attributes 'Enable DNS hostnames' and 'Enable DNS Support' are set to 'true’ for your VPC (vpc-e188f287).
Learn more.




Private hosted zones for AWS services

) i Hosted Zone Details
CL log X All Types ¢ 4 Displaying 1 to 1 out of 1 Hosted Zones

Domain Name: |0g5.Us-east-1.amazonaws.com.

Domain Mame - Type ~ Record Set Count~ Comment Hosted Zone ID )
Type: Private Hosted Zone for Amazon VPG

®  logs.us-east-1.amazonaws.com. Private 3 Z25RCTEBUSSQBO Hosted Zone ID: Z25RCTEBUSSQBO

Record Set Count: 3

Comment: f

Tags: View and manage tags for your
hosted zones using Tag Editor

Associated VPC: default | vpc-5886f73e | us-east-1

VPCID: | ypc ID | VPC region

Important

To use private hosted zones, you must
set the following Amazon VPC settings
10 true:

* enableDnsHostnames

» enableDnsSupport
Learn more




rivate hosted zones for AWS services

Q Record Set Name Aliases Only Weighted Only Edit Record Set

o,
Name: logs.us-east-1.amazonaws.com. %

Cizplaying 1 to 1 out of 1 Record Sets
Type: A — |IPv4 address

« | Type~ | Value = Ewaluate Target Health~ Health Ches

Alias: @ Yes No
.amazonaws.com. A ALIAS vpce-0ade325919a7bb768-1oyoddkz.elastich  No

Alias Target: | vpce-0a4e325919a7bb768-1oyoddkz.i
Alias Hosted Zone ID: Z7THUB2ZUULQXYV

You can also type the doemain name for the resource. Examples:

= CloudFront distribution domain name: d111111abcdefd cloudfront.net

- Elastic Beanstalk environment CNAME: example.elasticbeanstalk.com
- ELB load balancer DNS name: example-1.us-east-2.elb. amazonaws.com
- 33 website endpoint: s3-website us-east-2. amazonaws.com

- Resource record set in this hosted zone: www_example.com

- VWPC endpeint: example.us-east-2 vpee.amazonaws.com

- APl Gateway custom regicnal APIl: d-abcdel 2345 execute-api.us-west-
2. amazonaws.com

= Global Accelerator DMNS name:

a012345678%9abcdef. awsglobalaccelerator.com

Learn More

Routing Policy: Simple

Route 53 responds to queries based only on the values in this record. Learn
More

Evaluate Target Health: Yes o Mo




Hybrid DNS whitepaper



https://d1.awsstatic.com/whitepapers/hybrid-cloud-dns-options-for-vpc.pdf




On-premises service providers

VPC (service consumer)
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On-premises service consumers

Corporate data center

VPC (service consumer) VPC (service provider)
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Cross-region connectivity to services

Note: Avoid
inter-region
dependencies

VPC (service consumer)

N

Instances

Inter-region
peering
connection
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Presenting services in another region

Note: Avoid

. . VPC (service consumer) VPC (service provider)
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Shared VPC services
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-xtending endpoint behind an endpoint

VPC (service consumer)

i

Instances

VPC (service provider)

VPC endpoint SETP

endpoint

PrivateLink

AWS Transfer for SFTP



Sharing VPC endpoints

F

Private Hosted Zone Associations

Route 53 Route 53 Route 53 Private hosted
Resolver Resolver Resolver zones
@ Outbound Route 53 Inbound Route 53
Resolver endpoint Resolver endpoint
AWS Transit
Gateway
Rule for __
ok corp.internal Conditional
(%] &ﬁ) forward for
VPN DX private hosted
zones

Corporate data center

corp.internal
DNS Server



Active Directory hybrid DNS

aws.corp.internal

&
o

Route 53 Instances
AD servers Resolver
@
Outbound Route Inbound Route /Route 53

53 Resolver 53 Resolver Resolver
endpoint endpoint rules
. FFD
S Conditional Route 53 nstan
u_et or I forward for Resolver Stances
corp.interna private hosted
zones

VPN or DX

Corporate data center
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DNS Server






Privatelink

- Use at least two ENIs per VPCE
- Consider DNS infrastructure to meet your needs
« Ensure service provider NLB has ENI in each AZ

Cross-zone load balancing if don’'t have service in each AZ

 Avoid building inter-region dependencies



Route 53

Within a VPC use the “.2" Route 53 Resolver
Avoid pointing outbound endpoints at inbound endpoints

Use conditional forwarding for on-premises

Avoid A records to VPCE ENIs
Alias record or CNAME



Takeaways

PrivateLink endpoints are highly available
Route 53 is highly available and fault tolerant
PrivateLink and Route 53 allow you to create novel data flows



Related sessions

NET336 - Amazon Route 53 Resolver: Centralized DNS management of
hybrid cloud

NET410 - Deep dive on DNS in the hybrid cloud
NET411 - Managing DNS across hundreds of VPCs
SEC347 - DNS across a multi-account environment






earn networking with AWS Training and Certification

Resources created by the experts at AWS to help you build and validate networking skills

Free digital courses cover topics related to networking and
content delivery, including Introduction to Amazon CloudFront
and Introduction to Amazon VPC

Validate expertise with the
AWS Certified Advanced Networking - Specialty exam

adAWS training and

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. ~ >) certification
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