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What to expect from this session

300-level session – you should have at least a basic understanding of 
PrivateLink and DNS

Deep dive into architectures and best practices

You don’t need to be a networking guru, PrivateLink is actually pretty 
simple and DNS just resolves names to IPs!



Agenda

PrivateLink overview (and updates!)

HA by design: Hyperplane

Amazon Route 53 Overview

Architectures

Best practices
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PrivateLink quick overview
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PrivateLink Interface Endpoints – AWS Services
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PrivateLink interface endpoints – endpoint services 
and SaaS
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VPC endpoints and ENIs

• A VPC endpoint is a collection of ENIs 
spanning subnets

• Within a subnet, a VPCE is 
represented as an ENI

• At most one ENI per AZ

• An ENI is used to connect to a PrivateLink 
enabled service
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Interface endpoints Private DNS



Interface endpoints Public DNS



VPCE

Cross-zone load balancing
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Endpoint policies

• IAM policy for all endpoints

• Growing number of AWS services support endpoint policies

• Granular control over access to the service



Security groups

Control traffic to a VPCE



Tagging

Manage access and endpoint management
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“Everything fails all the time”

Werner Vogels

Chief Technology Officer 
Amazon.com
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Hyperplane

Physical host 
Hyperplane

node

Your IP packet

VPC encapsulation

IP on the physical network

Hyperplane

node



Hyperplane
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Hyperplane nodes make transactional 

decisions and share state in tens of 

microseconds 



Hyperplane shuffle sharding
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Hyperplane shuffle sharding
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Route 53 Resolver – VPC view

VPC

Route 53 Resolver

(Amazon-

provided DNS)

Instances

• Recursive DNS server 

• +2 IPs from VPC CIDR

• Built-in redundancy



Route 53 Resolver endpoints – hybrid DNS
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Conditional forwarding – examples



Private hosted zones for AWS services

Private DNS option only applies to VPC (and inbound endpoint) name 
resolution

Can disable and create a private hosted zone 

Doesn’t work VPC-to-VPC (peering, AWS Transit Gateway, etc.)



Private hosted zones for AWS services



Private hosted zones for AWS services



Hybrid DNS whitepaper

https://d1.awsstatic.com/whitepapers/hybrid-cloud-dns-options-for-
vpc.pdf

https://d1.awsstatic.com/whitepapers/hybrid-cloud-dns-options-for-vpc.pdf
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On-premises service providers
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On-premises service consumers
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Cross-region connectivity to services
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Presenting services in another region
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Service A NLB Service A

Shared VPC services
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Extending endpoint behind an endpoint
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Sharing VPC endpoints
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Active Directory hybrid DNS
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PrivateLink

• Use at least two ENIs per VPCE

• Consider DNS infrastructure to meet your needs

• Ensure service provider NLB has ENI in each AZ

• Cross-zone load balancing if don’t have service in each AZ

• Avoid building inter-region dependencies



Route 53

• Within a VPC use the “.2” Route 53 Resolver

• Avoid pointing outbound endpoints at inbound endpoints

• Use conditional forwarding for on-premises

• Avoid A records to VPCE ENIs

• Alias record or CNAME



Takeaways

• PrivateLink endpoints are highly available 

• Route 53 is highly available and fault tolerant

• PrivateLink and Route 53 allow you to create novel data flows



Related sessions

NET336 - Amazon Route 53 Resolver: Centralized DNS management of 
hybrid cloud

NET410 - Deep dive on DNS in the hybrid cloud

NET411 - Managing DNS across hundreds of VPCs

SEC347 - DNS across a multi-account environment
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Free digital courses cover topics related to networking and 
content delivery, including Introduction to Amazon CloudFront 
and Introduction to Amazon VPC

Visit aws.amazon.com/training/paths-specialty

Validate expertise with the 
AWS Certified Advanced Networking - Specialty exam

Learn networking with AWS Training and Certification
Resources created by the experts at AWS to help you build and validate networking skills



Thank you!
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