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Agenda

Problem overview

Amazon MSK challenges

Amazon MSK solutions

Amazon Kinesis challenges

Amazon Kinesis solutions

Q&A and discussion



Related breakouts

ANT309 Responding to customer needs in real time with Amazon MSK

ANT315 Advanced stream processing best practices with Amazon Kinesis

ANT316 Choosing the right service for your data streaming needs

ANT317 Perform real-time analytics using open-source software with Amazon MSK

ANT318 Simplify video streaming for millions of smart home cameras

ANT326 Building a streaming data platform with Amazon Kinesis

ANT401 Build real-time analytics for a ride-sharing app

ANT402 Lift and shift an Apache Kafka cluster to Amazon MSK

ANT407 Real-time apps with Amazon Kinesis Data Analytics and Apache Flink

ANT409 Getting started with streaming data and Amazon Kinesis

ANT410 Getting started with Amazon MSK

ANT415 Learn how to quickly ingest data into Amazon S3



Problem overview

Amazon Kinesis Data 
Streams or 

Amazon MSK cluster

Region A

Amazon Kinesis Data 
Streams or 

Amazon MSK cluster

Region B

Team A accounts

Team B accounts



Amazon MSK: Cross-region/-account challenges

Network: Virtual Private Cloud (VPC) access

Amazon VPC



Amazon MSK: Solutions

VPC access
• Peering

• VPN: Site-to-site and client

• AWS Transit Gateway

• AWS Direct Connect

• REST proxy

Multi-region
• Replication using MirrorMaker



Amazon Kinesis: Cross-region/-account challenges

• Authorization of remote accounts
• Amazon Kinesis Data Firehose

• Amazon Kinesis Data Analytics

• AWS Lambda

• Cross-region offset tracking
• Maintaining message order across 

regions



Amazon Kinesis: Solutions

Cross-account
• IAM authorization patterns

• Policies

• AWS STS credential code examples

• Lambda trigger chaining

Cross-region
• Timestamping messages

• Managing duplicates on consumers



Questions and discussion

Amazon MSK and Amazon Kinesis
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Learn big data with AWS Training and Certification

Visit aws.amazon.com/training/paths-specialty/

New free digital course, Data Analytics Fundamentals, introduces 

Amazon S3, Amazon Kinesis, Amazon EMR, 

AWS Glue, and Amazon Redshift

Validate expertise with the AWS Certified Big Data - Specialty exam or 
the new AWS Certified Data Analytics - Specialty beta exam

Resources created by the experts at AWS to help you build and validate data analytics skills

Classroom offerings, including Big Data on AWS, feature 
AWS expert instructors and hands-on labs
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