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Spotinst automates cloud workloads
to improve performance, reduce
complexity, and lower compute
infrastructure costs by 90%

aws




One Stop Spot for Cloud Optimization

@ cloud analyzer

Cloud Management and Continuous
Optimization
Where Finance and IT succeed.

@® eco

Continuous Cloud Commitment Management
Intelligent reserved and savings plans lifecycle
automation with 75% cost optimization.

£ ocean

Serverless Containers
Your containers and zero infrastructure
management with 90% cost optimization.

2 elastigroup

Cloud laaS Optimization
Automate any application workload
with 90% cost optimization.

managed instance

Optimized Pricing for Stateful, Single-
Instance Workloads

Guaranteed data and IP persistence for your
instance with 90% cost optimization.




Strength in Numbers

Number of Managed Resource Hours

3 B + Today

Cloud Resource Hours/Month

Providing 60%-90% cost reduction

Hundreds of millions of dollars saved yearly

2016




Deployed Worldwide in 50+ Countries Serving Enterprises
and SMBs




D Spotinst Elastigroup | Cloud laaS Optimization

Automate any application workload with up to 90% cost optimization.

Optimize Costs

Reliably leverage cloud excess capacity to
optimize cost and save up to 90% on
compute infrastructure.

Simplify Operations

Scale, manage, and accelerate workloads
without the complexity and risk of manually
managing your infrastructure. (V]




D Spotinst Elastigroup

@ Elastigroups (277) Savings

Prediction Is the Key

Elastigroup predicts Spot Instances behavior, s e 83.03%
: . : : 11,670 $50,267
capacity trends, pricing, and interruptions rate.

Spot Hours Actual Spot Cost Total Saved

220,180 $16,115 $34 152

Spot Market Scoring

100

IT-I5e3-50)

92.90

75

Up to 90% Cost Optimization with SLA

By predicting interruptions and fluctuations,
Elastigroup is able to offensively rebalance clusters
r4 2xlarge rge c4.large pi.gxlarge p3.Bxlarge to prevent interruption'

94.97

25

aT-1sea-5M PT-1583-50
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D Spotinst Elastigroup

Utilize Reserved Instances

Prioritize all underutilized reservations across your
accounts and apply reservations discount usage
prior to launching Spot or On-Demand Instances.

Instance Count €Hrs 1Day 3Days

OnDemand Running

@ spotRunning _/x

Headeroom () RegionalRis @ FlexibleRls @@ StandartRIs

Enterprise-Grade SLA

In the event that Spot Instances aren't available,
Elastigroup will automatically fall back to On-
Demand Instances and will revert back to Spot
Instances whenever possible, all while persisting
your storage, network configuration, and state.

*®



7» Connects with Your DevOps Tools & Stack

# Configure the Spotinst provider
"spotinst” {

Seamlessly integrates with your existing laaC

(Infrastructure-as-a-Code) tools such as Ansible, token B o it S
account S{var.spotinst_account}

Terraform, and AWS CloudFormation, so you will ;

be able to apply an end-to-end automated process * Create an Elastigroup

"spotinst_elastigroup_aws"
|rf00|r {

of your stack. .

b




@ Spotinst Eco | Continuous Reserved Capacity Management

Intelligent RI and savings plans lifecycle automation with 75% cost optimization.

Managed Rl Lifecycle

Comprehensive analysis of compute workloads;
Rl buying and selling in AWS Marketplace is
automated to ensure that your workload is
running at optimal pricing.

Finance & DevOps Synergy

With full visibility into compute consumption and
automation of optimal Rl and savings plans
strategies, finance and DevOps teams can easily o
collaborate on managing cloud cost.




@ Spotinst Eco

No Engineering Effort

Reserved instances (RIs) are a billing construct.
Engineers don't have to change anything about the
compute or applications they use today. Once enabled,
Spotinst Eco will continually track usage as well as build
forecasting models to constantly manage the lifecycle.

1Year No

Upfront
3 Years
Full Upfront
STARTUP ENTERPRISE

Diversify Commitment

Eco acts as an Rls broker, utilizing the Marketplace
and mixing and matching commitment lengths
from 2 to 36 months so that utilization will be
optimal with as little commitment as possible.

®




@ Spotinst Eco

Reserved Instances Availability

Spotinst Rl Marketplace

With hundreds of accounts and hundreds of
thousands of Rls under management, Spotinst Eco
can quickly match customers who have immediate
needs to buy and sell reservations on the Marketplace,
acting as a perfect Rl broker.

Reservations Forecast by Service

® Prodl1 @ QA-service @ Dev-core Dev-monitor @ Prod-core-2

Forecast Powered by Machine Learning

_ m As smart as a human can be, forecasting cloud
_ commitment in an increasingly complicated cloud
w | environment is inefficient, even when using the best
reporting tools out there. Eco continually analyzes
millions of data points to identify the makeup of
S e e e e your ideal Rl fleet.

*®



Spotinst Managed Instances

Intelligent Resource Persistent of

A
Root Volume “:;?’
Storage Volumes .
Private IP root EBS 1 EBS 2

Public IP

root

EBS1

EBS 2




2 Spotinst Ocean | Serverless Containers

Deploy containers on abstracted infrastructure with up to 90% cost optimization.

Container-Driven Autoscaling

Auto-detect pod or task infrastructure
requirements so the appropriate instance
size or type will always be available.

Simplify Operations

Deploy more without having to manage all
the details of the underlying container
infrastructure. o




%

Why Container?

Platform independence: Build it once, run it anywhere
Abstraction of OS and underlying infrastructure

Lightweight and efficient

VMs can be gigabytes while containers can be mere megabytes

Easy to package and deploy

Effective isolation and resource sharing

Speed: Start, create, replicate, or destroy containers in seconds

Improved developer productivity and development pipeline




% Kubernetes Data Plane Management

DATA PLANE

POD

S

SPOTINST
MANAGER
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Worker Node

®
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2 Spotinst Ocean

Container-Driven Infrastructure Autoscaling
Ensures that all pods/tasks have resources to
run on, and systematically selects the most
suitable instance type that will facilitate the
containers’ requirements.

Instance Name ¥ Pods CPU Memory Status
i-081c8ce5b4a5¢969c 16 850, c— 850 c—— (]
[ ] i-06982¢52887204429 28 900, — 00%, —— 9
[ ] i-01ab0e1703c5ba721 11 8800 — 88% eom— (]
[ ] i-081c8ce5bdasco69c 13 89% e— 89% eo— (]
i-06982c52887204429 34 04% cT— 94% en— ()
[ ] i-01ab0el703c5ba721 17 770 — 779, co— [X]
[ ] i-081cBcesbdascesc 13 86Y, S— 860, S— (]

% fﬂ

F i b T s T b o T |
I I | I I 1 |
PODS 1 I I Il 1] il I
L S — LS S e L
SPOTINST OCEAN
C3.LARGE M4.XXLARGE T
M3.LARGE

Maximize Resource Utilization

Validates that your instances are fully utilized
before spinning up new ones, thus enabling an
additional layer of cost efficiency.

*®



2 Spotinst Ocean

Bring Your Own Control Plane

Ocean seamlessly integrates and supports your
stack, whether you are using Amazon ECS or

Kubernetes orchestrators such as Amazon EKS.

@ Ocean (284) Savings
® Running Spot Potential Costs 83 . 030/0
12,510 $49.177
240,800  $21,412  $52,113

o
@

©

Save up to 90% on Infrastructure Costs
Optimize up to 90% of your cloud compute costs
by leveraging cloud excess capacity as the
underlying infrastructure that facilitates your
containers allocation, while enabling the option
to fall back to On-Demand.

*®



2 Spotinst Ocean

Cost Showback

Get a more granular view of the cluster’s cost
breakdown (compute and storage) for each and
every one of the cluster’s resources, such as
deployment/service, cron jobs, tasks, and pods.

Memory Allocations

o Resizing Recommendations

> 32.42%

4 CPU /2048 Mem 3.2CPU /1095 Mem

JisMmiss Apply Change

% of Total Cost Cost

$989.92 $1,275.20

Headeroom @ Deafault @ backend-dbs @ backend-dbs

Vertical Container Autoscaling

Measuring in real time the CPU/memory of pods
provides resource-actionable suggestions based
on the consumption in your cluster.

*®



Kubernetes | Tetris Scaling
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Containers Are First-Class Citizens

Instance size, type, and lifecycle are determined based on the pod/task requirements while honoring labels,
taints, and tolerations.

Pending Pods Instances Pending Pods Instances
> M3.M
GPU O ——— G2.XL
l — C4.2XL
ON
DEMAND — C3.4XL
ON DEMAND
- C5.XL




2 Simplicity and Automation for Enterprise Workloads

No VMs to manage
No need to choose instance types/sizes
80% less on infrastructure costs by reliably leveraging spot/pre-emptible VMs

Robust Ul and API for Kubernetes monitoring and management

Patent
Infrastructure autoscaling based on actual containers consumption




Spotinst enables customers to move additional
workloads to Spot Instances with less effort
and greater confidence.

Joshua Burgin | General Manager, Amazon EC2

dWS
~—""




[~ Spotinst | Putting It All Together

Three-layer approach to optimizing and automating container workloads
Pricing model

Spot, On-Demand, and Reserved Instances

Instance sizing

Matching pods to instances

Container utilization

Monitoring real usage
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The Journey
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Wavefront Exited VMware Acquires Public Launch of 3D

Founded Wavefront Observability (Metrics,

Histogram, Tracing) and
Al Genie



T h e Wavefro nt Unified Full Stack View
Effe Ct - Reduction in Tooling

Complexity

Earlier Issue

Detection

Lower Prices than
Traditional APM

Data Points Ingested

Per Day (at Scale)
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vmware |

Tracing Metrics Alert: Request Latency

Alert (Tracing Metrics Alert: Request Latency) firing display expression

Time in image is shown in GMT.

Reason ALERT_OPENED
Status OPENED
Severity

. percentile(98, hs(tracing.derived.*.duration.micros.m)) > 4
Condition
00000

o https://durian.wavefront.com/tracing/service/beachshirts/styli
Relevant Application

(Tracing) Page ng# ve1(g:(d:3ee,1s:!f,s:1565651310)),

https://durian.wavefront.com/tracing/service/beachshirts/packa

ging# ve1(g:(d:3@0,1s:1f,s:1565651310)),
https://durian.wavefront.com/tracing/service/beachshirts/shopp)

ing# ve1(g:(d:3e0,1s:!f,s:1565651310)),

Affected Since 08/12/2019 23:10:30 +0000

Event Started 08/12/2019 23:12:30 +0000

35




ontext-Enriched Alerting Enabl

BE WAVEFRONT
cy VIV

Live 0 | 2H | LasT 2 Hours ~ |

delivery

Cluster * ~  Shard

v Overview
See All delivery Traces

Request Rale

1.1

beachsnirts - delivery @ JUMR TO v

~ Source * w  View Summarized View

Error Rate

3

Duration (P95)

e [ erowser DEFAULT ~ |

es One-Click Troubleshooting

5 FROM CHART +

vimware

. .
o 145 PM ., ] 18 N M 'l 200 PM w -, 31,00 PM 0115 P 0200 P 012:18 PM
Top Requests Top Failed Requests Slowest Reguest
Recuests (sum) Requests (sum) Requests (avg)
POST-natify/{trackium} £5.00 Requ. _ 4.00 Reque DslivaryContralier cancaCrdar 0.05 5
Delivery Controller canceiOrder 31,00 Requ. _ 3.00 Reque_ DelivaryContraller.trackOr der LR
DliveryEontroller trackt der 24.00 Raqu.. 0.01 =
See All dellvery Traces
Request Rale Errer Rate Duration (P95)
| e 2 |
1 J 8
2 | ] 7
E 2 &
2 | I | | | | | |
6 | :
! e - . Ld ! v me ees w o crrom e eiamcs
M 1 BTG PM X300 P oM 1 G EM 30 P " 00 PM o118 B " 2 3330 PM PM
Top Requests Taop Failed Requests Slowest Request
decuests ( sum} Requests {5un) Hequests [avg)
T sone. T .00 hewut. concaror 0.0
= 48,00 pag e 2.0 ragn_ i a0 s
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roubleshoot Faster with U

Application
Metrics

vmware

WAVEFRONT
& VIMWare

Live @

beachshirts - shopping

JUME TO »

nified Views of Appl

See All shopping Traces
Regquest Rate Error Rate Duration (P95)
i ‘ A
| | i
bt | | | 5.8 1
| |
ol 0
5 1
3.00 Ph 02:00 PM 3:00 PM 2 22:00 PM 02:30 PM
Top Requests Top Failed Requests Slowest Request
Requests (sum) Requests (5um) Requests (avg)
e e k. 0.0 heos. |CERRER 539 s
GET-sty ef(d}/make 115.00 Req 5.00 Reque. POST 0.21 s
POST 115.00 Req.. e getSnoppingMent 5.00 Reque.. GET 0.20 5
POST-dellvery/{orderNum} 105.00 Rec 5.00 Reque. Shopping\WebResource.updatelnventory 0.14 s
ard
otal CPU Usage 7\ Total Memory Usage i\ Max Disk Usage Bytes Sent/ Received
e gl
4 32.6
32
43
s ‘a2 6
0 5 =
'
02730 PM 0 03:30 PM 0 0 03 0330 PM 02:00 PM o: 300 PM

©2019 VMware, Inc.

Ication & Infrastructure

System
Metrics
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Find Root Cause Faster with Span Logs

#! WAVEFRONT
v vimware

Alert ntegratior

[ 2H | LAST 2 HOURS ~ | Timezone | BROWSER DEFAULT v |

<> I Operation BeachShirls.Shopping.OrderShirts | ‘ADD FIL_ERt [ CLEAR
Traces (100): SortBy: Outliers & lf;h service: Shopping 7 ¢
@ Matching Spans 2 s
~ 15:19:08 (25ms) - 165
Shopping Styling Delivery
@ ordershirts N i Sars AR n‘nww
15:07:07 (25ms) ..........................po.........................’O 83 !w|‘! \7\_\_“_ il
o OrderShirts hg | -
16:31:12 (24ms)
o OrderShirts b N
15:59:10 (24ms) - ¥
Shopping: OrderShirts g
@ Ordershirts N e——
16:19:11 (23ms) 13ms
@ Ordershirts e et 1@ shopning ordershins R—
15:47:09 (22ms) = | @ Styling Makeshirts
v @ Delivery Dispatch
OrderShirt: | .
® 0207 (zwme) Dispatch ;%
OrderShirts e . . . .
16:33:12 (13ms) > Application Tags: cluster=none shard=none applicatiok.:
o OrderShirts ~ e .
15:40:09 (13ms) > Tags: span.kind=server spanld=5ac32c48-2d3d-48cc-912
o OrderShirts bt s .
16:03:10_(12ms) > Process: source=wavefront-tracing-example
o OrderShirts oA o ——
15:55:1C (12ms) v L()gs (1)
o OrderShirts X o -
15:50:10 (12ms)
— . v July 18, 2019 4:33:12 PM - (13.05ms after trace start)
@ orcersni RS
error.kind "Exception"

event "error"

"Failed to dispatch shirts!"

message

stack "BeachShirts.Delivery: Oh no! ---> Systg
at BeachShirts.Delivery.Controllers,

at BeachShirts.Delivery.Controlle

\gpestamps are relative to the start time of the full trg

vmware |

38
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1. [mosh] mrz (mosh-client)

[mosh] mrz (mosh-cl... 381

INFO [2019-07-26 03:44:10,502] queryserver.QueryingRpcServerImpl: Running query: max((ts("build.version", tag=longboard) as xx) - 1
ag(lh, $xx)) 1in context: QueryContext{startTime=1564111980, endTime=1564112880, realStartTime=1564112280, realEndTime=1564112580, sa
mpleSeconds=60, lookback=false, includeObsoleteMetrics=false, counters=Counters{queries=0, droppedQueries=0, keys=0, points=0, summa
ries=0, dropped summaries=0, buffer keys=0, compacted keys=0, cached compacted keys=0, skipped compacted keys=0, compressed points=0
, S3 keys=0, missing s3 keys=0, cpu ns=0, latency=0}, running=RunState{tickets=1, cancelled=false, allStreamsPrepared=false}, strate
gy=MEAN, queryTasks=queryserver.query.QueryTasksTracker@79450df9, now=1564112650502, -isAlertQuery=true, alertId=1527110125988, keysO
nly=false, batchPriority=false, startTimeForSpans=1564112290, endTimeForSpans=1564112590}
INFO [2019-07-26 03:44:10,544] queryserver.QueryingRpcServerImpl: [collector] <alert>: max((ts("build.version", tag=longboard) as x
x) - lag(lh, $xx)): Counters{queries=858, droppedQueries=1716, keys=1243, points=1357, summaries=16609, dropped summaries=0, buffer
keys=1530, compacted keys=249, cached compacted keys=247, skipped compacted keys=95, compressed points=16609, s3 keys=0, missing s3
keys=0, cpu ns=15906612, latency=24}; cpu_seconds: 0.038037462
INFO [2019-07-26 03:44:10,610] queryserver.QueryingRpcServerImpl: Non-serving side <alert> query got invoked for customer=collector
, query=default(60m, 10m, 0, ts("telegraf.system.uptime'", source=sonarqubex)) = 0, startTime=1564112290
INFO [2019-07-26 03:44:10,610] queryserver.QueryingRpcServerImpl: Running query: default(60m, 10m, 0, ts("telegraf.system.uptime",
source=sonarqubex)) = 0 in context: QueryContext{startTime=1564111980, endTime=1564112880, realStartTime=1564112280, realEndTime=156
4112580, sampleSeconds=60, lookback=false, includeObsoleteMetrics=false, counters=Counters{queries=0, droppedQueries=0, keys=0, poin
ts=0, summaries=0, dropped summaries=0, buffer keys=0, compacted keys=0, cached compacted keys=0, skipped compacted keys=0, compress
ed points=0, s3 keys=0, missing s3 keys=0, cpu ns=0, latency=0}, running=RunState{tickets=1, cancelled=false, allStreamsPrepared=fal
se}, strategy=MEAN, queryTasks=queryserver.query.QueryTasksTracker@3f0fd599, now=1564112650610, isAlertQuery=true, alertId=152717353
2014, keysOnly=false, batchPriority=false, startTimeForSpans=1564112290, endTimeForSpans=1564112590}
INFO [2019-07-26 03:44:10,612] queryserver.QueryingRpcServerImpl: [collector] <alert>: default(60m, 10m, 0, ts("telegraf.system.upt
ime", source=sonarqubex)) = 0: Counters{queries=3, droppedQueries=6, keys=60, points=60, summaries=62, dropped summaries=0, buffer k
eys=61, compacted keys=1, cached compacted keys=1, skipped compacted keys=0, compressed points=62, s3 keys=0, missing s3 keys=0, cpu
ns=169269, latency=0}; cpu_seconds: 8.28945E-4
INFO [2019-07-26 03:44:10,638] queryserver.QueryingRpcServerImpl: [collector] <alert>: (sum(rate(ts(serviceclient.x_call_failures,
tag="*-primary" or tag="x-secondary" and not (tag=eval or service="anomaly"))), hosttags, metrics, service)) > 2: Counters{queries=2
229, droppedQueries=4458, keys=7352, points=10347, summaries=32708, dropped summaries=0, buffer keys=8038, compacted keys=430, cache
d compacted keys=403, skipped compacted keys=287, compressed points=32708, s3 keys=0, missing s3 keys=0, cpu ns=58582202, latency=19

AV b cicih m e - ma i- - ~ MAN AN



jbuntu@mon-2a-app60 I106377b54bad6351

summaries=0, dropped summaries=0, buffer keys=0, compacted keys=0, cached compacted keys=0, skipped compacted keys=0, compressed point
s=0, s3 keys=0, missing s3 keys=0, cpu ns=0, latency=0}, running=RunState{tickets=1, cancelled=false, allStreamsPrepared=false}, strate
gy=LAST, queryTasks=queryserver.query.QueryTasksTracker®2ddc2827, now=1566418103710, isAlertQuery=false, alertId=null, keysOnly=false,

batchPriority=false, startTimeForSpans=1566345644, endTimeForSpans=1566418103}

INFO [2019-08-21 20:08:23,844] queryserver.QueryingRpcServerImpl: [collector] <internal>: align(ld, last, flapping(1d, -1*rawsum(ts("~
alert.isfiring.1518208397354")))): Counters{queries=3, droppedQueries=6, keys=119, points=119, summaries=7774, dropped summaries=0, buf
fer keys=182, compacted keys=63, cached compacted keys=63, skipped compacted keys=0, compressed points=7774, s3 keys=0, missing s3 keys
=0, cpu ns=3807333, latency=1}; cpu_seconds: 0.136076366

INFO [2019-08-21 20:08:24,137] queryserver.QueryingRpcServerImpl: Running query: sum(rate(ts(avrobase.algolia.*.persist_safe_mode_fail
ed, (tag="*-primary" or tag="*-secondary") and not tag=eval)), hosttags, metrics) > .02 in context: QueryContext{startTime=1566417420,

endTime=1566418320, realStartTime=1566417720, realEndTime=1566418020, sampleSeconds=6@, lookback=false, includeObsoleteMetrics=false, c
ounters=Counters{queries=0, droppedQueries=0, keys=0, points=0, summaries=0, dropped summaries=0, buffer keys=0, compacted keys=0, cach
ed compacted keys=0, skipped compacted keys=0, compressed points=0, s3 keys=0, missing s3 keys=0, cpu ns=0, latency=0}, running=RunStat
e{tickets=1, cancelled=false, allStreamsPrepared=false}, strategy=MEAN, queryTasks=queryserver.query.QueryTasksTracker@5999e37f, now=15
66418104137, isAlertQuery=true, alertld=1503711802795, keysOnly-fa}se, batchPriority=false, startTimeForSpans=1566417743, endTimeForSpa
ns=1566418043}

INFO [2019-08-21 20:08:24,155] serviceserver.AbstractInMemoryBatchingEngine: ... [1ms] flushed 6 ReportPoints (points.points), max siz
e per batch: 115483, queue size: 6, actual flush rate (Im): 0.10532134167325742, (S5m): 0.10347322899196251, (15m): 0.09867030646037939

INFO [2019-08-21 20:08:24,156] queryserver.QueryingRpcServerImpl: [collector] <alert>: sum(rate(ts(avrobase.algolia.*.persist_safe_mod
e_failed, (tag="*-primary" or tag="*-secondary") and not tag=eval)), hosttags, metrics) > .02: Counters{queries=9, droppedQueries=18, k
eys=42, points=42, summaries=0, dropped summaries=0, buffer keys=45, compacted keys=0, cached compacted keys=0, skipped compacted keys=
4, compressed points=0, s3 keys=0, missing s3 keys=0, cpu ns=375160, latency=4}; cpu_seconds: 0.005236748

47.149.140.147 - - [21/Aug/2019:20:08:24 +0000] "GET /chart/streaming/v2?request=%7B%22queries¥22%3AX5B%7B%22query¥22%3A%22count(ts(vm
.memory . heap . max¥2C%20%24%7Brepl 1 caX7D%20and%20( service¥3Dengine¥%20or¥20service¥3Dquery)¥%20and¥20not¥%20tagk3Deval )¥2(%20hos t tags)%22%2C
%22nameX22%3A%22NewX20QueryX22%2(%22scat terPlotSourceX22%3A%22Y%22%2(%22queryOrigi nk22%3A%22SYSTEMX22%7DX5D%2(%22summarizat ionStrategy®
22%3A%22MEANX22%2(%221ncludeObsol eteMetrics¥22%3Afal se¥2(%221nclude00BPoints¥22%3Afal se¥2(¥22perSeriesStats¥22%3Afal se¥2(¥22perSeriesRa
wStats¥22%3Afal se¥2(%22expectedDataSpacing®22X3A60%2(%22queryParameters¥22%3A%7B%22cluster¥22%3A%221 y ft%22%2(%22 cus tomer¥22%3A%22*%22%2
(%22replicak%22%3A%22 (tagk3D%24%7Bcluster¥7D-primary)%22%7D%2(%221 sLogk22%3Afal seX2(%221 d¥22%3A0 . 6082532118024424%2(%22autoEvent s¥22%3At
rueX2C%22compare0ff set¥22%3A0%2(%22s tart¥22%3A1566410901%2(%22end%22%3A1566418102%2C%22point s¥22%3A726%2(%22merging%22%3At rueX7D&queryC
ontext=¥2Fchart HTTP/1.1" 200 128161 "https://mon.wavefront.com/chart" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_6) AppleWebKit/537
.36 (KHTML, like Gecko) Chrome/76.0.3809.100 Safari/537.36" 1392
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Observability for VMware Cloud Services

@ 100+
Application Services

L
D b’
Containers ——— Dashboards
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fj Kubernetes Clusters
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mwa rela | ©2019 VMware, Inc.




All the Things. On Kubernetes. And Ocean.

o8

& Secure | https://console.cloud.vmware.com/csp/gateway/portal/#/consumer

< 2 A

vm VMware Cloud Services

Services Identity & Access Management Billing & Subscriptions Support Center

My Services

<8_ VMware Cloud Assembly <>> VMware Code Stream [31 VMware Cost Insight
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VMware Hybrid Cloud Extension E:i_',' VMware Usage Meter Service

Automate monthly reporting to the VCPP business portal

) VMware Cloud on AWS

VMware's enterprise-class SDDC technologies delivered as Application mobility and infrastructure hybridity across any-
an on-demand service on elastic, bare-metal AWS to-any vSphere cloud and aggregate reports from UM appliances by contract and
site.
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Architecture
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Code Structure

@ account-resources

> [ ~deploy-templates
> @ vidm-priam

BB eks-clusters

> [ ~deploy-templates
> @ symphony

> @ wavefront

BB eks-infra

> [ ~deploy-templates
> BB aux

> [ cluster

> @ iam

B eks-resources

> [ ~deploy-templates
> [ bastion

> [ chancellor
> [ ovpn
BB peering
BB peering-existing

Il proxy

B spotinst

BB stackrox

BB symphony-logging
BB symphony-monitoring
BB symphony-services
B traefik

B wf-automatica
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Code Structure

Vmwa re® | ©2019 VMware, Inc.

55




Code Structure
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Code Structure

i@ account-resources Run once per account

> [ ~deploy-templates .
> [ vidm-priam (reqL“red)
BB eks-clusters

> [ ~deploy-templates

> @ symphony

> @ wavefront

BB eks-infra

> [ ~deploy-templates

> BB aux

> [ cluster

> @ iam

B eks-resources

> [ ~deploy-templates
@ bastion

BB chancellor

B ovpn

BB peering

BB peering-existing
Il proxy

B spotinst

BB stackrox

BB symphony-logging
BB symphony-monitoring
BB symphony-services
B traefik

B wf-automatica

mwa re@ | ©2019 VMware, Inc. 57



Code Structure

resources

v [ account-

w
2
L
o
E
5
=
2
a
@
o
]
-~

> [ vidm-priam

58
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Code Structure

v [ account-resources Run once per account

> [ ~deploy-templates .
> [ vidm-priam (reqL“red)
v [ eks-clusters
> [ ~deploy-templates
> @ symphony
> @ wavefront
v [ eks-infra
> [ ~deploy-templates

- Run once per cluster

> @ cluster (FEC]UIFEd)
> @ iam
v [l eks-resources
> [ ~deploy-templates
> [ bastion
> [ chancellor
> [ ovpn
> [ peering
> [ peering-existing

> [l proxy
> [ spotinst

> [ stackrox

> [ symphony-logging

> [ symphony-monitoring
> [ symphony-services

> B traefik

> @ wf-automatica
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Code Structure

vrnwa reﬁ | ©2019 VMware, Inc.

> Il ~depldg
> [ aux |
> i clustel
> il iam ]

v [ account-resources

> [ ~deploy-templates
> [l vidm-priam
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Code Structure

v [ account-resources Run once per account

> [ ~deploy-templates .

> [ vidm-priam (reqL“red)
v [ eks-clusters

> [ ~deploy-templates

> @ symphony

> @ wavefront
v [ eks-infra
> @ ~deploy-templates Run once per Cluster

> BB aux
> Il cluster (I’EC]UII’Ed)

v [ eks-resources
> [ ~deploy-templates
> [ bastion
> [ chancellor
> [ ovpn
> [ peering
> [ peering-existing

Run once per cluster

> [l proxy .
> [ spotinst (OptIOna|)

> [ stackrox

> [ symphony-logging
> [ symphony-monitoring
> [ symphony-services

> B traefik

> @ wf-automatica
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Code Structure

vrnwa reﬁ | ©2019 VMware, Inc.

v [ account-resources

> [ ~deploy-templates

> [ vidm-priam
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Code Structure

v - account-resources Run Once per‘ account
> [ ~deploy-templates .
> [ vidm-priam (reCIUII’Ed)
I v [ eks-clusters
C|USter dEfInItIOHS > [ ~deploy-templates

(required) 2R

>_Em wavefront
v [ eks-infra

> :~demov-temn'ates Cluster scaffolding

> Il cluster (I’EC]UII’Ed)

v [l eks-resources
> [ ~deploy-templates
> [ bastion
> [ chancellor
> [ ovpn
> [ peering
> [ peering-existing

Cluster extensions

. > [l proxy
(optional) > I spotinst

> [ stackrox

> [ symphony-logging

> [ symphony-monitoring
> [ symphony-services

> B traefik

> @ wf-automatica
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v [ eks-clusters

Code Structure

> [ symphony

v [ eks-clusters [ S v [ eks-clusters

> [l ~deploy-templates X > [l ~deploy-templates
> [ symphony ; ok 7 > [ symphony

v [ eks-clusters . et Ty v [ eks-clusters
> [ ~deploy-templates XA é._ ‘ W . ' A > [ ~deploy-templates
> @ symphony T AN : > @ symphony
o e

v [ eks-clusters X e . ; 3 v [ eks-clusters
> [l ~deploy-templates : o X J » : ) > [l ~deploy-templates
\gw i v ¢
> [ symphony : [ o7 x > [ symphony

on

- ‘R4 wf-aut/finatica

7 SV 4 A |
pe-"27" 3

v it 2ks-infra

> i ~deplll-templates
> @ aux J

> [ cluste

> i@ iam

® account-resources

> [ ~deploy-templates

> @ vidm-priam

mwa re.a | ©2019 VMware, Inc.




Level 1: Repeatable Environments

v I eks-clusters v I eks-clusters
> [ ~deploy-templates > [ ~deploy-templates
> [ symphony > [ symphony

v @ eks-clusters 5 v [ eks-clusters v @ eks-clusters \ v [ eks-clusters
> [ ~deploy-templates ' > [ ~deploy-templates > [l ~deploy-templates > [ ~deploy-templates
> [ symphony y 3 > [ symphony > @ symphony y < > [ symphony

G v = 5 1 v =
v [ eks-clusters “'f‘ > 1, - v W eks-clusters I eks-clusters Y - W eks-clusters
> [ ~deploy-templates : i& (% /i > [ ~deploy-templates > [l ~deploy-templates 2 ¢ i > [ ~deploy-templates

> [ symphony Eed . > [ symphony > [ symphony o > [ symphony
L v W eks-clusters A

> [ ~deploy-templates

z > @ symphony e ) " 2 e
: : B eks-clusters ¢ el B eks-clusters
VB eks-clusters ¢ ; VB eks-clusters [ I ASARL [

> [ ~deploy-templates : ¥ > [ ~deploy-templates > [ ~deploy-templates : 5 > [ ~deploy-templates

> I symphony 2 " : > B symphony > I symphony 2 : > i symphony
i ’ ~ B eks-clusters ' eks-clusters

> [ ~deploy-templates % > [ ~deploy-templates
> [ symphony % Z > [ symphony

i 13
v [ eks-clusters X ~ W eks-clusters v WL sks-infra

> [im ~depld@-templates > [ ~deploy-templates R X 3 27 v > | ~deploy-templates > [l ~depld@templates

> [l aux > [ symphony XY x < . > [ symphony > [l aux

> [ cluste gye R 4 S ave > [ cluste

> W iam » “Af5 4 > i iam

v [ account-resources v I eks-clusters g 2k Tea s v [ eks-clusters v [ account-resources
>/AT= 170 oo )| late > [ ~deploy-templates > [ ~deploy-templates £l YA e e
> i vidm-priam > I symphony > [ symphony > W vidm-priam

> i ~depld@templates
> [l aux

> [ cluste|

> [ iam

~ [l account-resources
> [l ~deploy-templates
> @ vidm-priam

mwa rela ©2019 VMware, Inc. )




Level 1. Repeatable Environments

v I eks-clusters v I eks-clusters
> [ ~deploy-templates > [ ~deploy-templates
> [ symphony > [ symphony

v @ eks-clusters 5 v [ eks-clusters v @ eks-clusters \ v [ eks-clusters
> [ ~deploy-templates ' > [ ~deploy-templates > [l ~deploy-templates > [ ~deploy-templates
> [ symphony y 3 > [ symphony > @ symphony y < > [ symphony

G v = 5 1 v =
v [ eks-clusters “'f‘ > 1, - v W eks-clusters I eks-clusters Y - W eks-clusters
> [ ~deploy-templates : i& (% /i > [ ~deploy-templates > [l ~deploy-templates 2 ¢ i > [ ~deploy-templates

> [ symphony Eed . > [ symphony > [ symphony o > [ symphony
L v W eks-clusters A

> [ ~deploy-templates

z > @ symphony e ) " 2 e
: : B eks-clusters ¢ el B eks-clusters
VB eks-clusters ¢ ; VB eks-clusters [ I ASARL [

> [ ~deploy-templates : ¥ > [ ~deploy-templates > [ ~deploy-templates : 5 > [ ~deploy-templates

> I symphony 2 " : > B symphony > I symphony 2 : > i symphony
i ’ ~ B eks-clusters ' eks-clusters

> [ ~deploy-templates % > [ ~deploy-templates
> [ symphony % Z > [ symphony

i 13
v [ eks-clusters X v [ eks-clusters - . o v WL sks-infra

> [im ~depld@-templates > [ ~deploy-templates R X 3 27 v > | ~deploy-templates . - > [l ~depld@templates

> I aux > [ symphony 5% b ¢ . > @ symphony [ H Sty > I aux

> [ cluste gye R 4 S ave ) > [ cluste

> i iam - s y - ) > i iam

v [ account-resources v I eks-clusters g 2k Tea s v [ eks-clusters v [ account-resources
>/AT= 170 oo )| late > [ ~deploy-templates > [ ~deploy-templates £l YA e e
> i vidm-priam > I symphony > [ symphony > W vidm-priam

> i ~depld@templates
> [l aux

> [ cluste|

> [ iam

~ [l account-resources
> [l ~deploy-templates
> @ vidm-priam

mwa rela ©2019 VMware, Inc. .




Level 2. Repeatable Environments Across Regions

v I eks-clusters v I eks-clusters
> [ ~deploy-templates > [ ~deploy-templates
> [ symphony > [ symphony

v I eks-clusters 3 ~ W eks-clusters v I eks-clusters 5 © B eks-clusters

> [ ~deploy-templates - > [ ~deploy-templates > [l ~deploy-templates 55 > [ ~deploy-templates
> I symphony 2 > [ symphony > [ symphony 4 b > [ symphony

v [ eks-clusters v3 X - v W eks-clusters v I eks-clusters o g ~ W eks-clusters
> [ ~deploy-templates PR RPN > [ ~deploy-templates > [ ~deploy-templates ? v Visa > [ ~deploy-templates

> [ symphony B o , > [ symphony > I symphony i 0 > [ symphony
¢ “ [ eks-clusters Xy

> [ ~deploy-templates

) > [ symphony 5 : 2
v I eks-clusters & n 3 v @@ eks-clusters Bl eks-clusters R B oks-clusters

> W ~deploy-templates ’ > i ~deploy-templates > [ ~deploy-templates " > [ ~deploy-templates

> [ symphony 2 " : > [ symphony ; nsvneion X % nsvneion
; ) ~ W eks-clusters ~ W eks-clusters .

> [ ~deploy-templates % > [ ~deploy-templates
> [ symphony - > > [ symphony

- e A 4
; v [ eks-clusters X 0 ~ W eks-clusters - o v WL sks-infra
> [im ~depld@-templates > [ ~deploy-templates * e v > | ~deploy-templates ! . > [l ~depld@templates
> I aux L > [ symphony eh 3 s £ . > [ symphony [ H Sty > I aux
> [ cluste gye Nyt X L5 ave s > [ cluste

> [ fam e - > [ fam

v [ account-resources v [ eks-clusters : 5 y v I eks-clusters v [ account-resources
>'A\= 10 e ) late > [ ~deploy-templates > i ~deploy-templates £l YA e e
> i vidm-priam > I symphony > [ symphony > W vidm-priam

> i ~depld§-templates
> [l aux
> I cluste|

> [ fam

~ [l account-resources
> [l ~deploy-templates
> @ vidm-priam
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Level 3: Repeatable Environments Across Accounts
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Level 4. Repeatable Environments Across Customers

1. WAVEFRONT @ W
by VIMWware
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Level 5: Self-Serve Environments

Customer 1 Customer 2
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Code Structure

v - account-resources Run Once per‘ account
> [ ~deploy-templates .
> [ vidm-priam (reCIUII’Ed)
I v [ eks-clusters
C|USter dEfInItIOHS > [ ~deploy-templates

(required) 2R

>_Em wavefront
v [ eks-infra

> :~demov-temn'ates Cluster scaffolding

> Il cluster (I’EC]UII’Ed)

v [l eks-resources
> [ ~deploy-templates
> [ bastion
> [ chancellor
> [ ovpn
> [ peering
> [ peering-existing

Cluster extensions

. > [l proxy
(optional) > I spotinst

> [ stackrox

> [ symphony-logging

> [ symphony-monitoring
> [ symphony-services

> B traefik

> @ wf-automatica
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Sym-Links

v BB eks-clusters
> @ ~deploy-templates
v [ symphony

> @ ~new-template

> [l sym-dev4d

> [ sym-prod

v [ sym-staging
> [l account-resources
> [ ap-northeast-1

> @ eu-west-2

v [ us-west-2
v [ staging-us-2
> @@ -terraform
chancellor.tf
main.tf
peering-existing.tf

peering.tf

symphony-logging.tf
terraform.tfvars

variables-peering-sym-staging-us-mgmt-2.tf

DN TR RN ENE)

variables.tf

> @ staging-us-mgmt-2

> @ wavefront

mwa re | ©2019 VMware, Inc.

v [ account-resources Run once per account

> [ ~deploy-templates

> [ vidm-priam (reqU|red)

v [ eks-clusters

> [ ~deploy-templates C|USter dEfInItIOHS
7 L] Sz (required)

> _mm wavefront

v @ eks-infra

> :~deplov-temp'afes Cluster scaffolding
> aux

[ (required)

v BB eks-resources

> [ ~deploy-templates
> [ bastion

> [ chancellor

> [ ovpn

> [ peering

> [ peering-existing .
o oo Cluster extensions
> I spotinst (optional)

> [ stackrox

> [ symphony-logging

> [ symphony-monitoring

> [ symphony-services

> B traefik

> @ wf-automatica
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New Cluster Configurations

mkdir <new_cluster>
cp —PR ./<source_cluster> <new_cluster>

-P is to preserve sym-links
-R allow recursive directories
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New Cluster Build

Terragrunt apply —target=module.iam (required eks-infra)
Terragrunt apply —target=module.cluster (required eks-infra)
Terragrunt apply —target=module.aux (required eks-infra)

Terragrunt apply —target=module.peering (optional)
Terragrunt apply —target=module.ovpn (optional)
Terragrunt apply —target=module.bastion (optional)
Terragrunt apply —target=module.proxy (optional)

mwa reﬁ | ©2019 VMware, Inc. )



Spotinst Integration

v B eks-infra
> @ ~deploy-templates

v [ aux
> @ templates

[&) authenticator-legacy.sh
authenticator.sh
credstash-populate.tf
custom-node-access.tf
eks-worker-nodes.tf
endpoint-s3.tf
extension-chronicle.tf
extension-cloudhealth.tf
extension-container-insights.tf
extension-efs.tf
extension-jenkins.tf
extension-kube2iam.tf
extension-lacework.tf
extension-metrics-server.tf
extension-route53-default.tf
extension-route53-sunnylabs.tf

[£) extension-route53-sym-prod.tf

[E) extension-scalyr.tf

extension-solr.tf

[=] extension-spotinst.tf
@
mwa re | ©2019 VMware, Inc.

provider "spotinst" {

token = data.credstash_secret.ocean-key.value

account = var.spotinstAccount[var.profile]

data "helm_repository
name = "spotinst"
url = "https://spotinst.github.io/spotinst-kubernetes—helm-charts"

spotinst" {

resource "helm_release
name = "spotinst"
repository = "${data.helm_repository.spotinst.metadata
chart = "spotinst-kubernetes-cluster-controller"

namespace = "kube-system"

spotinst" {

values = [<<EOF
spotinst:
token: data.credstash_secret.ocean-key.value
account: .spotinstAccount[var.profile] }"
clusterIdentifier: "${var.clusterName
metrics-server:
deployChart: false

EOF
]

resource "spotinst_ocean_aws ocean_cluster" {

name = var.clusterName
key_name = "${var.keyPairName}"

controller_id = "${var.clusterName}"

region = data.aws_region.current.name
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Spotinst Integration

v B eks-infra
> @ ~deploy-templates
v [ aux
> @ templates

ami.tf
authenticator-legacy.sh
authenticator.sh
credstash-populate.tf
custom-node-access.tf
eks-worker-nodes.tf
endpoint-s3.tf
extension-chronicle.tf
extension-cloudhealth.tf
extension-container-insights.tf
extension-efs.tf
extension-jenkins.tf
extension-kube2iam.tf
extension-lacework.tf
extension-metrics-server.tf
extension-route53-default.tf
extension-route53-sunnylabs.tf
extension-route53-sym-prod.tf
extension-scalyr.tf
extension-solr.tf

extension-spotinst.tf

vrnwa reﬁ | ©2019 VMware, Inc.

provider “"spotinst

token = data.credstash_secret.ocean-key.value

account = var.spotinstAccount[var.profile] }"

data "helm_repository
name = "spotinst"
url = "https://spotinst.github.io/spotinst-kubernetes—helm-charts"

spotinst" {

resource "helm_release
name = "spotinst"

spotinst" {

repository = "${data.helm_repository.spotinst.metadata
chart = "spotinst-kubernetes-cluster-controller"
namespace = "kube-system"

values = [<<EOF
spotinst:
token: data.credstash_secret.ocean-key.value
account: .spotinstAccount[var.profile] }"
clusterIdentifier: "${var.clusterName
metrics-server:
deployChart: false

EOF
]

resource "spotinst_ocean_aws

ocean_cluster" {
"

name = var.clusterName
key_name = "${var.keyPairName}"

controller_id = "${var.clusterName}"

region = data.aws_region.current.name}"
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Spotinst Integration

v B eks-infra
> @ ~deploy-templates
v [ aux
> @ templates

ami.tf
authenticator-legacy.sh
authenticator.sh
credstash-populate.tf
custom-node-access.tf
eks-worker-nodes.tf
endpoint-s3.tf
extension-chronicle.tf
extension-cloudhealth.tf
extension-container-insights.tf
extension-efs.tf
extension-jenkins.tf
extension-kube2iam.tf
extension-lacework.tf
extension-metrics-server.tf
extension-route53-default.tf
extension-route53-sunnylabs.tf
extension-route53-sym-prod.tf
extension-scalyr.tf
extension-solr.tf

extension-spotinst.tf

vrnwa reﬁ | ©2019 VMware, Inc.

provider "spotinst" {

token = data.credstash_secret.ocean-key.value

account = var.spotinstAccount[var.profile] }"

data "helm_repository
name = "spotinst"
url = "https://spotinst.github.io/spotinst-kubernetes—helm—-chartg"

spotinst" {

resource "helm_release
name = "spotinst"

spotinst" {

repository = "${data.helm_repository.spotinst.metadata
chart = "spotinst-kubernetes-cluster-controller"
namespace = "kube-system"

values = [<<EOF
spotinst:
token: data.credstash_secret.ocean-key.value
account: .spotinstAccount[var.profile] }"
clusterIdentifier: "${var.clusterName
metrics-server:
deployChart: false

EOF
]

resource "spotinst_ocean_aws

ocean_cluster" {
"

name = var.clusterName
key_name = "${var.keyPairName}"

controller_id = "${var.clusterName}"

region = data.aws_region.current.name}"
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Spotinst Integration

v B eks-infra
> @ ~deploy-templates
v [ aux
> @ templates

ami.tf
authenticator-legacy.sh
authenticator.sh
credstash-populate.tf
custom-node-access.tf
eks-worker-nodes.tf
endpoint-s3.tf
extension-chronicle.tf
extension-cloudhealth.tf
extension-container-insights.tf
extension-efs.tf
extension-jenkins.tf
extension-kube2iam.tf
extension-lacework.tf
extension-metrics-server.tf
extension-route53-default.tf
extension-route53-sunnylabs.tf
extension-route53-sym-prod.tf
extension-scalyr.tf
extension-solr.tf

extension-spotinst.tf

vrnwa reﬁ | ©2019 VMware, Inc.

provider "spotinst" {

token = data.credstash_secret.ocean-key.value

account = var.spotinstAccount[var.profile]

data "helm_repository
name = "spotinst"
url = "https://spotinst.github.io/spotinst-kubernetes—helm-charts"

spotinst" {

resource "helm_release
name = "spotinst"
repository = "${data.helm_repository.spotinst.metadata
chart = "spotinst-kubernetes-cluster-controller"
namespace = "kube-system"

spotinst" {

values = [<<EOF
spotinst:
token: data.credstash_secret.ocean-key.value
account: "${var.spotinstAccount[var.profile]}"
clusterIdentifier: "${var.clusterName}"
metrics-server:
deployChart: false

resource "spotinst_ocean_aws" "ocean_cluster" {

name = var.clusterName

key_name = var.keyPairName}"

controller_id = "${var.clusterName}"

region = data.aws_region.current.name}"



Spotinst Integration

v B eks-infra
> @ ~deploy-templates
v [ aux
> @ templates

ami.tf
authenticator-legacy.sh
authenticator.sh
credstash-populate.tf
custom-node-access.tf
eks-worker-nodes.tf
endpoint-s3.tf
extension-chronicle.tf
extension-cloudhealth.tf
extension-container-insights.tf
extension-efs.tf
extension-jenkins.tf
extension-kube2iam.tf
extension-lacework.tf
extension-metrics-server.tf
extension-route53-default.tf
extension-route53-sunnylabs.tf
extension-route53-sym-prod.tf
extension-scalyr.tf
extension-solr.tf

extension-spotinst.tf
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provider "spotinst" {

token = data.credstash_secret.ocean-key.value

account = var.spotinstAccount[var.profile] }"

data "helm_repository
name = "spotinst"
url = "https://spotinst.github.io/spotinst-kubernetes—helm-charts"

spotinst" {

resource "helm_release
name = "spotinst"

spotinst" {

repository = "${data.helm_repository.spotinst.metadata
chart = "spotinst-kubernetes-cluster-controller"
namespace = "kube-system"

values = [<<EOF
spotinst:
token: data.credstash_secret.ocean-key.value
account: .spotinstAccount[var.profile] }"
clusterIdentifier: "${var.clusterName
metrics-server:
deployChart: false

resource "spotinst_ocean_aws

ocean_cluster" {
"

name = var.clusterName
key_name = "${var.keyPairName}"

controller_id = "${var.clusterName}"
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0-Day Savings on a Single Cluster
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orkload Rightsizing
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Node Statistics
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Scale Behavior — Spotinst Ul
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Intelligent Alerting
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Robust Wavefront Query Language
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Interactive Query Builder
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0-Day Savings on a Single Cluster
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