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What is HITRUST CSF?

• The Health Information Trust Alliance Common Security Framework 
(HITRUST CSF) leverages nationally and internationally accepted 
standards and regulations such as GDPR, ISO, NIST, PCI, and HIPAA to 
create a comprehensive set of baseline security and privacy controls

• Created by Health IT leaders as part of the HITRUST Alliance

• Voluntary certification program

• Not country-specific (popular in US)



Importance of HITRUST 

• Allows business partners and vendors to assess and report 
against multiple sets of requirements 

• The HITRUST CSF is already widely adopted by leading 
organizations in a variety of industries in their approach to 
security and privacy, primarily designed for health data 

• Please visit the HITRUST Alliance website for more 
information (https://hitrustalliance.net)

https://hitrustalliance.net/


How does AWS approach compliance? 

• Combination of AWS Certifications, resources and support, in addition to 
customer due diligence 



Certifications/

attestations

HITRUST-relevant compliance programs

Alignments/
frameworks                                   

(industry/function)

Laws /regulations/
privacy

https://aws.amazon.com/compliance/programs/

HDS-ASIP (FR)

IG-Toolkit/DSP (UK)

NIST



• 64 services meet HITRUST CSF v9.1 certification criteria.

• The full list of AWS services that were audited by a third-party auditor and 
certified under HITRUST CSF is available on our Services in Scope by Compliance 
Program page. 

• AWS customers can design and implement an AWS environment and use AWS 
services in a manner that supports the requirements of HITRUST CSF. Customers 
can also leverage certain controls established under the HITRUST CSF validated 
assessment of AWS services.

AWS HITRUST certification 

https://aws.amazon.com/compliance/services-in-scope/

https://d1.awsstatic.com/certifications/12_AWS_Services_HITRUST_Certification_Letter.pdf

https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://d1.awsstatic.com/certifications/12_AWS_Services_HITRUST_Certification_Letter.pdf


Shared responsibility model

AWS

Security of

the cloud

AWS is responsible for 

protecting the infrastructure 

that runs all of the services 

offered in the AWS Cloud

Security in

the cloud

Customer responsibility will be 

determined by the AWS Cloud 

services that a customer selects 

Customer



Traditional on-premises security vs. AWS shared-
responsibility model

Compute Storage Database Networking

Regions Availability Zones Edge locations



HITRUST tools/resources

• Quick start, deployment guide, and security controls matrix

• White paper (in process)

• FAQ and blog

https://aws.amazon.com/quickstart/architecture/compliance-hitrust/



Architecture strategies
• Recommended general strategies for using AWS for PHI-sensitive 

applications:

• Network, compute, storage isolation and segregation

• Identity and access management controls

• Global policy management, service control policies

• Encrypt data in flight and at rest

• Decoupling protected data from processing and orchestration

• Tracking where data flows using automation

• Enabling logical boundaries between protected and general workflows

• Automate solution instances using automation deployment tools with version control

• Logging, alerting, auditing, monitoring, notifying, reporting

Amazon CloudWatch AWS CloudFormation AWS CloudTrailAWS Config



Mapping HITRUST CSF categories to AWS Services 
grouping
• Information security management program

• Access control

• Human resources security

• Risk management

• Security policy

• Organization of information security

• Compliance

• Asset management

• Physical and environmental security

• Communications and operations management

• Information systems acquisition, development,
and maintenance

• Information security incident management

• Business continuity management

• Privacy Practices

Identity and access

management

Detective

controls

Infrastructure

protection
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Examples of architectural strategies

• Example 1: Separate Amazon Virtual Private Clouds for PHI and non-PHI data

• Example 2: Indirection and use of serverless technologies

1. Claims data arrives in 
Amazon S3 via Transfer 
Acceleration

2. AWS Lambda trigger 
writes metadata to 
Amazon SQS

3. Amazon EC2 is polling 
Amazon SQS. When new 
metadata arrives, Amazon 
EC2 pulls claims data from 
Amazon S3

4. Lambda trigger fires when 
processing begins, sending 
mobile alert to user



HITRUST Quick Start 

• HITRUST Quick Start: 

https://aws.amazon.com/quickstart/architecture/compliance-hitrust/

https://aws.amazon.com/quickstart/architecture/compliance-hitrust/


AWS Organizations: Cross-account service control 
policies
• Using AWS Organizations for consistency in applying controls across multiple accounts

AWS Organizations

AWS Identity and 

Access Management 

(IAM)

Account

Organizational unit



HITRUST case studies

• Omada Health

“The availability and performance of 

AWS enables us to build a highly 

engaging experience that drives better 

health outcomes.“
—Adam Brickman 

Senior Director of Strategic Communications and Public Policy 

Omada Health

Omada Health uses behavioral science to 

help people change their habits, improve 

their health, and reduce their risk of 

chronic disease.

As a healthcare services provider, Omada Health is 

subject to stringent regulations, including the Health 

Insurance Portability and Accountability Act (HIPAA). 

Using AWS has helped it achieve certification under 

the Health Information Trust Alliance (HITRUST) 

Common Security Framework. HITRUST is a not-for-

profit organization that works with healthcare 

technology, privacy, and information security leaders 

to develop information security standards for 

healthcare. “We rely on the security and availability 

of AWS to build a HIPAA-compliant service that 

participants and customers can trust,” says 

Dougherty. “It’s one reason we are the only digital 

DPP provider in the country to be HITRUST-

certified.” 
https://aws.amazon.com/solutions/case-

studies/omada-health/

https://aws.amazon.com/solutions/case-studies/omada-health/


HITRUST case studies

• CareCloud/ClearDATA

ClearDATA provides highly secure, direct 
access to the AWS API, giving customers full 
control of their environments, while 
mitigating risk through ClearDATA’s 
Compliance Dashboard. ClearDATA’s security 
standards, built into the dashboard, are 
aligned with the controls in the HITRUST 
Cybersecurity Framework and are designed 
to exceed minimum HIPAA requirements.

“Running our SaaS platform on ClearDATA on the AWS 

Cloud takes a lot of guesswork out of compliance and high 

availability. That gives us fewer things to manage, so we 

can spend our time creating new features that help us grow 

right alongside our high-performing practice clients.”

—Josh Siegel

Chief Technology Officer

CareCloud 

“If you’re using ClearDATA’s HITRUST-certified platform, 

DevOps brings you automated safeguards and compliance 

checks to ensure compliance across your ever-changing 

environment.”

https://aws.amazon.com/blogs/apn/cleardata-devops-

the-bridge-between-innovation-and-compliance/ https://aws.amazon.com/partners/success/carecloud/

CareCloud is a leading provider of cloud-based revenue 

cycle management (RCM), practice management (PM), 

electronic health record (EHR), and patient engagement 

solutions for high-performance medical groups. 

ClearDATA is an AWS APN Advanced Consulting Partner 

and Healthcare Competency Partner. 

https://aws.amazon.com/blogs/apn/cleardata-devops-the-bridge-between-innovation-and-compliance/
https://aws.amazon.com/partners/success/carecloud/


Ways AWS can help you in your compliance journey

• HITRUST website –

https://aws.amazon.com/compliance/hitrust/

• HITRUST QuickStart –

https://aws.amazon.com/quickstart/architecture/compliance-hitrust/

• Artifact

• TAM, account team, SA, security SA, compliance

• AWS Partner Network (APN)

• Existing customers using AWS

https://aws.amazon.com/compliance/hitrust/
https://aws.amazon.com/quickstart/architecture/compliance-hitrust/


Ways to help AWS better serve you

• Engage compliance (e.g., quality, regulatory affairs, data officers)

• Define requirements for HITRUST cross-functionally

• Confirm global requirements

• Plan for repeatability (scaling)

• Use the cloud adoption framework

• Engage with Cloud Center of Excellence

• Ensure plan aligns with enterprise strategy

• Remember others have walked the HITRUST path before you

You are not alone 



Other Healthcare sessions 

ID Type Title Day and time LOCATION

HLC302-R1
Builders 

Session
VMWare on AWS for Healthcare Wednesday, 5:30 p.m. Mirage, Events Center C1

HLC301-R1
Builders 

Session

Healthcare call center automation with Amazon 

Connect
Thursday, 11:30 a.m. Aria, Level 1 West, Bristlecone 2

HLC306 Chalk Talk Alexa healthcare skills Thursday, 1:45 p.m. Venetian, Level 4, Lando 4202

HLC305 Chalk Talk How to run clinical applications on AWS Friday, 9:15 a.m.
Venetian, Level 3, Murano 

3201A



Healthcare & Life Sciences 
Networking Lounge

Join us at our networking lounge 
for post-session speaker 
meet-and-greets, lightning talks, 
and informal discussions

Venetian, Level 3



Thank you!
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Artifact

• Log into AWS account; Security, Identity & Compliance

• Select and accept NDA Agreement



Securely control access to AWS services and resources

Centrally manage SSO access to multiple AWS accounts 

& business apps 

Managed Microsoft Active Directory in the AWS Cloud

Add user sign-up, sign-in, and access control to your web/

mobile apps

Policy-based management for multiple AWS accounts

Easily rotate, manage, and retrieve database credentials, 

API keys, and other secrets through their lifecycle 

Simple, secure service to share AWS resources 

Define, enforce, and audit 

user permissions across 

AWS services, actions, and 

resources

Identity and access

management



Gain the visibility you 

need to spot issues before they 

impact the business, improve 

your security posture, and 

reduce the risk profile of your 

environment

Detective

controls

AWS Security Hub
Centrally view and manage security alerts and automate compliance 

checks.

Amazon GuardDuty
Intelligent threat detection and continuous monitoring to protect your 

AWS accounts and workloads.

AWS Config
Record and evaluate configurations of your AWS resources to enable 

compliance auditing, resource change tracking, and security analysis.

AWS CloudTrail
Track user activity and API usage to enable governance, compliance, 

and operational/risk auditing of your AWS account.

Amazon CloudWatch
Complete visibility of your cloud resources and applications to collect 

metrics, monitor log files, set alarms, and automatically react to changes.

VPC Flow Logs
Capture info about the IP traffic going to and from network interfaces in 

your VPC. Flow log data is stored using Amazon CloudWatch Logs.



Reduce surface area to manage 

and increase privacy for and 

control of your overall 

infrastructure on AWS

Infrastructure

protection

AWS Systems Manager

AWS Shield

AWS WAF (Web Application Firewall)

AWS Firewall Manager

Amazon Inspector

Amazon Virtual Private Cloud (Amazon VPC)



In addition to our automatic 

data encryption and 

management services, 

employ more features 

for data protection
(including data management, data 

security, and encryption key storage)

Easily create and control the keys used to encrypt your data

Managed hardware security module (HSM) on the AWS Cloud

Easily provision, manage, and deploy SSL/TLS certificates for 

use with AWS services

Machine-learning-powered security service to discover, 

classify, and protect sensitive data

Flexible data encryption options using AWS service managed keys, 

AWS managed keys via AWS KMS, or customer managed keys



During an incident, 

containing the event and 

returning to a known 

good state are important 

elements of a response plan. 

AWS provides the following 

tools to automate aspects of 

this best practice.

Create rules that automatically act in response to changes in 

your environment, such as isolating resources, enriching 

events with additional data, or restoring configuration to a 

known-good state.

Use our serverless compute service to run code without 

provisioning or managing servers so you can scale your 

programmed, automated response to incidents.



HITRUST case studies

• Datica

• Cloudticity

“… understanding the exact policies and 
procedures required to turn HIPAA-eligible 
services on the public cloud into architectures 
that can pass a HITRUST CSF assessment.”

https://datica.com/cloud-compliance/

“Cloudticity Combines Innovative 

Automation And Deep Expertise To 

Simplify HIPAA Compliance And 

Accelerate HITRUST Certification …” 

https://www.cloudticity.com/hipaa-hitrust-compliance

https://datica.com/cloud-compliance/
https://www.cloudticity.com/hipaa-hitrust-compliance


HITRUST case studies

• Logicworks
“The company assembled the best partners 

in the healthcare technology industry in 

order to build its platform. Logicworks is a 

premier AWS consulting partner based in 

New York specializing in compliant cloud 

solutions for healthcare … Logicworks 

architected the infrastructure – servers, 

storage, networking, and platforms – for 

the company and provides day-to-day 

management of the environment.

For security monitoring, the company 

turned to Alert Logic …” 

https://www.logicworks.com/blog/2018/01/healthcare-saas-company-

chooses-logicworks-for-hitrust-compliant-aws-support/

https://www.logicworks.com/blog/2018/01/healthcare-saas-company-chooses-logicworks-for-hitrust-compliant-aws-support/

