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Lightning talks

Monitoring with percentiles
Static stability

Shuffle sharding

Retries, backoff, and jitter

Meta lesson: Learn from each other
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@timbray

Was in a conversation about some service refactoring and the
guy said “mean latency was a bit worse, but our P-four-nines

was rock-solid and only twice the mean. Customer loved it.”
#Cloud Thinking
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L See Tim Bray's other Tweets
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99.99th percentile



“P-four-nines”

99.99th percentile

Value that is >= 99.99% of
the data points
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amazon.com: WISH LIST YOUR ACCOUNT ) HELP

_TODAY'S FEATURED STORES
- STORE | KITCHEM & COMPUTER &
WELCOME BOOKS | ELECTROMICS | L nicrasnre | OUTLET VIDED GAMES
DIRECTORY

* INTERNATIONAL » TOP SELLERS » FRIENDS & FAVORITES » FREE E-CARDS | * FRIDAY SALE

SEARCH Hello. Sign in to get personalized recommendations. New customer? Start here. pE QRL HARE (]R
All Products

Top Sellers in Video
Living Yoga - A.M./P.M. Yoga for Beginners Set ~ VHS
_ This yoga set 1s perfect for those with busy schedules who need to work mn a

|

— wa},r to relax. On the am. tape, Rodney Yee takes yvou through a 15-minute 4
i morning yoga set, while Patricia Walden leads a 20-minute evening routine on amazoncom

: the p.m. tape. The am. tape was filmed on a beach 1n Maw at sunrise_. Read
» Books % voga more

O\ What's new at
+ Your Favorites

Already a customer?

Electronics B - Sign in to see what's

New for You.
More Top Sellers: New Releases

DVD Philips DVDT710AT DVD-Video Plaver by Philips

Kitchen & : oy - Baking
Hotsowares The Praver of Jabez by David Kopp, Bruce H. Wilkinson VHS Classics

In Health & Beauty

Children's Software
Health & Beauty Crabtree & Evelyn 51842 Gardener's Salad Bowl by Crabtree & Evelyn e .
+ Computer & Activities & Learning

Video Games New Releases in Books Alternative Rock
» Toys & Games Death in Holy Orders

Music

¢ More New Releases
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Creating a Embedded Metric Format log in Lambda

Screenshot of Lambda function using the Node.js client library

Function code info

Code entry type Runtime Handler Infe

Edit code inline v Node.js 10.x index.handler

File Edit Find View Go Tools Window

B indexjs

const { metricScope } = requi€e("aws-embedded-metrics");

Environmenmnt

const myFunction = metricScope(metrics =>
async (event, context) => {
const now = new Date().getTime();
metrics.putMetric(™RgocessinglLatency”, now - event.eventTime, "Milliseconds");
metrics.putDimensions(] functionVersion: process.env.AWNS_LAMBDA_FUNCTION_VERSION 1});
metrics.setPropertyé“RequestId”, context.awsRequestld);

P

exports.handler = myFunction;

1
2
3
4
5
6
7
8
9 metrics.setProperty("Device”, context.sourceDevice);
10
11
12
13

12:30 JavaScript Spaces:2 -ﬁ-

https://github.com/awslabs/aws-embedded-metrics-node




Example JSON log event

Time (UTC +00:00) Message

2019-11-22

INU ODiger everits roura at e rmorrierl. netry.

23:26:47 START Requestld: eeb90ca1-8ac1-40d5-a56d-84204ff23ec3 Version: $LATEST
v 23:26:47 2019-11-22T23:26:47.602Z eeb90cail-8ac1-40d5-a56d-84204ff23ec3 INFO {"LogGroup":"CustomMetricsTest","ServiceNan

2019-11-22T23:26:47.602Z eeb9@cal-8acl-4@d5-a56d-84204ff23ec3 INFO
{

"LogGroup"”: "CustomMetricsTest",

"ServiceName": "CustomMetricsTest",

"ServiceType": "AWS::Lambda::Function”,

"functionVersion": "$LATEST", o
"Requestd": "422b1569-16F6-4a03-b8f0-fe3fdobioofs"”, Urm—— Environment and resource

"Device": "6127@0781-cbac-46f1-baf7-22c808af8162",

"executionEnvironment": "AWS_Lambda_nodejsl@.x", infOl‘mation inClUded by

"memorySize": "1216",
"logStreamId”: "2019/11/22/[$LATEST]3bbdddd832d@47d2a@d0@d55a27c6b@8" , defGUIt
"_aws": {
"Timestamp": 1574465207600,
"CloudWatchMetrics": [
{
"Dimensions": [
L
"LogGroup",

"Servi.ceName”, Embedding custom metrics in

"ServiceType",

: "functionVersion" detailed log event —_— SpeCify
1, c namespace, metric names,

"Metrics":

: "Name": "ProcessinglLatency", dimenSiOHS, and unitS

"Unit": "Milliseconds"”
1
s

"Namespace": "aws-embedded-metrics”

]
},
"Processinglatency": 229.68621283057877




Viewing percentile information on a Amazon CloudWatch metric

Website Lateﬂc}r pgg 1h 3h 12h 1d 3d 1w custom - Line Actions ~

Seconds

234

AN

1.98
08:43 09:00 09:15 09:30 09:43 10:00 1015 10:30 10043

08:00 0815 08:30
@ Latency p99 [max: 2.337s]

I One click Alarm I

Select Percentile Statistic I

All metrics Graphed metrics (1) Graph options Source

Math expression ~ €  Dynamic labels + Period: 1 Minute Rephove all

v Label Details Period Y Axis Actighs

v | Latency p... WebsiteMetrics * Time * Page: detail * Hos..{ p29 1 Minute a > MOAE O
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Dependencies: We all have them

Math:

Forall p, g < 1:
P*q<p
P*q<d
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Dependencies: We all have them

Math:

ForallO<p,qg<1:
P*q<p
P*q<gq

System 2 Not math:
Dependencies reduce

availability



Dependencies:
Amazon EC2




Dependencies:
AmaZOn ECZ . an EC2 instance

fh
l

ec2.RunInstances

Control plane
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Static stability in practice: Amazon EC2
O
it

ec2.RunInstances

Control plane




Static stability in practice: Your high-availability workloads
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VPC




Static stability in practice: Your high-availability workloads
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Static stability in practice: Your high-availability workloads

Availability Zone Availabillty Zone Availability Zone
| . |
= nces i i EC2 instances i i EC2 instances

.‘ =
| | ~— DB standby




Static stability in practice: Your high-availability workloads

Is it a good plan to spin up
e % this extra capacity during
Cé the period of impairment?

TRt TaRb

EC2 instances

EC2 instances

| ~— DB standby
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Static stability in practice: Your high-availability workloads
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Static stability in practice: Your high-availability workloads
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VPC
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Static stability in practice: Your high-availability workloads

VPC
-

TRt TaRb

EC2 instances

EC2 instances

No new infrastructure
needed for a failover =

(H)l

DB primary

statically stable
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Private data center land
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Shuftle sharding
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Shuftle sharding
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Shuftle sharding




Shuftle sharding

| — |customers
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Shuftle sharding

»_ |customers]
| Ishards|




Shuftle sharding

OW W w9 O 0% O+ A% ¢=

A e e
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Shuftle sharding
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Shuftle sharding
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Shuftle sharding

shardsize!

&

Inodes|!



Shuftle sharding

Nodes =8
Shard size =2

Overlap Probability




Shuftle sharding
Nodes = 100 Shard size = 5

Overlap Probability

77%
21%
1.8%

0.06%
0.0006%

0.0000013%




Shuftle sharding

Needs a client that retries or is fault-tolerant
Works for servers, queues, and other resources

Needs a routing mechanism: Per-customer DNS names, pre-resource DNS
names, or a shuffle sharding-aware router






Failures happen



Resilience
through
redundancy




Retries



Need availability?

DoS your own service!



Thread#sleep()















Distributed systems
have the

same problem
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How we do this at AWS

Always jitter when using backoff
Always jitter periodic work (timers, cron, etc.)

Consider adding jitter to all work



each oth




How does Amazon. ..

N ] - p—
' ..n‘.olco.'op'. w ** 0..0‘
Y @ .e ¥, .2
e T . - *
o Pele- . @ e
B CTNRIRER AR e ™
‘-\ —I.nb L ..‘,.'.‘ > N e . o
. L."- ' . ~ e
[ 4 L P -
& ! -y !.l taver@®
- @ . L LR
» ‘h... ;9 s sl .
r . W, -“.. - Q& . e, -
- $ it ey € o b
. . v . .
P > - o_\..' . % .2 N
g0 A ge .Af.n.. . ‘4
2 » 2 ° Y ) 4 = o
82 Salt 0 e 0N Ny
g, Yoo, ooy
& » ® ) ‘...
B « 0 b . @ .9 ...'
. & ' :o ‘e X
‘ e oS ’ s " S )
‘ ‘% 1 @ “.. o
d .. . LR .
. . .
° .
B ©

build rasinsipss gpeindlicki@ipdi®>dryystems?


















The Amazon Builders' Library

How Amazon builds and operates software

Architecture, software delivery, and operations
)

By Amazon's senior technical executives and engineers

| Real-world practices with detailed explanations

Content available for free on the website



The Amazon Builders' Library

ARCHITECTURE

Leader election in
distributed systems

Improving efficiency, reducing
coordination, and simplifying

architectures by using leader election.

SOFTWARE DELIVERY AND OPERATIONS

(a

2090 D)y ) )
v

Going faster with
continuous delivery

Automating the software testing and
deployment process for speed and
reliability

SOFTWARE DELIVERY AND OPERATIONS

Implementing health
checks

Automatically detecting and mitigating
server failures without unintended
consequences from fleet-wide false
positives.

ARCHITECTURE

Workload isolation using
shuffle-sharding

Shuffle Sharding is one of our core
techniques for drastically limiting the
scope of impact of operational issues

Many more at aws.amazon.com/builders-library



Learn DevOps with AWS Training and Certification

Resources created by the experts at AWS to propel your organization and career forward

</> Take free digital training to learn best practices for developing,
\ deploying, and maintaining applications

3__!1 Classroom offerings, like DevOps Engineering on AWS,
z feature AWS expert instructors and hands-on activities

N SN SN

Validate expertise with the AWS Certified DevOps Engineer - Professional

j@ _®
‘/\A ‘___ | or AWS Certified Developer - Associate exams

AWS training and

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. ~ >) certification
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Andrew Certain Becky Weiss
@tacertain becky@amazon.c

David Yanacek Marc Brooker
@dyanacek @MarcJBrooker
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