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Who we serve

Consumers
INTUIT. Small businesses
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Self-employed




Hourly cost of an outage e

33% of companies pay +$1M per hour of outage

>$5M 14%
$2M to $5M 3304 2017 Gartner Report
4% $1M to $2M 12%
% $501K to $1M 11%
% $401K to $500K 13%
é’ $301K to $400K 249,
i $201K to $300K 10%
i‘;rj $101K to $200K 7%
$51K to $100K 1%
$11K to $50K 1% w Share of respondents

Up to $10K | 0%

0% 5% 10% 15% 20% 25% 30% Source: Statista


https://www.statista.com/statistics/753938/worldwide-enterprise-server-hourly-downtime-cost/
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Role of observability in reducing outage duration

Fix implemented

Impact Incident Correct Root cause &
started response service & solution & customer Full redundancy
begins team engaged identified |mpa§t 235 restored
ende

MTTI (Isolate) MTTS (Solution) MTTI (Implement)
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Case of change at Intuit
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Observability, three pillars

Metrics Logs Traces
Numeric data measured Timestamped records of A trace represents a single
at various time intervals | discrete events that USEr's JoUrney across
(time series data); SLIs happened within an multiple applications and
. systems (usually
(request rate, error rate, application or system, such . .
| | microservices)
duration, CPU%, etc.) as a failure, an error, or a

state transformation
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Distributed Tracing

Process of tracking a request end to end as it traverses through
microservices, in near real time

Commonly used terms
- Trace

- Span



INTUIT

Po0or man's tracing

________ Nonstandard trace log format
8&% Developers

No single tracing solution
across Intuit

APM tools worked great for
monolithic apps

Traces (logs) were siloed across
many infrastructures

Il Il Il IS S S S S S S G S D G S S S -
AN DI DI DI DI DD DD DD DD DD DS DS DS DS B e e e
Il Il Il IS S S S S S S G S D G S S S -
AN DI DI DI I I I B B IS DS DS DS B Bae e e e

First attempt:
One Intuit Tracing Library
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Moving to opentracing standard

Problem - Legacy One Intuit Tracing library didn't follow opentracing
standard; impossible to move 100s of services to adopt opentracing
library

Solution - Created a new version of library (backward compatible)
adhering to opentracing specs

Benefit - Immediate conversion to opentracing for 100s of services by
simply flipping the version number



Jaeger with Amazon

-lasticsearch Service
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Jaegar Collector Configuration

* Flush Interval — 200ms
« Bulk Workers committing to Amazon Elasticsearch Service - 5
« Number of worker pulling from the Jaegar internal queue — 60
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Amazon Elasticsearch Service scalability

« Prewarm your cluster

« Refresh interval of 30s (default is 1)

« No more than 1 active shard per node

« Shard Size < 50GB (Recommended)

e Doc Count per shard < 2 billion (Lucene limitation)

Achieved ~60k TPS with 20 nodes on i3.2XL & ~350K TPS with 40 nodes
on i13.16XL instance

Capacity needs without sampling: 2 million traces per second
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Sampling

Head sampling

Root span system makes the decision usually based on probability
(e.g., 10%); all other systems in the path of the trace respect the
decision

Tail sampling

Sampling decision is made when the full trace informationuhas.been
A A

gathered






https://intuit.box.com/s/57yx3yf7m16locjntiu3xc9pu79b6i08
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Types of metrics

System resource metrics — K8s node/pod CPU, memory metrics

AWS resource metrics (Amazon RDS, Amazon ES, Amazon DynamoDB,
etc.) — CloudWatch

Real user monitoring (RUM) metrics — failed customer transactions,
page load time, etc.
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RED metrics — Misusing Logging System

Overloaded Log
Indexer and Search

10 minutes of
delayed metrics

Amazon Simple
Storage Service

I Skipped jobs

e

. Impacts real-time

AWS Lambda
| log searches

________ \_______— _

AN DI DI DI DI DD DD DD DD DD DS DS DS DS B e e e
_—_—_—_—_—_—_—_—__\




K8s node

) metrics extraction at source

Jaeger Agent (DS)

(S
K BU-1 namespace
K BU-N namespace

B Metrics extractor proxy sidecar

W

Amazon
RESS

|
.
il

Amazon Kinesis
Data Analytics
(Flink)
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No additional code
instrumentation needed

Batch to real time

Time to destination for
metrics < 30 seconds

AWS Auto Scaling of
shard removes capacity
ISsues
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Metrics availability: improved from ~10 mins to <1 min

TR S RO CUSTOM DATE | | 10M m 6M | 12H |1

Metrics available every Missing
[ Observability Pipeline Metrics v ~10 mins metrics

Metrics available every min Continuous metrics
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Logging in container world

Problems
Increased log throughput per node in the container world
L ogs needed additional Kubernetes context

Way too many logs; a major portion of logs never get used

Log losses due to backend capacity constraints



L og streaming pipeline
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Amazon Kinesis
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Amazon Kinesis Agent sidecar
is able to support high log
throughput needs (5000
records per second per pod —
500 milli core)

FluentD Daemonset is able to
support 2500 records per
second per node — 700 milli
core.

Streaming pipeline opens up
opportunities for log routing,
filtering, and transformations

Possibility for various log
backend (depending on use
cases)
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Amazon Kinesis auto scaling

Add Shards

S Q\?

>. - A.

—
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Amazon Amazon AWS Lambda AWS Fargate
Kinesis CloudWatch (Orchestration

)
* Spiky Load Pattern: Our load fluctuates from 80 MBps to 800 MBps in a week

* Triggers scaling when load breaches 70% of ingestion rate or in case of a Hot
Shard

* Faster to scale in whole number multiples compared to fraction (10 -> 20 takes
3.5m but 10> 15 takes 4.5m)
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Reference

https://tinyurl.com/2019ANT330
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Learn big data with AWS Training and Certification

Resources created by the experts at AWS to help you build and validate data analytics skills

[ r— | . . c 0
. — |>'l New free digital course, Data Analytics Fundamentals, introduces Amazon
|| e ~o|—| S3, Amazon Kinesis, Amazon EMR,
— = > AWS Glue, and Amazon Redshift
% Classroom offerings, including Big Data on AWS, feature AWS
expert instructors and hands-on labs

. Validate expertise with the AWS Certified Big Data - Specialty exam or the

I/\I — | new AWS Certified Data Analytics - Specialty beta exam
2\
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Thank you!

Balaji Arunachalam & Nagaraja Tantry

balaji_arunachalam@intuit.com
nagaraja_tantry@intuit.com
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