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Figure 2: Core Zero Trust Logical Components

Draft NIST Special Publication 800-207

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIS
T.SP.800-207-draft.pdf



Who has access to what



Who

ldentity

Name
Credentials
Meta data

has access

Access

Policies
Governance
Compliance

Resource

Isolation
Grouping

Tagging
Sharing



Who has access

|ldentity Access Resource
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|

Standard models Environment-specific models




Resource

Resource access
Simple:
Access to an application

Complex:
Resource specific fine grained access



Agenda

AWS identity, access, and resource management evolution

AWS Single Sign-On (AWS SSO) access management model
Demo

AWS SSO use cases

Options for AWS SSO with your existing identities
Best practices
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AWS identity, access, and resource management evolution
ldentities, groups, roles, and assignments per account

: 8@59?99.@‘5_1 ____________
Admin tasks in every account & S
. Create users’ identity iﬁﬁ%&i&é&i&ﬁzﬁ:ﬁ:ﬁﬁﬁ:i
* Create groups and add users I |
- Create roles and attach policies C@@
« Assign roles to groups and users E

: 8@5??99.‘?'5 N




AWS identity, access, and resource management evolution
ldentities, groups, roles, and assignments per account

Account 1

aws O Account1 :

Signine

Email address of your AWS

Account2
1.Sign in with identity in specified account :
(manage password in each account) ] oY
9 % S
s Services v  Resource Groups v % A we i o Gmmme Smp TR Eeoocoocoossoosoosoosoossoos]
o
AWS Management Cc ()
o
Account N

Build

2.Assume desired role



AWS identity, access, and resource management evolution
|AM federation: One identity, with per account roles and assignments

: 8@59999.@‘5_1 ____________
Admin tasks in every account |
* Create cross-account trusts Cﬁ@
« Create SAML trust A A

* Create roles and attach policies

Admin tasks at identity provider
e (Create SAML trust to each account o

Account N
* Create assertion rules that match roles in AWS ;"863 """""""""""




AWS identity, access, and resource management evolution
|AM federation: One identity, with per account roles and assignments

Accountl
S L =}
SAML IdP
— O Account2
1. Sign-in to federated Assertion 5
identity provider
£ () Amazon Web Servces & % ; C@ @ i
[
[
[
Account N

2. Use AWS role chooser 3
to select role and account C@ @ ;




-Nterprise customer requests

“Let us use the enterprise “Make it easier to
identities we already manage access at scale
have” across AWS accounts”
Microsoft
Active kt Ping
Directory oa dentity

Google Azure AD Shibboleth




Startups/Smaller customer requests

“Give us identities “Simplify multi-account
we can use inside permission
and outside AWS” management”

No company
identity system




AWS identity, access, and resource management evolution
AWS Organizations

8 Account1 Governance Organlzatlons adds
> AaA Pouges «  Account management
| >l K| hierarchy

X X
(g Governance policies
o dwmuwz Cross-account sharing
“ aAa structure
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AWS SSO access management model

AWS account access

Users Groups

Choose
identity source

Define role-
oriented
permission sets

N
LY

+
®

Assign groups/users
to permission
sets in selected
accounts

e

Application access

il

2

‘e

Connect
cloud apps
with SAML

il

N4
X
72N 4

Assign
groups/users
to apps
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AWS SSO use cases

Manage access to AWS accounts and roles

Increase developer productivity with AWS Command Line Interface
(AWS CLI) v2

Manage access and sign-in to AWS SSO integrated applications
Manage access to cloud-based business applications

One AWS access control model
You choose your identity source



AWS SSO integrated application model

&

AWS SSO

Assign application access
& in-app sharing



[dentity source options T b al b

Active Directory
Domain Service

Azure AD
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Using AWS SSO with Microsoft Active Directory Domain Services

AD DS connection options

Master account

AWS Managed Microsoft AD i i :
(user forest) C@ AWS SSO required

in AWS Organizations
master account

________________________________________________________

AD Connector or
AWS Managed Microsoft AD

AWS Managed Microsoft AD required in master account

(resource forest) .

Active Directory users may
be in any account

________________________________________________________

AD Connector /.\ C.b%

________________________________________________________



Using AWS SSO with Microsoft Active Directory Domain Services

Example AD DS topology variations

95 Member account 8 Master account

_____________________________________________________________

_____________________________________________________________

i 8 Master account
)
—~
L\ — &
S =

_____________________________________________________________

o raccount
Trust VAN
AN - L G@h
__8@"_"_3_5_"_@[_3_‘2‘599_0? __________
N

Connect AWS SSO to :
AD Connector to where
users are

. E)E Member account . 8 Master account =



Provisioning and AWS application integration

User/Group

e Just-in-time meta data
I \ Users
IEINES
C\S [] lmichaels
6 Q gnance
[ ] dtracy

AWS SSO 6 Share

Assign application access
& in-app sharing

1. SSO assignments use AD directly
2. User signsin
3. SSO provisions user

4. Apps can see provisioned users




Using AWS SSO with Azure Active Directory with SCIM

User/Group
meta data

\ Users
EINES

|
//\\ R EES
<\N/\ SAML C@ @ gnance

[] dtracy

AWS SSO Share

Assign application access

Normal SAML meta data file exchange configuration & in-app sharing

Configure Azure AD with AWS SSO SCIM end-point + bearer token

SCIM is optional (recommend)

IMPORTANT: Be sure to synchronize email attributes



Differences based on identity source configuration

Feature

Create user/group
Delete user/group
Reset user passwords

Where to configure MFA

Provisioning

Switch to AD
Switch to IdP
Switch to AWS SSO

Session duration

AWS SSO

Yes
Yes
Yes

AWS SSO

AWS SSO Console

Deletes users, groups,
entitlements

Preserves entitlements for
matching users

N/A

AWS SSO permission set
session duration

AWS Managed
Microsoft AD

No

No

N/A

AWS SSO or

AWS Managed AD

Just In Time

Deletes users, groups,
entitlements

Deletes users, groups,
entitlements

Deletes users, groups,
entitlements

AWS SSO permission set

session duration

AD Connector

No

No

N/A

AWS SSO or

AD Connector

Just In Time

Deletes users, groups,
entitlements

Deletes users, groups,
entitlements

Deletes users, groups,
entitlements

AWS SSO permission set

session duration

SAML 2.0 w/manual
provisioning

Provisioning only
Provisioning only
Identity Provider

Identity Provider

AWS SSO Console

Deletes users, groups,
entitlements

Preserves entitlements for
matching users

Preserves entitlements,
password reset?

Lesser of IdP session or
AWS SSO permission set
session duration

SAML 2.0 w/SCIM
provisioning

No
Provisioning only
Identity Provider

Identity Provider

Identity Provider

Deletes users, groups,
entitlements

Preserves entitlements for
matching users

Preserves entitlements,
password reset?

Lesser of IdP session or
AWS SSO permission set
session duration




Best practices

Use group assignments

Use SCIM for best security/consistency/convenience

Make sure users have email address attribute in AWS SSO

Specify IdP user/group names when provisioning manually or doing POCs
Configure virtual MFA when using AD DS or AWS SSO as identity source



Learn security with AWS Training and Certification
Resources created by the experts at AWS to help you build and validate cloud security skills

N A

30+ free digital courses cover topics related to cloud
@ security, including Introduction to Amazon GuardDuty and
\/

Deep Dive on Container Security

3__!1 Classroom offerings, like AWS Security Engineering on AWS,
= feature AWS expert instructors and hands-on activities
)

TQ)} - 6 Validate expertise with the AWS Certified Security - Specialty
I
2\

I/\‘ exam

adAWS training and

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. ~ >) certification




Thank you!

Ron Cully
rcully@amazon.com
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