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Anomalous “human” characters



Humans: Great at detecting deviation from baseline

Source: Axelsson, John; Sundelin, Tina; J. Olsson, Mats; Sorjonen, Kimmo; Axelsson, Charlotte; Lasselin, Julie; et al. (2017): Supplementary material from "Identification of acutely sick people and facial cues of 

sickness". The Royal Society. Collection. https://doi.org/10.6084/m9.figshare.c.3951916.v2

https://doi.org/10.6084/m9.figshare.c.3951916.v2


By understanding our principals’ baselines, we can 
quickly spot unusual behavior in our environment

You can get started doing this today with 
simple (open-source) automation



Monitoring anomalous application behavior

1. Why is this important?

2. What do we need to build it?

3. How does it work?

4. Less talk, more code!
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Detect early, detect often



Image: Wikimedia Commons



Building blocks

✅ AWS 

✅

✅

✅ R

✅

Image: Creative Commons



Doing this requires more work: make it fun/useful

• 🙇🏾‍♀️

• 👋🏼

• 👬



How about Amazon GuardDuty?
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Anomaly detection iteration

IAM = AWS Identity and Access Management



Considerations

• Accurate list of AWS accounts — use organizations

• One role per service principal

• One role per app per region

• Consistent role naming

• streamingApplicationInstanceProfile

• monitoringLambdaProfile

• historicalMinionRole
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Pseudocode

for account in accounts:

iam_roles = get_roles()

for role in iam_roles:

unique_calls = get_unique_calls(60)

for call in unique_calls:

if call not in dynamo:

put(eventname, ttl); alert();

else:

update(eventname, ttl)



Open source

https://www.github.com/netflix-skunkworks/cloudtrail-anomaly



Thank you!
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