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Privacy themes

Privacy user stories

Use case activity



Privacy varies by state and around the globe

General Data 

Protection 

Regulation 

Australian 

Privacy Act 

New Zealand 

Privacy Bill

Personal Data 

Protection Act (PDPA)

US Privacy Act of 1974

PIPEDA

Brazilian General Data 

Protection Law

Mexican Federal Law on 

Protection of Personal Data Held 

by Private Parties

Protection of Personal 

Information Act 

(POPIA)

Act on the Protection of 

Personal Information (APPI)

Argentina’s Personal 

Data Protection Law 

(PDPL)

State privacy 

regulations

Hong Kong Personal 

Data Ordinance
Personal Data 

Protection Bill (PDPB)



Privacy themes across various regulations



Build user stories to integrate privacy into the design

As a <role>
I want <action> 
So that <outcome>

Example: 

As a customer

I want to receive a text message when my order is ready

So that I can go pick it up right away

Who
What

Why



Limiting collection

Example: 
As a customer
I want to share the least amount of personal information that is required
So that I maintain my privacy

Collect the least amount of personal information that is required to fulfill the purposes for 

which the information is being collected

Example: 

As an auditor

I want to assess the personal information being collected

So that I can verify it is necessary to deliver the services



Limited use and disclosure

Example: 
As a customer 
I want my personal information hidden by default when viewing my account balance 
So that it is not inadvertently disclosed

Do not disclose, use, or make available personal information collected from individuals for 

purposes other than those for which the information was originally collected

Example: 

As an auditor

I want review all screen displays

So that I can verify personal information is hidden by default



Customer support workflow using Amazon Connect

1. Customer calls to 

check on the status 

of a homeowner’s 

policy claim

7. “Thank 
you so 
much!”

5. “Yes I’d like to 
know when I’ll be 
paid for the storm 
damages.” 

Write a user story for the 

privacy themes:
• Limiting collection 

• Limited use and disclosure

Amazon

Connect 

3. Lambda uses 

account number to 

look up latest 

account activity

AWS

Lambda

2. Lambda calls a 

CRM to lookup up 

caller ID in CRM 

and return the 

caller’s name and 

account number

AWS

Lambda

4. Amazon Lex: “Hi 
John, I see you recently 
filed a claim on your 
homeowner’s policy. 
Are you calling to 
check on its status?”

Amazon

Lex

6. “Your claim has 
been approved and 
the funds will be 
deposited in your 
checking account 
within 24 hours.”

Amazon

Lex

Amazon

Connect 



Individual access to their personal information

Example: 
As a customer sharing personal information
I want to request all records containing my personal information
So that I can exercise my individual right to know what information is stored

Individuals have the right to access a complete report of all records containing their 

personal information

Example: 

As an auditor

I want to know all locations where personal information is stored 

So that I can verify the customer is receiving a complete and accurate record



Information integrity

Example: 
As a customer sharing personal information
I want to review all records containing my personal information
So that I can verify the accuracy of information stored

Personal records shall be maintained with accuracy, relevance, timeliness, and completeness

Example: 

As an auditor

I want to inspect system logs for objects containing personal information 

So that I can ascertain checksums were utilized to assess the integrity of data 



Post- customer support reporting

Call

recordings
Your Amazon

S3 Storage

Agent Data Workforce 

Management

Call 

metadata
Your Data

Warehouse

Write a user story for the 
privacy themes:

• Individual access to personal information

• Information integrityAmazon Connect 



Data retention and deletion

Example: 
As a customer sharing personal information
I want to request deletion of all records containing my personal information
So that I can exercise my right to be forgotten

Personal records shall be retained only as long as is necessary to carry out the purposes for which it 

was collected. Upon request, all, or a portion of, personal records shall be deleted

Example: 

As an auditor

I want assess the configuration designed to personal records

So that I can verify they are deleted upon request



Data security

Example: 
As a company collecting personal records
I want to enable TLS in all endpoints 
So that network traffic is protected

Data in transit and data at rest must be encrypted at all phases of the processing and storage 

Example: 

As an company collecting personal records

I want to enforce TLS communication across the board

So that network traffic is protected



Inbound call fraud detection using machine learningWrite a user story for the 

privacy themes:
• Data retention and collection

• Data security

Amazon 

QuickSight

Analysis

AWS Glue

Amazon S3

Ingest

Amazon 

SageMaker

Crawler

Transform/

Preprocess

Amazon S3

Crawler

Enrich

Amazon S3Database

Corporate 

data center 

with historical 

data

Public data set 

of example 

transactions

Credit Bureaus

Real-time 

transaction 

data
AWS IoT

Amazon 

API Gateway

AWS LambdaAmazon 

Kinesis

Alarm

Amazon 

Pinpoint

Amazon SNS

Notification



Let’s talk

Join us in the Financial Services Lounge 

The Venetian, Level 4, West Alcove

Tuesday, December 3, from 11:00 a.m. to 6:00 p.m.

Wednesday, December 4, from 8:30 a.m. to 6:00 p.m.

Thursday, December 5, from 11:00 a.m. to 4:00 p.m.



Related breakouts

DEM02-S CCPA: State privacy law effects on cloud development 

GPSTEC327 Information governance on AWS: Big data privacy compliance 

ACT17 Women in Identity, Security, and Privacy re:Invent Gathering 



Thank you!
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Services mentioned during this talk

Amazon Connect is an easy to use omnichannel cloud contact center that helps companies provide 

superior customer service at a lower cost.

AWS Lambda lets you run code without provisioning or managing servers. You pay only for the 

compute time you consume - there is no charge when your code is not running.

Amazon Lex is a service for building conversational interfaces into any application using voice and 

text.

Amazon Simple Storage Service (Amazon S3) is an object storage service that offers industry-

leading scalability, data availability, security, and performance.

Amazon Connect

AWS Lambda

Amazon Lex

Amazon Simple Storage 

Service



Services mentioned during this talk

Amazon Transcribe

Amazon Textract

Amazon Comprehend

Amazon QuickSight

Amazon Transcribe makes it easy for developers to add speech-to-text capability to their 

applications.

Amazon Comprehend is a machine learning powered service that makes it easy to find insights and 

relationships in text.

Amazon Textract is a service that automatically extracts text and data from scanned documents.

Amazon QuickSight is a fast, cloud-powered business intelligence service that makes it easy to 

deliver insights to everyone in your organization.



Services mentioned during this talk

AWS IoT Core

Amazon API Gateway

AWS Glue

Amazon Kinesis

AWS IoT Core is a managed cloud service that lets connected devices easily and securely interact 

with cloud applications and other devices.

Amazon API Gateway is a fully managed service that makes it easy for developers to create, publish, 

maintain, monitor, and secure APIs at any scale.

AWS Glue is a fully managed extract, transform, and load (ETL) service that makes it easy for 

customers to prepare and load their data for analytics.

Amazon Kinesis makes it easy to collect, process, and analyze real-time, streaming data so you can 

get timely insights and react quickly to new information.



Services mentioned during this talk

Amazon SageMaker

Amazon Pinpoint

Amazon Simple 

Notification Service

Amazon SageMaker provides every developer and data scientist with the ability to build, train, and 

deploy machine learning models quickly.

Amazon Pinpoint enables marketers and developers to deliver customer-centric engagement 

experiences.

Amazon Simple Notification Service (SNS) is a highly available, durable, secure, fully managed 

pub/sub messaging service that enables you to decouple microservices, distributed systems, and 

serverless applications.



The power of AWS—not just Amazon Connect

Security

AWS Identity and 

Access Management

AWS 

Directory Service

Analytics

Amazon

Athena

Amazon

Kinesis

AWS

Glue

Amazon

QuickSight

AI

Amazon

Lex

Amazon

Polly

Amazon

Comprehend

Amazon

Transcribe

Development

AWS 

Lambda

Amazon 

API Gateway

AWS Step

Functions

Database

Amazon 

DynamoDB

Amazon

Redshift

Amazon

RDS

Messaging

Amazon

Pinpoint

Amazon Simple 

Notification Service

Amazon Simple

Email Service

Management

Amazon

CloudWatch

AWS

CloudFormation

AWS

CloudTrail

Storage

Amazon

S3

Amazon

S3 Glacier



Applying the shared responsibility model to privacy


