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https://aws.amazon.com/blogs/database/get-started-
with-amazon-elasticsearch-service-t-shirt-size-your-domain/

Planning and sizing a domain

Determine 
workload 

types

Calculate  
shards per 

index

Calculate 
total data 

size

Divide total 
data size by 

instance 
storage

Test, test, & 
test



Instance family selection



Domain monitoring



Domain security



Securing your Amazon Elasticsearch Domain

Access control to Amazon Elasticsearch domain

• Resource based policy

• Identity based policy

• IP based policy

VPC Support

• VPC resources required for domain creation

• Service linked role for ENI creation



Securing your Amazon Elasticsearch Domain
Encryption

• Encryption at rest

• AWS KMS key

• Additional encryption for manual snapshot and error/slow logs in CloudWatch logs 

• Encryption in flight

• Domain endpoint security (HTTPS enforcement and TLS version)

Amazon Cognito authentication for Kibana

• User pool

• Identity pool

• IAM role for service to create/manage Cognito resources 

• External Identity provider

• Social (Facebook , Google+, Twitter, Apple, Login with Amazon) 

• SAML

• OpenID and other custom auth provider



Buffering data
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Learn big data with AWS Training and Certification

Visit aws.amazon.com/training/paths-specialty/

New free digital course, Data Analytics Fundamentals, introduces 

Amazon S3, Amazon Kinesis, Amazon EMR, 

AWS Glue, and Amazon Redshift

Validate expertise with the AWS Certified Big Data - Specialty exam or 
the new AWS Certified Data Analytics - Specialty beta exam

Resources created by the experts at AWS to help you build and validate data analytics skills

Classroom offerings, including Big Data on AWS, feature 
AWS expert instructors and hands-on labs



Thank you!
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