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Key observations on the evolving bot landscape

Introduction to recently released AWS WAF updates

Learn more about AWS WAF Security Automations

Insight into how Daemon Solutions built a customized security solution

Expectations



Related breakouts

SEC407-R: A defense-in-depth approach to building web applications

• Monday, Dec 2, 2:30 PM - 3:30 PM – Mirage, Events Center B1 Blue

• Wednesday, Dec 4, 5:30 PM - 6:30 PM – MGM, Level 3, Chairman's Ballroom 366

SEC334-R: Architecture best practices for DDoS resiliency

• Tuesday, Dec 3, 11:30 AM - 12:30 PM – Aria, Level 1 East, Josh

• Wednesday, Dec 4, 1:00 PM - 2:00 PM – Mirage, Antigua A

SEC333-R: Protect distributed web apps: AWS WAF & AWS Firewall Manager

• Thursday, Dec 5, 1:45 PM - 2:45 PM – MGM, Level 3, South Concourse 302

• Friday, Dec 6, 10:00 AM - 11:00 AM – Mirage, Antigua A
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Internet traffic

Good Bot

Bad Bot

Human



Benefits of good bots

Examples of Good Bots:

• Crawlers

• Scrapers

• Automation

• Testing/Quality 
Assurance

• Monitors



Good bot etiquette

✓ Use the API when available

✓ Self-Identify

✓ Follow robots.txt

✓ Respect meta tags like nofollow, 
noindex

✓ Meter requests 

✓ Cache data between requests



Bot attacks

Infrastructure Attacks

Distributed Denial of Service 
(DDoS)

• SYN Flood

• UDP reflection

• HTTP Flood

https://d1.awsstatic.com/whitepapers/Security/DDoS_White_Paper.pdf



Total number of attacks

Largest bit rate (Gbps)

Largest packet rate (Mpps)

Largest request rate (rps)

1,399,370

942

364

1,585,615



Bot attacks

Application Attacks

OWASP Top 10

• SQL Injection

• Cross Site Scripting (XSS)

OWASP Automated Threats

• Vulnerability Scanning

• Scraping

• Account Takeover (ATO)



Bot attack impact

Infrastructure Attacks

• Increased infrastructure costs

• Downtime and instability

• Manual intervention

• Lost income

Application Attacks

• Stolen Data

• Compromised Credentials

• Spam / Fake Reviews

• Loss of goodwill

• Financial repercussions



Simple bots

• Known Automation Tools

• Single Device/IP

• Missing or malformed 
request data



Advanced bot characteristics

• Executes JavaScript

• Generates valid 
fingerprints

• Mimics human interaction

• Emulates workflows

• Distributed widely

• Masks origin



Bot attack mitigation

Architecture

Alerting

DDoS Service

Web Application Firewall

+
Application

Configuration
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Our mission

Protect all service 
infrastructure and 

availability 
Make it easy for 

customers to 
implement security 

measures

Protect against the 
evolving internet 
threat landscape



Our services

AWS  
Shield

AWS WAF AWS 
Firewall 
Manager

AWS 
Shield 

Advanced



Our journey

Expanded AWS 

Shield Advanced 

to NLB and 

Amazon EC2

(2017)

Launched 

AWS Shield for 

volumetric bots

(2006)

Launched AWS Shield 

Advanced for 

additional network and 

application protection

(2016)

Expanded AWS WAF

to bots attacking 

ALBs (2016)

Launched                

AWS WAF for 

application layer 

bots

(2015)

Launched AWS 

Firewall Manager 

for AWS WAF

(2018)

Launched AWS 

Managed Rules 

for AWS WAF for 

more advanced 

bot protection

(2019)



What’s new in AWS WAF?

Write hundreds of rules

Document-based rule writing in JSON

Streamlined console and API workflow

New detection capabilities



AWS Managed Rules for AWS WAF

Set of rules built directly into AWS WAF

• Curated and maintained by the AWS Threat Research Team (TRT)

• Leverages security knowledge and threat intelligence gained within Amazon.com

• Primarily influenced by OWASP Top 10

Category Ruleset Description WCU

CRS Core Ruleset Based on OWASP Top 10 700

EXR Admin Protection Blocks common administrative access attempts 100

EXR SQL DB Predefined SQL injection rules on certain headers 200

EXR Linux Blocks path traversal attempts on Linux-based OS 200

EXR Known Bad Inputs Blocks well-known bad request indicators 200

EXR PHP Blocks PHP specific exploits 100

EXR WordPress Blocks WordPress specific exploits 100

EXR POSIX Blocks path traversal attempts on Unix-based OS 100

EXR Windows Blocks path traversal attempts on Windows-based OS 200

IP List Amazon IP Reputation List Blocks IP that is known to have bot activities 25



AWS Managed Rules for AWS WAF

Core Ruleset

SQL Database

Linux

Known Bad Inputs

PHP Application

WordPress

Unix

Windows

Amazon IP List

Admin Protection

1500

725



Layered approach to protection

AWS Shield

AWS Shield 

Advanced

Amazon 

CloudFront

AWS WAF

AWS 

Firewall 

Manager

AWS Region

VPC
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• Protects resources against DDoS attacks

• Automatic mitigation for network attacks





Public subnet

VPC
AWS Cloud

Availability Zone

Private subnet

Availability Zone

Network Load 

Balancer

Amazon EC2

Network 

access 

control 

list
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Use Amazon.com threat intelligence

AWS Managed Rules 
for AWS WAF

Amazon IP reputation list



Leverage external threat feeds

AWS WAF Security 
Automations

Known IP reputation list



AWS WAF Security Automations introduction

AWS 

CloudFormation

AWS WAF

Amazon S3Amazon 

Kinesis

Amazon 

CloudWatch

API Gateway

Whitelist

SQL Injection

Blacklist

XSS

HTTP Flood

Scanners & Probes

IP Reputation Lists

Bad Bots



WAF Security Automations: Simple to deploy

https://aws.amazon.com/solutions/aws-waf-security-automations/



AWS WAF Security Automations: Customizable templates



AWS WAF Security Automations IP Reputation lists

Amazon 

CloudFront

ALBAWS WAF

Lambda Amazon CloudWatch

Event



AWS WAF Security Automations IP reputation lists

{

"lists": [

{"url":"https://www.spamhaus.org/drop/drop.txt"},

{"url":"https://www.spamhaus.org/drop/edrop.txt"},

{"url":"https://check.torproject.org/exit-addresses", "prefix":"ExitAddress"},

{"url":"https://rules.emergingthreats.net/fwrules/emerging-Block-IPs.txt"}

],

"apiType": "waf",

"region": "us-east-1",

"ipSetIds": ["30b15e8a-f085-4555-a1c3-7abb156b9dac"]

}



AWS WAF Security Automations IP reputation lists

1

2

3

4



AWS WAF Security Automations IP reputation lists
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Prevent volumetric application attacks

If incoming traffic

Matches: Rate exceeds:

100 requests per 5 minutes

Block Allow



AWS WAF rate-based rules

25 rpm

10 rpm



AWS WAF Security Automations: Account takeover

CloudFront ALBAWS WAF

Amazon S3



Mitigate account takeover attacks



Detect bad bot behavior: Honeypot

CloudFrontAWS WAF

API Gateway

/application

/honeypot

robots.txt



User-agent: *

Disallow: /honeypot/

Detect bad bot behavior: Honeypot



Detect bad bot behavior: Honeypot



Managed Rules for AWS WAF



Use a Managed Ruleset from the AWS Marketplace



Bot mitigation vendors



Integrations for additional bot mitigation

CloudFront ALBAWS WAF

Bot Mitigation API



Layered approach to protection

AWS Shield

AWS Shield 

Advanced

Amazon 

CloudFront

AWS WAF

AWS 

Firewall 

Manager

AWS Region



© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Paul Campbell

Head of Delivery at Daemon Solutions



Retail
The Customer experience is paramount
But security is never a trade-off



Security is like an arms race



We need to be thinking two moves ahead



Building on AWS

CloudFront ALBAWS WAF



Key metrics

4,000
Over 5 minutes

10ms
Added to 

interested URIs 
only

$1-$5/day*
Normal day - price of a 

cup of coffee!

1 min
Max time to block 

malicious IPs



Things to consider
Cost, monitoring, speed of execution



Recap
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30+ free digital courses cover topics related to cloud 
security, including Introduction to Amazon GuardDuty and 
Deep Dive on Container Security

Learn security with AWS Training and Certification

Visit aws.amazon.com/training/paths-specialty/

Classroom offerings, like AWS Security Engineering on AWS, 
feature AWS expert instructors and hands-on activities

Validate expertise with the AWS Certified Security - Specialty 
exam

Resources created by the experts at AWS to help you build and validate cloud security skills



Thank you!
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