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Let's play
https://serverless.alienattack.ninja

Use your computer (it does not work on mobile yet)
Register yourself
Let the sound on

Start playing

Important: If you restart, your score will reset






Producer—consumer pattern at scale
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CEINEIS
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Related use cases

- Sales reporting

- Event reporting from beacons in intelligent retail stores
 Financial transactions reporting

- Event processing (mobile apps, loT)

- Gamification scenarios (where a scoreboard can be handy)
- Monitoring patient status in hospitals

 Tracking of news or social media posts

« And more



Alien Attack game requirements

Security Real-time

(RBAC) processing
Long_term Minimize

storage infrastructure

TCO



Message processing vs stream processing

Message processing

* The individual message is the unit of work
« Computation/processing per message
 Message occurrence can varies

« DLQ functionality built in

« Messages are deleted after consumption

* No need to track the position

Stream processing

The message stream is the unit of work
Complex computation on many messages
Constant stream of messages

No built-in DLQ functionality

Messages are available after consumption
until expiration

Each client needs to track the current
position in the stream
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Real-time" and “near-real-time”

Data loses value quickly over time

Time-critical decisions Traditional “batch” business intelligence

Information half-life
in decision-making

Value of data to decision-making

Preventive/Predictive

Actionable Reactive Historical

Real-time Seconds Minutes Hours BDEVS Months
Source: Perishable insights, Mike Gualtieri, Forrester



Why serverless?

No infrastructure provisioning, Automatic scaling
no management

Pay for value Highly available and secure







The implemented architecture
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Security layer
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Amazon Cognito

Simple and secure user sign-up, sign-in, and access control
for web and mobile apps
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Amazon Cognito
Flexible and fully managed application identity

. Amazon Cognito /

\ Secure & available
>

Adaptive  Compromised MFA 99.9% SLA
Auth Password DB

Extensible AuthN & AuthZ /

Lambda Amazon APl Gateway AWS

XS

ALB AppSync
Out-of-the-box support Out of the box support for
for open standards social federation
SAML OAuth2 0IDC

Google Facebook Amazon



Ingestion/Consumption Layer
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Mobile client
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J ] |: Amazon Kinesis

. Shards Client Library
Transactions i 1 MB/sec in e

2 MB/sec out
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Amazon Kinesis
Data Analytics

A 4

Ordered stream of
events supports

&

JC ) ) multiple readers Kinesis Data
Web logs/ Kinesis Data Firehose
cookies Streams
Durable, highly consistent
(S storage replica data Lambda

Connected ] across AZs
devices \



Processing layer
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Serverless applications

Event source Function Services (anything)

Changes in
data state
Python
Requests to Java
endpoints .NET Core
Go
Changes in Ruby

resource state

BYOL



L ambda execution model

Synchronous (push) Asynchronous
(event)

/order reqgs
Lambda Lambda
function function

Poll-based
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Storage layer
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Amazon DynamoDB

J)

Fully managed NoSQL Document or key-value Scales to any workload

“

Fast and consistent Access control Event-driven programming




Kinesis Data Firehose

Amazon Kinesis Agent .;

Kinesis Data Streams

Amazon S3

Amazon Redshift
Amazon CloudWatch Logs

Amazon Elasticsearch Service
(Amazon ES)

Amazon CloudWatch Events

AWS loT

splunk>

Other sources
(with integration)



AWS Cloud9

Cloud-based integrated development environment

Code with just a web browser

: Fully featured IDE

Build serverless applications

Collaborate in real time



#GoBuild

$ Manager

Your environment Workshop instructions

https://dashboard.eventengine.run https://alienattack.workshop.aws/



Learn serverless with AWS Training and Certification

Resources created by the experts at AWS to help you learn modern application development

(=
L E—— Free, on-demand courses on serverless, including
T Deep Dive: Lambda@Edge and Deep Dive on AWS Fargate

</> Additional digital and classroom trainings cover modern
\ application development and computing

adAWS training and

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. ~ >) certification



Thank you!

Fabian Da Silva

fabisilv@amazon.com
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