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Agenda

• AWS Certificate Manager (ACM) Topics – short presentation

• Hands-on workshop

• Live challenges

• Raffle



AWS Certificate Manager (ACM)

ACM makes it easy to provision, manage, deploy, and renew TLS/SSL 
certificates on the AWS cloud



Acronyms

ACM – AWS Certificate Manager

PCA or Private CA – Private Certificate Authority

CA - Certificate Authority

Cert – Certificate

CSR - Certificate Signing Request

CRL – Certificate Revocation List

ELB - Elastic Load Balancer

ALB – Application Load Balancer



Example: ACM with Elastic Load Balancing

• Public certificates requested with ACM

• Deployed on ELB

• ACM manages renewal and deployment
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Accessing private web apps in your intranet
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What is a Certificate Authority ?

Certificate Private and Public Keys

subject = {

'Country': 'US',

'Organization': ‘My Org',

'OrganizationalUnit': ‘My Dept',

'State': ‘New York',

'CommonName’: ‘*.myorg.biz’,

'SerialNumber':’ 0D AD DB AE 

7F’,

'Locality': ‘New York'

} 



ACM Private CA

Secure and managed 

private CA service

Manage certificates 

centrally

Enable developer agility

Pay-as-you-go pricing
Flexibility to customize 

private certificates

Subordinate CAs



Root CA hierarchies for ACM Private CA

Root CA and complete 

CA hierarchies

CA administrators can now create a complete CA hierarchy, 
including root and subordinate CAs, with no need for 

external CAs



Before ACM Private CA hierarchies

• Subordinate issuing CA with existing 
(external) intermediate and root CA
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ACM Private CA hierarchies

• Complete CA hierarchy, including root CA

• Third-party external CA is now optional
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Why create a CA hierarchy?

• Restrict access to the root CA

• Grant more permissive access to subordinate CAs

• Delegate subordinate CAs for different applications/groups

• Map your security root of trust needs for your organization structure



What can end-entity certificates identify ?

• TLS endpoints and resources – example: any HTTPS application 

• IoT devices

• Code signing certificates

• Certificates for signing OCSP responses



ALB Lambda

ACM Private CA

https://<dns-name-alb>.com

Invoke <html>…</html>

Certificate

The application:



Job Functions :

CA Admin

Application 

Developer

Security Admin

• Create and maintain CloudFormation templates 

that defines the CA Admin role and the Application 

Developer role. 

• The role policies define permissions that these job 

functions can perform.

• Responsible for creating and maintaining the 

certificate authority hierarchy consisting of Root 

and Subordinate certificate authorities

• Responsible for issuing certificates that can be 

used with an application.

• In this workshop, you will build a web app fronted 

by an ALB on which a private end entity certificate 

will be applied.



Identity Provider Federation

Identity provider

(IdP)

Security Admin role

CA Admin role

App Developer role



CA Hierarchy

Root CA

Subordinate CA 

End Entity Certificates



Visual steps



Quizzes

• Quizzes will be infused throughout the visual steps and 
GitHub instructions

• The correct answer and explanation will appear after 
answering and submitting the response

• Make sure to read explanations after each quiz to reinforce 
your learning



Workshop link

https://bit.ly/2qzpoDG



Live challenges



CA Hierarchy

• Use path length constraint to limit 
CA height

• Why should you reduce height 
when possible?



Inventory

What feature of ACM Private CA should I use to know about the inventory 
of issued and revoked certificates?



Inventory



Choosing CA validity period
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CA Hierarchy consideration

Necessary lifespan?
What if they get out?

How many certificates?
Over what time?

How to create separation?
Who should trust what?

Can I afford it?
What happens in this 

scenario?

Who needs access?
How often?

From where?



Hierarchy Design
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Thank you!
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