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What is Elasticsearch

Sometimes referred to as the
“ELK Stack” — Elasticsearch,
Logstash & Kibana

Distributed search and
analytics engine built on
Apache Lucene

Easy ingestion and
visualization

Developed in Java
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Source: TechCrunch survey of popular open source software from April'17



Agenda — Ingestion into Amazon Elasticsearch
Service

- Log Ingestion into Elasticsearch — The Why?

- The Collect-Transform-Buffer-Deliver(CTBD) Design Pattern -
The How?

- Demo
- AWS/Open Source Options for CTBD
- Q&A



Log Ingestion - Why
Why

100s to 1000s of servers
Emitting 10s of logs files each

Containing operational(errors, latency, etc.) and security data
(logins)

Need for scalable grep and aggregate
- And historical data access
- And corelated data



Machine data driving Elasticsearch growth

Machine-generated data is growing than business data Logs, logs, and more logs
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Source: insideBigData—The Exponential Growth of Data, February 16, 2017



https://insidebigdata.com/2017/02/16/the-exponential-growth-of-data/

Log Ingestion — How?

Ingestion: Moving logs from your servers to Amazon
Elasticsearch Service

- Collection via agents, logging, etc
- Syslog, Access Logs, etc.
- Transformation: Convert to a structured format
- Parse the data: eg <%{PoSINT:priority}>
- Transform the data: kv filter to extract key-value pairs
- Buffer: Batch before inserting
- Kinesis, Kafka, etc
- Deliver: Batch Load to Elasticsearch



@ Lab: Syslogand HTTP log ingestion
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Logs: Collect: Transform: Buffer: .
http Kinesis Agent Kinesis Data Firehose Kinesis Deliver




Log Ingestion — LAB

LAB : Ingest http logs onto elastic search



Log Ingestion — Key Thoughts

Ingestion : Moving logs from your servers to Amazon
Elasticsearch Service

- Collect, Transform, Buffer, Deliver pattern

- Many AWS/Open Source Options Available for each step
- Collect: Logstash, Beats, Fluentd, Kinesis Agent..
- Transform: Logstash, AWS Lambda, AWS Kinesis..
- Buffer: Kafka, Logstash, Amazon Kinesis, Amazon S3..
- Deliver: Logstash, AWS Lambda, Amazon Kinesis,..

- Visualize using Kibana



Collect

Kinesis Agent

.}

CloudWatch Logs Agent

Application

Beats

Buffer
S

=1P=

Kinesis Data Firehose

. §

CloudWatch Logs

Amazon S3

Amazon Elasticache/Redis

[ ala
NN

Logstash Kafka Rabbit MQ

Transform

Kinesis Data Firehose

, §

CloudWatch Logs

I.

Logstash

>
=

AWS Lambda

Deliver
S

=1P=

Kinesis Data Firehose

. §

CloudWatch Logs

AWS Lambda

Worker nodes






Thank you!

Bhaven Avalani and
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