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Agenda

Identity-based policies versus resource-based policies

Types of AWS Key Management Service (AWS KMS) master keys

Hands-on lab
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Identity-based policy

• Associated with AWS Identity and Access Management (IAM) 
identity or principal entity

• User, group, or role

• States what the particular IAM principal can or cannot do

AWS 
Organizations’ 
service control 
policy



Resource-based policy

• Associated with the AWS resource

• Such as

• Amazon Simple Storage Service (Amazon S3) bucket

• Amazon Simple Queue Service (Amazon SQS) queue

• Amazon CloudWatch Logs log group

• AWS KMS keys

• Allows for cross-account access

Amazon S3 
bucket



Comparison



Defense in depth
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Types of AWS KMS CMKs

Can view CMK 

metadata
Can manage CMK

Used only for my 

AWS account

Customer 

managed CMK
Yes Yes Yes

AWS managed 

CMK
Yes No Yes

AWS owned 

CMK
No No No



Quiz

• Which CMK allows for cross-account access?

• Which CMK allows you to control specific actions?

• Which CMK creates data encryption keys?

• Which CMK can you audit the use of?

• Which CMK costs $1 a month?



Hands-on lab

• Log in to AWS account

• Follow instructions from print out



Thank you!
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