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Agenda

The challenge: Unified customer experience, many microservices

The AWS toolbox

Common design patterns
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The customer wants …

Consistent authN/authZ 
experience

Consistent metering

Understandable throttling

service1.domain.com

service2.domain.com

OR

domain.com/orders

domain.com/cart



The developers want …

Autonomy

Agility

Easy to do things “the right 
way”



The security team 
wants …

Consistent security standards

Firewall rules

DDoS protection

Payload validation

AuthN/Z integration

Logging

Visibility
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Create a unified 

API frontend for 

multiple 

microservices

Authenticate and 

authorize requests 

to a backend

DDoS protection 

and throttling for 

your backend

Throttle, meter, 

and monetize API 

usage by third-

party developers

Amazon API Gateway



Websites

Services

API Gateway

API Gateway 

cache

Public

endpoints on 

Amazon EC2

Amazon 

CloudWatch 

monitoring

All publicly 

accessible

endpoints

Lambda 

functions

Endpoints

in VPC

Applications

and services

in VPC

Any other AWS 

service

Fully managed 

CloudFront

distribution
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Applications

and services

in the same

AWS Region AWS Direct

Connect

On-premises

HTTPS

Mobile client

Customer-managed 

Amazon CloudFront 

distribution

API Gateway: Architecture



Extensible AuthN and AuthZ:

AWS 

Lambda
Application 

Load 

Balancer

API Gateway

Built-in UI for applications

SPAWebAndroidiOS

Out-of-the-box support 

for open standards

SAML OAuth2 OIDC

Flexible and scalable API and SDK support

AWS SDKs

IonicVue

AngularNode JS React

iOS Android

MFACompromised 

password DB

   

Secure and available 

Adaptive 

auth
99.9% SLA

Google

Facebook Amazon

Out-of-the-box support 

for social federation

Amazon Cognito

Amazon Cognito



AWS X-Ray



✓ Constrains

✓ Security controls

✓ Parameter validation

✓ IAM assignment

✓ Tag enforcement

Standardizes best practices

JSON, YML, or 

Terraform

AWS product/service

AWS Marketplace

third-party products

Customer-created 

AWS-based solution

AWS Service 

Catalog

Admin

AWS Service Catalog



Amazon CloudWatch
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Single AWS account

AWS account

Region

API Gateway APIs

domain.com/path1

OR

sub1.domain.com

domain.com/path2

OR

sub2.domain.com

Microservice 1

Microservice 2

AWS 

Service Catalog

AWS X-Ray

Amazon 

S3

CloudWatch

AWS 

Certificate Manager

(ACM)

Amazon 

Cognito

AWS Identity and 

Access Management 

(IAM)

Amazon 

Route 53



Single AWS account

Benefits

Easier to get started

Shared networking topology

Shared API Gateway configuration

Throttling

Metering

Payload validation

AuthN/Z

Support for both subdomains and 
path-based routing

Central TLS certificate management

Complete X-Ray traces

Complete CloudWatch dashboards

Challenges

Large blast radius

Shared AWS service quotas

Blended costs for shared resources



sub2.domain.com

sub1.domain.com

Multiple AWS accounts

Microservice2 account

Region

API Gateway APIs

Microservice 2

AWS 

Service Catalog

X-Ray Amazon 

S3

CloudWatch ACM IAM

Route 53 Amazon 

Cognito
IAM

Microservice1 account

Region

API Gateway APIs

Microservice 1

X-Ray Amazon 

S3

CloudWatch ACM IAM

Organization account Security account

Amazon 

S3

CloudWatch IAM



Multiple AWS accounts

Benefits

Limited blast radius

Cost isolation

Complete X-Ray traces

Complete CloudWatch dashboard per 
microservice

Challenges

Multi-account strategy

Subdomain routing only (unless you 
add CloudFront)

Cross-account observability

Cross-service authN/Z

Cross-service API metering and 
throttling



Shared API Gateway account

AWS 

Service Catalog

Route 53 Amazon 

Cognito
IAM

Microservice1 account

Region

Microservice 1

X-Ray Amazon 

S3

CloudWatch IAM

Organization account Security account

Amazon 

S3

CloudWatch IAM

Microservice2 account

Region

Microservice 2

X-Ray Amazon 

S3

CloudWatch IAM

API Account

Region

API Gateway APIs

domain.com/path1

OR

sub1.domain.com

domain.com/path2

OR

sub2.domain.com

X-Ray

Amazon 

S3

CloudWatch ACM

IAM



Shared API Gateway account

Benefits

Shared API Gateway configuration

Throttling

Metering

Payload validation

AuthN/Z

Support for both subdomains and 
path-based routing

Central TLS certificate management

Reduced blast radius

Improved cost isolation

Challenges

Multi-account strategy

Full-service traces

Cross-account observability
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Free, on-demand courses on serverless, including 

Visit the Learning Library at https://aws.training

Additional digital and classroom trainings cover modern 
application development and computing

Learn serverless with AWS Training and Certification
Resources created by the experts at AWS to help you learn modern application development

• Introduction to Serverless

Development 

• Getting into the Serverless

Mindset 

• AWS Lambda Foundations 

• Amazon API Gateway for 

Serverless Applications 

• Amazon DynamoDB for Serverless

Architectures



Thank you!
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