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Migration — Current landscape

A

The public cloud
is becoming an
enterprise strategic
imperative

The “tire kicking”
has stopped

&

There is still work to
be done

Globally $2T is
dedicated to
maintenance and
keeping the lights on

Future-proof your
business

Move forward to realize
the opportunities to
grow, succeed, and
advance your
organization

Customers
need help

Where do | start?



Migration approach and questions
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Migration preparation Portfolio discovery &
& business case planning
« What are my current costs? * My CMDB is out of date
«  What is the cost to migrate?  What are my application

dependencies?

* | don't know my utilization or
what's running?

 What, how, and when should |
migrate?

L

Application design,

migration & validation

Different workloads require
different tools

How do | know an app migration
is complete?

How do | track progress without
slowing down?



Assessment — Develop a business case tor migration

. Delivers accurate data-driven
Log 1C recommendations to right-size and
right-cost compute

AWS Cloud Adoption Readiness
Tool (CART)




Readiness & planning
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AWS Migration AWS Application AWS Schema AWS Landing Zone AWS Control
Hub Discovery Conversion Tower
Service Tool



Migrations — Services for migrating servers, databases,
and applications
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AWS Server AWS Database VMware Cloud ATASS
Migration Service Migration Service on AWS Marketplace

(AWS SMS) (AWS DMS)



Migratio@ns — Services tor data transter
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AWS Storage  AWS DataSync AWS Transfer AWS Direct AWS Snowball Snowball Edge
Gateway for SFTP Connect



AWS Migration Tooling suppor

s all phases of the journey

Tools accelerate the migration process by providing guidance and automating steps.

Q] Assessment phase

Create an Assessment of the
on-premises infrastructure and
organization for cloud
readiness, and to build a case
for migration.

Decision Support

N
TSO Logic AWS

An AWS Migration Hub
Company
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Migration AWS
Readiness Application
Assessment  Discovery Service

Readiness and Planning

phase
Use Planning tools to address
gaps, identify dependencies

and strategies, and make
better migration decisions.

Decision Support
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Migration AWS
Portfolio Migration Hub
Assessment
. l_-‘
Migration A_WS_
Pattern Application
Library  Discovery Service

application.
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AWS AWS Service
Control Catalog
Tower

AN

AWS AWS
Datasync Transfer
For SFTP

Migration Automation & Governance

o

Automated AWS
Landing Migration Hub
Zone

Data & Storage Transfer
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AWS AWS
Snowball Kinesis Data
Firehose

Execute the Migration plan using the right tools, based on the strategy for each

Server & Database Migration

D By E

CloudEndure AWS Server  AWS Database

An AWS Migration Migration
Company Service Service
3 Party
Software &

Services
® B e
AWS Direct AWS \n/-

Connect Storage AWS
Gateway Marketplace
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AWS Migration Hub

Track the migration status of
your applications across multiple
tools in one place

Discover using Application Discovery
Service or import discovery data from
existing sources

Use the migration tools that best fit
your needs — AWS or Partner tools
integrated

Available to all AWS customers at no
additional charge

Migration Hub

| Dashboard

Tools

Migrate

Updates

Tools

Help & Support

@ Feedback (@ English

Dashboard Lastupdated: Oct 2, 09:18 AM C

Most recen ydated applications

Migrated applications over time

Privacy Polic Tarms of Use



How to perform discovery

Capture and visualize system inventory, performance, and dependencies

Import from
existing sources

Application Amazon Athena
Discovery Service

Capture
Agents Estimate EC2 costs
Data center (Windows/ ,
Linux) a A3 AWS Migration Hub
Discovery
connector Analyze discovery data
(vCenter) |_| \ 1
I3 AWS Migration Hub

/4 Amazon QuickSight
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Amazon QuickSi

Agent data

using Athena ana
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AWS Application
Discovery Service

AWS Migration Hub

S D

N—— Import Data
Other Sources
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Migration planning using Athena ana

Amazon QuickSi

Agent data

Q

1) Validate data completeness

AWS Application

Discovery Service 2) Analyze utilization metrics

3) ldentify running software

AWS Migration Hub 4) Analyze interdependencies

e
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S D

~— Import data
Other sources

5) Group servers into applications

6) Migrate and track applications




Application

Hosts & operating
systems

Network interfaces
Processes
System performance

Network connections

os_info_agent

Discovery Service database in Athena

processes_agent

sys_performance_agent

account_number
agent_id

G EINE
os_version
cpu_type
host_name
hypervisor
timestamp

account_number

agent_id
agent_assigned_process_id
is_system

name

cmd_line

path
agent_provided_timestamp

inbound_connection_agent

account_number
agent_id

source_ip
source_port
destination_ip
destination_port
ip_version
transport_protocol
timestamp

network_interface_agent

account_number

agent_id

name

mac_address

family

ip_address

gateway

net_mask
agent_provided_timestamp

account_number

agent_id
total_disk_bytes_read_per_sec_in_kbps
total_disk_bytes_written_per_sec_in_kbps
total_disk_read_ops_per_sec
total_disk_write_ops_per_sec
total_network_bytes_read_per_sec_in_kbps
total_network_bytes_written_per_sec_in_kbps
total_num_logical_processors
total_num_cores

total_num_cpus

total_num_disks

total_num_network_cards
total_cpu_usage_pct

total_disk_size_in_gb
total_disk_free_size_in_gb
total_ram_in_mb

total_free_ram_in_mb

timestamp

application_discovery_service_database




Operating system info in Amazon Athena

os_info SELECT OS name,
:;(;?]linitanumber COUNT (DISTINCT host name)
5= TEE FROM 0os 1nfo
os_version GROUP BY o0s name
cpu_type B
host_name
hypervisor

timestamp



Operating system info in Amazon Athena

os_info SELECT Os name,
:;Ce?]linitanumbef COUNT (DISTINCT host name)
5= TEE FROM 0os 1nfo
os_version GROUP BY o0s name
cpu_type i
host_name
hypervisor SRRl o
timestamp Linux — RedHat Enterprise Linux Server release 6.7 x86_64

WindowsOS - Windows 2003 Standard Server x64 R2 SP2

WindowsOS — Windows 2008 Enterprise Server x64 SP 1
WindowsOS - Windows 2012 Standard Server x64




Operating system info in Amazon QuickSight

WindowsOS - Windows 2008 Enterprise Server x64 SP 1
Linux - Red Hat Enterprise Linux Server release 6.7 (San...

WindawsOS - Wiridews:2003 'Staridaid Seiver ... —= WindowsOS - Windows 2012 Standard Server x64




to migrate
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Paths to migration

Rebuild Application
Refactor Architecture

for AWS AWS VM Import

Decommission
Org/Ops Change
37 Party Tools Impact Management

Do Not Move Lift and Shift Analysis Plan

Move the App (Minimal
Infrastructure Change) Determine. " * ® ® @

Design, Build AWS ® Migration Identify
Environment Process Ops Changes
. Manually Move Migration and Sianoff
1 App and Data UAT Testing g Operate

Discover, Migration Pat Application ~ Determine Plan Migration Tuning Cutover
Assess (Enterprise J Lift and Shift Migration Process o and Sequencing

Architecture and o o 3 Party Migration Tool
Applications) Vendor Move the

S/PaaS Application Manually Move App and Data
(if available) Recode App
Components

Refactor ®
for AWS Architect AWS Environment

Replatform and Deploy App, Migrate Data
ically legac
(typically legacy PY ® o

applications)

. Determine

Rearchitect Recode
Application Application




Migration tools integrated with AWS Migration Hub

With SMS, Import VM images from your
existing environment to ready-to-use
Amazon EC2 instances

AWS DMS helps you migrate databases to
AWS easily and securely

ATAMotion auto-migrates live workloads
directly to your VPC from any physical,
virtual or cloud source, without installing
agents.

CloudEndure Live Migration provides
automated migration to AWS from any
physical or virtual infrastructure

RiverMeadow Server Migration SaaS
provides high performance and secure
workload migrations into Amazon Virtual

Private Cloud (Amazon VPC) environments.

\:) AWS Server Migration

i Service

AWS Database Migration
- Service

ATAMotion

<] Endure

An AWS Company

o

AWS Migration Hub



What about account structure?

Project-based or P

line of business accounts
== 7
AWS Cloud @ />

Amazon 53 bucket AWS CodePipeline AWS AWS Single
Organizations Sign-0On

? (manifest file)

] & O

AWS Cloud AWS Core QU

Account AWS Service Parameter
baseline Catalog store

?

AWS Cloud >

Aggregate Security
? Account Amazon VPC Account CloudTrail Account cross-account
& baseline (network baseline and Canfig baseline roles
baseling) Logs

@ | &k

Amazon Amazon SNS
GuardDuty (security
[master) notifications)




Think about automation

How would | use a migration tool in the context of a landing zone?

@ 1A o

AWS Service Catalog AWS CloudFormation

1B 1C
1D

AWS Lambda

Account vending
machine

1E

AWS Lambda

CloudEndure
-

2A ) Endure

An AWS Company

Data center
servers

5,

Amazon Simple Storage

Service (Amazon S3)

N
atd

AWS Organizations

2B

New AWS Account 1
!

N\
e
CloudEndure User




ot just lift&s
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A simple example...

8&%

Users

| AWS Cloud

Elastic Load Balancing

Amazon EC2

Amazon EC2




Why not containers? The AWS Fargate model

8&%

Developers

Users

Amazon Elastic Container
Registry (Amazon ECR)

Application Load Balancer

K5 - " o
) XN
L <> [E
Example
AWS CodeCommit AWS CodePipeline  AWS CodeBuild application
image

—————————————————————————————————————————

Example Application

AWS Fargate

Service

Deploy

K_7
=)
o N

Amazon Relational
Database Service
(Amazon RDS)




Considerations for migrating to containers

Code

Completely isolated
(single process)

Moderate

Difficult

Somewhat isolated
(multiple processes)

Self-modifying
(e.g., actor model)

Configuration

One file

Several files

Anywhere in file system

Data

Served in single space

Saved in several places

Anywhere in file system

Secrets

Static files

Network

Dynamic generation of
certificates

Network

HTTP, HTTPs

TCP, UDP

IPSEC, highly isolated

Installation

Packages, source

Installer and understood
configuration

Installers (install.sh)

Licensing

Open source

Proprietary

Restrictive and
proprietary




zation leads
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Operate and Optimize

Now the fun begins

- Ensure application performance Experiment

« Look to proactively monitor your
application end-to-end

« Track metrics, collect and monitor log files

- The goal is to resolve issues before they
Impact your customers

Feedback

Fine tune your application — Always evolve

It is an iterative process

« Think about scalability



NA

3: National Australia

Bank

« 160 years old

« 30,000+ employees

e 9m customers

« Australia’s largest business bank

« ~2,100 applications

« ~717,000 servers



NAB was facing a number of challenges
“How do I..."

‘Reduce business risk by retiring technical debt at speed?
-Migrate workloads fast enough to meet our goals?
{g} ‘Transform my customer experience and product development cycle?
0o —5
‘Avoid “re-inventing the wheel” for cloud operations?

-Prevent ops from being a brake on realizing cloud benefits?



L esson 1: Be strategic
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Cloud first strategy

Fully leveraging AWS
innovation

Microservices and APIs

Smaller, reusable, cost-effective
building blocks

_

Data as a differentiator

Make it easier for our bankers
and customers



Lesson 2: Think big

30 apps in 50 days » Lower business criticality

* Nonmaterial workload
=I » Application active

|CE—_ » Hosted internally

» Registered in CMDB

* Application has an owner

Lesson learned: Understand your applications...Remember it is a two-way door



Lesson 3: Build the security in

Build guardrails
Understand dependencies
Continuous compliance
Deputy

Integration is complex!

HIP Account
Provisioning

Process

DevSecOps

Team

Publisher
Account

Amazon SNS

Amazon Config
& Dashboard

Proactive Reactive

CloudFormation @‘

| EventBus sharing
events across
AWS accounts

CloudWatch

Ruleset

a Deployment

. Ruleset

Deployment

Asset
Account

—

Amazon
EventBus

Ruleset

Ruleset

Amazon
Config
Service

Lesson learned: This should have been started earlier




| esson 4: Remove the bottlenecks

* Firewalls, firewalls, firewalls!
« Teams own the outcome

« Migration tools

« Data has gravity

Lesson learned: Implement application dependency mapping NOW



Lesson 5: Expand migrations
Provide guidance to teams on their migration approach

RE'I_'E(EDSI-EI- I‘g" gESRE RE-HOST FOR RE-PLATFORM
CURRENCY MASS MIGRATION FOR
OUT OF THE PACKAGED
N/N-1 DATACENTER APPLICATIONS

Lesson learned: Guide teams early

RE-ARCHITECT
TO FOCUS ON
CUSTOMER
VALUE



Lesson 5: Expand migrations
Spot fleet

Lesson learned: Be clear about your priorities... Set a BHAG




| esson 6: Think outside the box
L otus Notes to AWS Lambda

B&%

aws
AWS Lambda
d ]
@ re|§)osit?)ry

AWS Cloud9 Amazon S3 AWS Lambda

package bucket Application
Load
Balancer

AWS Lambda

Lesson learned: Remember business benefit



Lesson /: Automate delivery

* Developer experience

 Platform team

NEF

NAB Engi '
Fou?,%';'teigﬁ,'"g e Compliant CI/CD (JTE)

* Application templates

« Standardized approach

Lesson learned: Standardized can help with velocity



Migration summary

422 apps in
cloud

* EXxecutive support
* Application analysis

70 i
+ Think big dovd

 Cloud education

Targeted roles 30 apps in

cloud




Where are we now?

4 * Authorized AWS training partner
« 5,000+ AWS-trained in AWS

* Largest number of AWS-trained engineers in

Australia/New Zealand

« 400+ applications in the cloud



Related breakouts

ENT218 - Executing a large-scale migration to AWS
ENT304 - Build a migration factory with CloudEndure and Migration Hub
ENT319 - Migration to AWS: A foundation for enterprise transformation
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AWS Training and Certification for the enterprise

Resources to help your organization build cloud skills and achieve business objectives

\ OO Cost savings OQ Staff ié Operational Business
$ O (TCO) 9 /33 productivity ‘!\ 7/ resilience agility
omprene : developme DS Or broad clouc s
o— = =T O
"> | ,%——‘, =1 ‘| .
_\l e — %:} \Q_ = | ) (@%fl
Digital training Classroom training AWS Certification Enterprise resources Talent pipeline

adAWS training and

. © 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. ~ >) certification




AWS customer enablement
Migrate and build faster in the cloud

AWS Professional Services
Accelerate your business outcomes
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o A §upport @ " AWS Managed Services
Break-fix, issue resolution, and () ¢ \ Operate your AWS infrastructure on your behalf
proactive guidance Nt I
AWS 1Q / AWS Training and Certification
On-demand help from AWS & g& Build skills and validate expertise
certified third-party experts ' a

- -
S=—a -

APN Partners
A global network with deep AWS expertise
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Thank you!

Carmen Puccio Andrew B

Twitter - @CarmenAPuccio andrew.bry
https://au.l
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