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Related breakouts

EUC321 - Getting started with Amazon WorkSpaces Linux

CON320 - CI/CD pipeline integration using AWS native tools

DOP202 - Implementing GitFlow with AWS tools

NET333 - Building hybrid architectures with AWS Transit Gateway, AWS
Direct Connect, and VPNs

NET412 — Become an AWS VPN and AWS Direct Connect expert






A familiar story

« Already using version control systems on premises
- Want to use the cloud but don’t want to move their code

« Or want to move their code, but information security
teams won't let them






Source code



Source code

- The design of your systems and software

- High level for readability

 Business logic

« Valuable intellectual property



Building code



Building code

Who remembers builds
that took days?



Building code

- Translation of higher-level source code into what a
Drocessor can run

- The higher-level the language, generally the slower the
compiler is

- Using the cloud has changed how we build software



Containers
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Why containers?




Application environment components

A
o
Runtime . Code
engine
Dependencies .l Configuration
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Docker container image

Read-only image that is used as a
template to launch a container

Start from base images that have your
dependencies, and add your custom ;
— | References

code
parent

S ._|image
Docker file for easy, reproducible builds “

Base image






Development cycle

E-

</>

Source Build >> Test >> Deploy
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AWS CodeCommit AWS CodeBuild AWS CodeBuild + AWS CodeDeploy
third party
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AWS CodeCommit §j7

 Fully managed source control service with encryption at rest and in
transit that hosts secure Git-based repositories

Supports all Git commands and works with your existing Git tools

 Highly scalable, redundant, and durable architecture

« Serverless — no servers needed to run

- No public repositories
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AWS CodeBuild

- Fully managed continuous integration service that
compiles source code, runs tests, and produces software
packages that are ready to deploy

VAV

 Scales up and down automatically to meet your build
volume

- Charged based on the number of minutes it takes to
complete your build



Development cycle
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Source Build >> Test >>Package
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AWS CodeCommit AWS CodeBuild AWS CodeBuild + Amazon Elastic
third party Container Registry
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Amazon Elastic Container Registry

 Fully managed Docker container registry

- No software to install and manage or infrastructure to
scale

- Highly scalable, redundant, and durable architecture






What are we going to talk about?

What are the options for connectivity?

Where does AWS PrivatelLink help?

The quick version!



Connecting from where you are to AWS

@ Internet

.
?

AWS Site-to-Site VPN

?_ﬁ: AWS Direct Connect

(s AWS Client VPN




AWS Site-to-Site VPN

IPsec tunnel 1 - Primary

<4 >
@I IPsec tunnel 2 - Secondary @ On prem 15€5
I Ll >
The Internet
Virtual Private IPsec tunnel over Customer
Gateway the Internet Gateway

VGW cGW



| et's talk about AWS PrivatelLink

e Customers have many VPCs

« Need private connectivity between VPCs

« Access to AWS services through private IPs
« Desire to limit/remove the need for IGWs

\ :
QL.




ow it works for AWS services

Consumer \V/x@ AWS

us-east-1T

service
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VPC endpoints

Endpoints > Create Endpoint

A VPC endpoint allows you to securely connect your VPC to another service. An interface endpoint is an elastic network interface (ENI) that serves as an
entry point for traffic destined to the service. A gateway endpoint serves as a target for a route in your route table for traffic destined for the service.

Type: Gateway

com.amazonaws.us-east-2.dynamodb amazon Gateway

com.amazonaws.us-east-2.ec2 amazon Interface i

com.amazonaws.us-east-2.ec2messages amazon Interface

Type: Interface

com.amazonaws.us-east-2.elasticloadbala... amazon Interface

com.amazonaws.us-east-2.kinesis-streams amazon Interface Interface

Interface

com.amazonaws.us-east-2.s3 amazon Gateway Gateway
Interface

com.amazonaws.us-east-2.servicecatalog amazon Interface

Interface

com.amazonaws.us-east-2.ssm amazon Interface

* Required (o=T)\=- 'l Create endpoint



Control access from your V

VPC endpoint policies

« Access based on IAM users and roles

« Must contain principal

@

« Supported by AWS CodeBuild and AWS CodeCommit

Attach a security group

Group ID Group Name VPC ID Type

sg-07f002166320... CodeBuildAccess vpc-3abeTboc EC2-VPC
sg-fb16c18c default vpc-3abeTboc EC2-VPC

Security Group: sg-07f0021663201211f
Description Inbound Rules Outbound Rules

Edit rules

Type (i Protocol (i Port Range (i Source (i

Al TCP TCP 0 - 65535 10.100.0.0/24

Description

Access to Code Build

default VPC security group

Description (i

Access from Dev Subnet

Restricting subnet access
to endpoints



Private connections to AWS services

You can access CodeBuild, CodeCommit, CodePipeline over VPC
endpoints powered by AWS PrivateLink

§3>— CodeCommit

E CodeBuild é-l‘_?lb
Internet

T CodePipeline

us-east-1

“Securely Access Services Over AWS PrivateLink” available at https://d1.awsstatic.com/whitepapers/aws-privatelink.pdf



°N to VPC endpoints

Interface VPC endpoints

;. IPsec tunnel 1 - Primary

5 ® ’ |
(S IPsec tunnel 2 - Secondary @ On prem 15€5
/> R IR 4 | >
§jﬂ The Internet
Virtual Private IPsec tunnel over Customer
Gateway the Internet Gateway

VGW cGW



We have IP routing.

What about DNS?



Amazon Route 53 Resolver

IPsec tunnel 1 - Primary

i ' . .
c3 @ IPsec tunnel 2 - Secondary % On prem 15€5

§E The Internet
<
Conditional

forwarding for
private zones

Amazon Route 53 endpoint



AWS Direct Connect

____________________________________

AWS Region
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AWS Direct Connect gateway

One private VIF - many VPCs across Regions
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AWS Direct Connect gateway

One private VIF = many VPCs across accounts
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AWS Direct Connect gateway

One transit VIF > many VPCs
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VPN with AWS Transit Gateway

IPsec tunnel 1 - Primary
< >

IPsec tunnel 2 - Secondary @ On prem 1S5

gy
The Internet
3] Transit GW IPsec tunnel over Customer
the Internet Gateway
CGW

Shared services VPC



AWS Direct Connect with VPN
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The AWS Client VPN
AmazonS3 _Amazon Internet

[E gjl] ) Cllent VPN e ° Cl|ent

— endpoint
= Attachment TLS-based tunnel User with open
On premises to Amazon over the Internet VPN client

VPC



IPsec Tunnel 2- Secondary @ On premlses
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The internet

Further sessions e

. IPsec tunnel over Customer
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to Amazon over the internet VPN Client
VPC

NET333 — Building hybrid architectures with AWS Transit Gateway, AWS
Direct Connect, and VPNs

NET412 — Become an AWS VPN and AWS Direct Connect expert
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AWS CodeBuild

- Fully managed continuous integration service that
compiles source code, runs tests, and produces software
packages that are ready to deploy

VAV

 Scales up and down automatically to meet your build
volume

- Charged based on the number of minutes it takes to
complete your build



AWS Code

Build and Amazon

eeeeee

-lastic Container Registry

AWS CodeBuild Amazon Elastic Container
Registry

| |
AWS PrivateLink AWS PrivateLink




AWS Code

Build and Amazon
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-lastic Container Registry
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A more realistic flow

Developer writes some code and pushes it to a Git repository such as
AWS CodeCommit

Git push

N
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A more realistic flow

- AWS CodePipeline is notified of the commit

CodeCommit Source

b, Action
</>

</>



A more realistic flow

« AWS CodePipeline uses AWS CodeBuild to build Docker image

CodeBuild action

AVAW )
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A more realistic flow

« AWS CodeBuild pushes image to Amazon Elastic Container Registry

Docker push




A more realistic flow

- An on-premises Docker server (such as Kubernetes or plain Docker) is
used to deploy the new container

Docker pull

—
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Learn DevOps with AWS Training and Certification

Resources created by the experts at AWS to propel your organization and career forward

</> Take free digital training to learn best practices for developing,
\ deploying, and maintaining applications

3__!1 Classroom offerings, like DevOps Engineering on AWS,
= feature AWS expert instructors and hands-on activities
VeV

Validate expertise with the AWS Certified DevOps Engineer - Professional

p Y
‘/\A ‘ | or AWS Certified Developer - Associate exams

adAWS training and

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. ~ >) certification



Thank you!
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