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"Life imitates art far more than art imitates life"
- Oscar Wilde, 1889



algorlthms algorlthms
"Life |m|tates>4(far more than é#:;mltates life"






“Algorithms imitate life far more than

life imitates algorithms”
- Somebody, probably



Back in high school. ..






















Amdahl's Law, Universal Scalability Law

You can parallelize a system up to the point where
contention becomes the bottleneck
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Goodput vs throughput
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Servers are too optimistic
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Clients retry
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Amazon EC2
Auto Scaling



Understand tipping points
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Avoid brownout by
rejecting excess load

Chapter one

/ N

Dependency Avoiding queue
isolation backlogs
Prevent one Prevent a backlog
dependency from from extending
affecting unrelated recovery time

functionality

Operating

Quickly diagnose
and mitigate issues



Cheaply reject excess work
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Don't waste work



Timeout wasting work

Client Server




Timeout wasting work

Client Server

(client timeout)



Timeout wasting work

Client Server

(server keeps working)




Layers of waste

Client Server Server Server
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Server(less?)-side timeouts in Lambda

aWs Services v  Resource Groups ~ % Al

Lambda Functions TimeoutExample ARN - arn:aws:lambda:us-west-2-

TimEGutExample Throttle || Qualifiers w || Actions v |

Configuration Monitoring

Basic settings
Description
Demonstrates server-side timeouts to avoid wasted work

Memory (MB) Info

Your function is allocated CPU proportional to the memory configured

Timeout Info

0 min

Oregon ~

Support ~

function:TimeoutExample

128 MB

v | Test |




Server-side timeouts

Client Server

(server stops after timeout)

(minimized waste)



Better, still not great
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(Un?)Intended consequences?

Expensive requests? Slow dependency?



Bounded work

Input size validation
Pagination

Checkpointing



Checkpointing




Checkpointing




Checkpointing




Bounded work



Don't take on too much work



Degrading performance with load

Latency VS throughput m EC2 instance contents
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Degrading performance with load

Latency v throughput m EC2 instance contents
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Degrading performance with load

Latency v throughput ﬁ EC2 instance contents
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Degrading performance with load

Latency vs throughput ﬁ EC2 instance contents

vCPUs

B @

EBS volume Elastic network
Interface

Latency

Throughput



Fixed resources per unit of work

Lambda execution
environment



Fixed resources per unit of work

environment



Fixed resources per unit of work

A A

Request’ Requestz

Lambda execution Lambda execution
environment environment

(only work on one thing at a time)



Fixed resources per unit of work

A A A

Request Requestz Request3

Lambda execution Lambda execution Lambda execution
environment environment environment

(only work on one thing at a time)



Fixed resources per unit of work

A A A

Request4 Requestz Request3

7 T~

Lambda execution Lambda execution
environment environment

(only work on one thing at a time)

Lambda execution
environment



Workload isolation means predictable performance

Latency vs throughput Lambda function resources
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Workload isolation means predictable performance

Latency vs throughput Lambda function resources
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Workload isolation means predictable performance
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Don't take on too much work



| 0ad sheading recap
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Reject excess load Don't waste work Do bounded work Don't take on
extra work
Keep latency low for the Wasting work Make scaling more Give the same resources

work you take on reduces throughput predictable and testable to each request
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Running out of concurrency



Application bottlenecks

ﬁ EC2 instance contents
Not pictured:

« Application thread pools ﬁ ﬁ ﬁ ﬁ

* File descriptors

vCPUs
 Ephemeral ports —
C 2
EBS volume Elastic network

Interface




Concurrency, visualized

Client




Concurrency with low request rate, low latency

Client Server

I:l (concurrency == 1)
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Concurrency increases with arrival rate

Client Server




Concurrency increases with latency

Client Server

| (max: 3)




|ittle's Law

concurrency = arrival rate X latency



concurrency = arrival rate X latency



Cash Check






BANK

Service
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CACHE

Cache

Database










Dependency isolation
within AWS Lambda



| ambda architecture*
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| ambda architecture: Cold invoke

B Aws cloud
fQ O\ 1. Invoke e 2. ReserveSandbox e 3, ClaimSandbox .
& » 1 | 1 | i
Frontend Worker manager Placement

Users

5. Init
4. CreateSandbox
6. Invoke

............

Workers




| ambda architecture: Warm invoke

B Aws cloud

1. Invoke | = | 2. ReserveSandbox ... 0

rQO\ > 1 >3 E I
T L { ] W

Frontend Worker manager Placement

Users
3. Prepare
4. Invoke
I S -

Workers




Warm invoke

Placement

Worker manager

Frontend




Cold invoke

Frontend

Worker manager

_—

Placement

e




Concurrency from warm invokes

Frontend

Worker manager
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Max concurrency == 1



Flipping modes to cold invokes
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Worker manager Placement
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Concurrency limits

Frontend

Worker manager

Placement

Concurrency limit ==
(thread pool size,
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Approaching concurrency limits
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-xceeding concurrency limits

Frontend

Worker manager

Placement

I
I
I
—
: I
I
—
I
—

e
e
|
o
—d
l




Worker manager behavior

- Automatically scale
- Spread out increases in traffic to other worker managers
Favor reusing existing sandboxes over creating new ones



Worker manager behavior

- Automatically scale
- Spread out increases in traffic to other worker managers
 Favor reusing existing sandboxes over creating new ones
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warm start > cold start



lsolating concurrency

Frontend

Worker manager

Warm invokes only

Placement

Cold invokes only




lsolating concurrency

Frontend
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Worker manager

|

Placement
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lsolating concurrency

Frontend

|

Worker manager

|

Placement
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Cold start retried on
a different worker

manager




lsolating concurrency
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Dependency isolation: Wny?

/ 1\ @/ '\
Isolate Protect against

unrelated APIs modal behavior



API isolation: How?

4

Amazon APl Gateway Lambda per-function
per-API throttling concurrency controls



Modal behavior protection: How?

/ N\
@ API Gateway Per-function
throttling concurrency
!
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B3asic chat architecture
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“Hi" I /
Alice L]y LELES table
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/ IND Chat queue Chat service o E%
= Gateway L] | —
i Bob Groups
endpoint i
Bob 4 table

https://github.com/aws-samples/simple-websockets-chat-app



Business as usual

28

Endpoint
Users

______________________

'[>]ll«] SQS queue I

Chat service
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Surge in traffic

______________________
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Chat service




Surge subsides, backlog remains

Chat service

______________________




|deal customer experience?



(Un)ldeal customer experience?

Alice Bob

“The meeting is at 3:00"
1:00

HO k"

o

2-45 “The meeting is rescheduled”

o e

o[[l«] SQS queue STE

5:15




Queue backlogs are bad



FIFO

(First In, First Out)

Producer \

Newest

:| (huge backlog slows all messages)

Oldest

Consumer —



FIFO

(First In, First Out)

Producer
\

Newest

Oldest

Consumer —

LIFO

(Last In, First Out)

Producer
/

Oldest



LIFO

(Last In, First Out)

Producer
/

(huge backlog slows old messages) |:

Oldest



Making FIFO behave LIFO



°riority queues

Chat
service

High-priority queue Low-priority queue

(check here first) (check here when “high” is empty)



Priority is not known upfront

Chat
service

(Enqueue)




Priority is not known upfront

Chat
service

(Enqueue)




Move old messages to low-priority queue

Chat (Process)

. >
service
(Receive) \%ﬁmeue)
l«] High priority olll¢] Low priority




Time to Live (TTL)

loT service

High-priority queue (Just delete old messages)



Lambda Functions AsyncErrorHandlingExampleFunction Edit asynchronous configuration

Edit asynchronous configuration

Retries

Maximum age of event Info
The maximum amount of time to keep unprocessed events jn the queue.

Retry attempts
The maximum number of times to retry when the function feturns an error.

After 5 minutes or 3 failures,
move to a different queue

Dead-letter queue

Dead-letter queue service Info
You can send unprocessed events from af asynchronous invocation to an Amazon SQS queue or an Amazon SNS topic.

Amazon SQS v

Queue

The name of the queue or topic.

process-later-queue v C




Backpressure (throttling)

Chat service

——————————————————————————————

8 % : : . O
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Backpressure (throttling)

Chat service




(throttled)

Backpressure (throttling)

_____________

Chat service




Priority queues + throttling:

Best of both worlds?

Chat
service

Chat service




Shutfle-sharding



Under the hood: Lambda async



Lambda async

B Aws cloud

1.

Invoke async

/Q&O\

Users

Application
Load Balancer

|

LLLLI
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L

Frontend

2. Enqueue

®

>

allk

3. Receive

Async queue

5. Delete

Poller

4. Invoke




Lambda async




Lambda async




. ambda async (this is not what happens)




Queue per workload
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Queue per workload
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Polling is not free
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(many more queues)



Shutfle-sharding



Shuttle-sharding

alls

alls

allk

allk

(fixed number of N queues)



Shuttle-sharding

(fixed number of N queues)

>

(map each workload to K queues)

o



Shuftle-sharding: Enqueue
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Shuftle-sharding: Enqueue
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Shuttle-sharding:

Busy workload




Shuttle-sharding:

Busy workload




Shuttle-sharding:

Busy workload




Shuftle-sharding: Magical resource isolation

x

shardsize!

NS
(@

Inodes|!



Shuftle-sharding: Magical resource isolation

Nodes =8
Shard size =2

Overlap % workloads




Shuftle-sharding: Magical resource isolation

Nodes =100
Shardsize =5
Overlap % workloads

/7%
21%
1.8%

0.06%
0.0006%
0.0000013%




Isolate busy workloads

@ (isolate busy workload)
| >!i|4i




Avoiding queue backlogs

« Backlogs build quickly, introduce modes




Avoiding queue backlogs

- Backlogs build quickly, introduce modes
 Auto Scaling and Lambda react quickly

)
ST
\ 2

Amazon EC2
Auto Scaling

I\

AWS
Lambda




Avoiding queue backlogs

Backlogs build quickly, introduce modes
 Auto Scaling and Lambda react quickly
Priority queueing emulates LIFO

Chat
service

/N

High priority  Low priority



Avoiding queue backlogs

Backlogs build quickly, introduce modes
 Auto Scaling and Lambda react quickly

Priority queueing emulates LIFO

Move old messages to low priority

Chat
service

/ \

High priority  Low priority




Avoiding queue backlogs

Backlogs build quickly, introduce modes
 Auto Scaling and Lambda react quickly

Chat
Priority queueing emulates LIFO service
Move old messages to low priority
Message TTLs for stale information / \

(delete)

High priority



Avoiding queue backlogs

Backlogs build quickly, introduce modes
» Auto Scaling and Lambda react quickly (throttled)
Priority queueing emulates LIFO

Move old messages to low priority
Message TTLs for stale information E %

« Apply backpressure

y _JOIK

Queue



Avoiding queue backlogs

Backlogs build quickly, introduce modes
« Auto Scaling and Lambda react quickly
Priority queueing emulates LIFO
Move old messages to low priority
Message TTLs for stale information
« Apply backpressure
« Surge queue excess traffic




Avoiding queue backlogs

Backlogs build quickly, introduce modes
« Auto Scaling and Lambda react quickly
Priority queueing emulates LIFO
Move old messages to low priority
Message TTLs for stale information
« Apply backpressure
« Surge queue excess traffic

- Shuffle-sharding for isolation
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Quickly diagnose
and mitigate issues



AWS X-Ray tracing

ServerlessChatRoomLogin

Cliznts

[y

m
]
i

L]

m
]

i

L]

m
]

i

‘a\rﬂ 1788

0.5 tmin

ServerlessChatRoomLogin
AWS:-Lamboa

AWS:Lambda-Funclion

AWSE L

AWS:-lambda

dpigatewaymansgemantap

AWE apigaEnEymanagenensgl

1 ambda Fuaciion

AWE:Lambda-Funclion
AWs:Lambda

AWS:LamhdaFuaciion

AWSELambada

Service details

Name: ServerlessChatRoomLogin

Type: AWS:Lambda

Response distribution

Click and drag to select an area to zoom in on or use as a
latency filter when viewing traces.

a 1.0s 2.0s 3.0s 4.0z

Response status

Choose response statuses to add to the filter when viewing
traces.

Bl OK: 75% Error: 25%

Bl Fault 0% Il Throttle: 0%




Q, 1-5c8dTfba-b3b2ae429da8149f3=47df66

Traces » Details

Timeline Raw data
Method Response Duration Age ID
- 200 309 ms 5.3 min (2019-03-16 22:59:06 UTC) 1-5c8d7iba-b3b2aed29dasg149f3e4 7df66

Name Res, Duration Status 0.0ms 50ms 100ms 150ms 200ms 250ms 200ms A50ms
|

* serverlessrepo-simple-websocke-5endMessageFunction-RYQXLHHEMES 2ws:Lambda

senerlessrepo-simple-websocke-SendMessageFun 200 306 ms e
v serverlessrepo-simple-websocke-5endMessageFunction-RYQXLHHB00ES 2ws:Lambda::Function
senerlessrepo-simple-websocke-SendMessageFun - 300 ms |

DynamoDB 200 79.0 ms Getttem: simplechat_rooms
apigatewaymanagementapi 200 199 ms PostToConnection
apigatewaymanagementapi 200 200 ms PosfToConnection
apigatewaymanagementapi 200 1989 ms PosfToConnection
apigatewaymanagementapi 200 200 ms PosfToConnection

¥ DynamoDB AwWs::DynamoDB: Table (Client Response)
serverlessrepo-simple-websocke-SendMessageFun 200 79.0ms 22222 Getltem: simplechat_rooms

v apigatewaymanagementapi AWS:apigatewaymanagementapi (Client Response)
senverlessrepo-simple-websocke-SendMessageFun 200 199 ms G, PostToConnection
senverlessrepo-simple-websocke-SendMessageFun 200 200 ms 5 PosiTotomeciion
senverlessrepo-simple-websocke-SendMessageFun 200 199 ms 5 Posocomeciin

e [ — [P g r— P O e e e o o e e e o e e e e o e e e omm e e o e o e e o e e e o o o e e oam o e e o e o e o e e o o



Amazon CloudWatch insights

faws/lambda/serverlessrepo-simple-websocke-SendMessageFunction-RIQXLHHE00ES 2019-03-14 (17:25:00) - 2019-03-14 (17:26:00) -

fields gtimestamp, Smessage
sort @timestamp desc
limit 2@

Sample queries Have feedback? Email us.

Logs Visualization

Distribution of log events over time

4710
SUl

H

: [@itimestamp : fimessage

2819-83-14 17:25:55.841 ND Requestld: eeed4e529-e2de-47c9-3988-60808838abee

2819-83-14 17:25:55.841 REPCORT RequestId: 529-g2de-47C9-3908 - 60202838088 2124.81 Billed ion: Memory o H MB Max Memory
2819-83-14 17:25:55.848 REFORT RequestId: 74ec9cb3-@aad-4676-bdle-S@pafl79936¢c 2124.98 Billed Memory 7 MB Max Memory
2819-83-14 17:25:55.848 END RequestId: 74e59cb3-faad-4676-b4le-Se@afl79936c

2819-83-14 17:25:55.839 ND RequestId: bc247ead-25ac-4dbe-abe4-2734C3638770

2819-83-14 17:25:55.839 REFORT RequestId: bc247ead-25ac-4dbé-abe4-2734c363877h ion: Billed on: vy { H MB Max Memary
2819-83-14 17:25:55.836 REFORT RequestId: 4832des6-6fcl-42d9-a7ed-33aleed61d8l Billed 22 Y 7 2 MB Max Memaory
2819-83-14 17:25:55.836 END RequestId: 4832degg-&5fcl-42d9-a7ed-33aleelsldEl

2019-83-14 25:55.838 ND RequestId: e9ccbe7l-fd7e-4b4c-aabg-9dfdeeas3gez

2819-83-14 25:55.838 REPORT RequestId: e9ccbe?l-fd7@-4b4c-aab8-9dfdesas3382 2493.68 Billed ion: ¥ o H MB Max Memory
2819-83-14 :25:55.828 REFORT RequestId: B67877b5-62fb-4fEB4-3c@3-c98scecdsab2 2492.74 Billed Y z MB Max Memory
2819-83-14 25:55.828 ND RequestId: 267377b5-62fb-4f24-ace3-c9eccecdesb2

2019-83-14 25:55.,828 REPORT RequestId: e49blare-Sfce-48b5-9cbs-2cdocoefadsl i 2111.49 Billed i M - 7 ME Max Memary
2819-83-14 25:55.827 END RequestId: 249bl1a?6-5fce-48b5-9ch5-2cdccaefadsl

2819-83-14 17:25:55.825 REFORT RequestId: d957fob7-731f-4f4c-bfde-cadlafefodd2 2183.67 Billed i Y 7 MB Max Memory
2819-83-14 25:55.825 ENMD RequestId: d957f9b7-731f-4f4c-bfde-cadlafefodd2

2819-83-14 25:55.828 ND RequestId: 51f99164-flae-4ble-aced-efE951766d426

2819-83-14 25:55.828 REFORT RequestId: 51f99164-flag-4ble-acel-ef8951766d26 i 2 Billed

2819-83-14 125:55.818 END RequestId: eeB9383f-296C-4b@l1-8alb-edfagSabsess

v w W W W W W W ¥ ¥ W W ¥ ¥ W ¥ W ¥ ¥ W

2@19-83-14 :25:55.818 REPORT RequestId: ee293@8f-296C-4b@l-8alb-edfag8ab&e59 Duration: Billed




Amazon CloudWatch insights

fields [@timestamp, @duration, date floor(@timestamp, 1s)

filter @duration > @

stats avg(@duration), count(*), (avg(@duration) / 1000.0) * count(®) as concurrency by bin(1s)
sort concurrency desc

1

: bin(1s) : avg(@duration) : count(*) : concurrency

2819-83-14 :26:17. 3883.174 471 1414.4949
2819-83-14 :26:18. 3883.1106 351 1054.0918
2819-853-14 :25:17. 24086 .892 65 156.0858
2819-853-14 :26:16. 2818.4718 44 124.09128
2819-83-14 :26:20. 3002.2058 48 128.8882
2819-83-14 :25:54. 1878.8819 52 97.6603
2015-63-14 :26:04. 1965 .5612 49 93.2716
2819-853-14 :26:15. 1868.6393 46 85.9574
2819-853-14 :25:18. 1315.5267 52 68.48/74

1
2
3
4
5
6
7
8
9

=
]

2015-63-14 :26:05. 3803.1785 19 57.0602
2819-83-14 :26:19. 3802.1027 15 45.8315

(RS
fod b

2819-83-14 :25:55. 2231.6844 16 35.787
2819-83-14 :25:53. 1672 .8553 32 34.3858
2819-853-14 :25:16. 1811.7122 18 32.6108

= e
[, T S WY

2819-83-14 :26:14. 1383.8379 24 31.2729




APl Gateway Volume
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200 e . N
2130 2145 =00 =015 et a] e 2300 15 T30 2345 = nwa) oS
B CconmeciCount I MassagaCouns
Lambda Concurrency
ot
50
145 |I
100 b = - =TT
2130 2145 =0 a5 =0 a4z fracas o] o e mca} a34s =z a] = m ]
B ConcurarsSxecciors [ UrresanaaConoumenExeoutions
Lambda SendMessage Wolume
Count
138
&35 /
"
o — = e
2430 24:45 2000 =15 e ] b=t ] 300 2345 2330 345 ek - a1
B rnocxions I Throies ) Emors
Lambda Login Volume
[0 2
300
150
o - S —
2430 24:45 2000 =15 e ] b=t ] 300 2345 2330 345 ek - a1

B rnocxions I Throies ) Emors

Log group: faws/lambdal/serveriessrepo-simple-websocke-SendM essageFunction-RECKLHHE00ES
] ! jtimestamp : fimessage
k1 Ieng-93-1e e9:-13:11. 730
(4 Igug-9d-1e E9-13:n 70
B3 Tfnd-gd-1s B0-13:-1n_ sde
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Amazon CloudWatch Contributor Insights

MessagesBySender

Order by Sum v

Show: Top 10 contributors v 1 minute period v

6 unique contributors
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@ 1. David 2. Laura @ 3.Katie @ 4.Ben @ 5. Kyle @ 6. Sarah

# $.Alias SampleCount
1 [ ] David 154

2 Laura 70

3 [ ] Katie 47

4 @ Ben 42

5 @ Kye 41

6 @ sarah 37

Add to dashboard
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Amazon CloudWatch Servicel.ens
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Don't take on too much work

Goodput vs throughput
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Reject excess work

Goodput vs throughput

Goodput (TPS)

Throughput (TPS)
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Workload isolation means
predictable performance

Latency vs throughput
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Bounded work
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Compartmentalize dependencies
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Compartmentalize dependencies

Frontend Worker manager Placement
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Compartmentalize dependencies

(per-function concurrency control)

AWS Lambda

D{/}B (per-API throttling)

Amazon
APl Gateway



Watch out for queue backlogs

2o o

allk

allk lll«f >l
Avoid I'Ls Backpressure Priority Shuffle-sharding
pile-ups queues
Queues are quick to Drop messages that Prevent a backlog Shift the backlog Isolate backlogs in
fill, slow to drain are no longer relevant from becoming into a low-priority unrelated

unmanageable queue workloads



Serverless == resiliency



Learn serverless with AWS Training and Certification

Resources created by the experts at AWS to help you learn modern application development

Free, on-demand courses on serverless, including

]
‘ Ep— D'I * Introduction to Serverless  Amazon API Gateway for
|| _ Development Serverless Applications
S «  Getting into the Serverless «  Amazon DynamoDB for
Mindset Serverless Architectures

« AWS Lambda Foundations

Additional digital and classroom trainings cover modern
application development and computing

adAWS training and

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. ~ >) certification
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