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Shared responsibility at the cloud and edge
Secure design for industrial loT
Secure design for smart buildings and cities

Secure design for consumer loT
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RESPONSIBILITY FOR
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Edge

CUSTOMER DATA

CUSTOMER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

Constrained compute
Constrained energy and storage
Constrained communications
Variant environmental conditions

Cloud

RM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

ING SYSTEM, NETWORK & FIREWALL CONFIGURATION

Elastic compute

Limitless energy and storage
High bandwidth communications
Secure physical environment



Threats across the device litecycle

O O

Genesis Birth

Device authenticity Device identity
integrity

Black market
Firmware
authenticity

O

Operating

Man in the middle
Brute force
Malware, cryptomining

Distributed Denial of

Service (physical, software,

communications DDoS)

Personal identity and data
theft

®

Sunset

Backend system still
active

Personal identity in
device

Personal secrets in
device

®

Terminus

Casing reuse

Black market



Use your data for security continuous improvement
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Threats to industrial loT architectures

Sensors, actuators, Fieldbus
and PLCs aggregator

|
|

AWS loT Border router AWS loT Core
Greengrass & firewall

Thermostats, lighting, diffusion IP network
based detection systems aggregator

IP Cameras Video network
aggregator



[dentifying industrial loT physical attacks

invasive

Physical destruction

Hardware modification

Tampering

semi-invasive

JTAG
Voltage monitoring

Timing analysis

non-invasive

Differential power
analysis

Differential
electromagnetic analysis

Network analysis



Mitigating industrial IoT physical attacks

Tamper protection for enclosures

—> Event ®

Inductive sensing Event handler Message Actuate

Capture the event, send to AWS loT Greengrass, identify it someone should be working on the
device, and alarm if intrusion detected.



Mitigating industrial IoT physical attacks

Tamper protection for enclosures

1

Inductive sensing Event handler Message Actuate




Mitigating industrial IoT physical attacks

tamper protection for enclosures

—

Inductive sensing

Event

Event handler

MQTT

Message Actuate

typedef struct DoorStatus t
{

char * value;
} xDoorStatus_t;
xDoorStatus_t doorstatus;

static void xDoorEventHandler( void * pvParameters )

if ( GPIO read(DOOR_STATE_IN) == 1) // Opened
{

1T (strncmp(doorstatus.value, ==
configPRINTF(("Door is open\r\n")),
doorstatus.value = "1";

GPIO write(DOOR_OPENED OUT, 1);

GPIO write(DOOR_CLOSED OUT, 0);

0) continue,

else if ( GPIO read(DOOR_STATE IN) == © ) // Closed
{

if (strncmp(doorstatus.value, "0", 1) == @) continue;

configPRINTF(("Door is closed\r\n"));

doorstatus.value = "0";
GPIO write(DOOR_OPENED OUT, ©);
GPIO write(DOOR_CLOSED OUT, 1);

xQueueSend( xDoorNotifyQueue, &doorstatus, pdMS _TO TICKS( 500

vTaskDelay( pdMS_TO _TICKS( 100 ) );




Mitigating industrial IoT physical attacks

Tamper protection for enclosures
Event

—

Inductive sensing Event handler

Message

gD

Actuate

e

static void prvMgttTempTask( void * pvParameters )

{

while (1)

xInductiveSensorNotifyQueue,

agueu oe,

sensorRECV_QUEUE_WAIT TICKS == pdFAIL )
continuds

snprintf( cDataBuffer, sizeof( cDataBuffer),

"{\”alarm\":%d, \”boxId\”:%d}",
queueMessage.reading, boxId );

MQTTAgentPublish

pxPublishParams.
( uint8 t * )

pxPublishParams.
( uintle_t )

pxPublishParams.

pxPublishParams.
( uint32 t )

pxPublishParams
If ( MQTT_AGENT_

{ ... Pu

Params_t pxPublishParams;

pucTopic =
pxParameters->topic;

usTopiclLength =
strlen( ( const char * ) pxParameters->topic );

pvData = cDataBuffer;

ulDatalLength =
strlen( ( const char * ) cDataBuffer );

.XQoS = eMQTTQoSoO;

Publish( xMQTTHandle, &( pxPublishParams ),

sensorMQTT_TIMEOUT ) != eMQTTSuccess )
t retry, local data logging / alert Logic here ...




Mitigating industrial IoT physical attacks

Tamper protection for enclosures

— > Event Gb

Inductive sensing Event handler Message Actuate

channel output red = 38 # /sys/class/gpio/gpio38
channel output green = 36 # /sys/class/gpio/gpio36

GPIO.setmode(GPIO.BOARD)

# Output for the door open event

GPIO.setup( channel output red, GPIO.OUT ) # Door opened
GPIO.setup( channel output green, GPIO.OUT ) # Door closed

def lambda_handler(event, context):
# Identify the state.
if event['state'][ 'desired'][ 'door state'] ==
GPIO.output(channel output_red, GPIO.HIGH)
GPIO.output(channel output green, GPIO.LOW)

se:
GPIO.output(channel output red, GPIO.LOW)
GPIO.output(channel output green, GPIO.HIGH)




armeasur
cities




Threats to smart building architectures

Heating, ventilation, BACnhet
and cooling systems aggregator

AWS loT Border router AWS loT Core
Greengrass & firewall

Thermostats, lighting, diffusion IP network
based detection systems aggregator

Elevators and related Elevator network
Mmanagement systems aggregator



[dentifying smart building software attacks

invasive semi-invasive non-invasive

* Firmware replacement « Malware / ransomware * Network analysis

* Application replacement Cryptocurrency mining * Network hijacking

« Application permanent « Masquerading / botnets

DDOS / bootloader S
corruption ‘Appllcatlon DDOS




Mitigating smart building software attacks

Application and operating system updates

- (2

Gather and Evaluate statistics Fix and build Deploy to fleet
aggregate

Gather and aggregate system metrics, evaluate out of bounds statistics to determine attack
surface vulnerability, fix and build, deploy to fleet



Mitigating smart building software attacks

Application and operating system updates

° §§ ~
LA VA RJ

Gather and Evaluate statistics Fix and build Deploy to fleet
aggregate

. other routes ...

BACnet/IP, MS/TP ... > |> . Acnet "Id": »BACnetListenerToCloudRoute",

"Source": ”BACnetListener”,

"Subject": ”building/10/bacnet/in",
"Target": »Cloud” },

Siemens Jailhouse > |

Buildin
BMS server cell N h4anagen§ént "Id": »”CloudToBldgMgrHandlerRoute",
1 System (BMS) "Source": »GGShadowService",

"Subject": ” $aws/th|ngs/bldg10mgr/shadow/update/delta s
"Target":

Shared memory —

AWS loT Greengrass =
cell

"Id": ”BldgMgrHandlerToBACnetProviderRoute",
"Source": *»BldgMgrHandler",

"Subject": “building/1@/bacnet/out”,
"Target": »BACnetProvider" },

. other routes ...




Mitigating smart building software attacks

Application and operating system updates

° §§ ~
" )

Gather and Evaluate statistics Fix and build Deploy to fleet
aggregate

BACnet/IP, MS/TP ... > ) 1et

Siemens Jailhouse > |

Building
BMS server cell — Management Upper
System (BMS) Ten

I TN F
\ Ff; I
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"\il.-ru ’w'hn ‘\,“‘{J ""'r‘f oy -
""n-’ \;:b -.-l"\f"J " yly
\l.J' “ HUNf,,, A J"“l +

L}
"'-'""fh.
VW

p"u- |

Lower

A\ V4

Shared memory

AWS loT Greengrass =
cell

https://aws.amazon.com/blogs/iot/anomaly-detection-using-aws-iot-and-aws-lambda/




Mitigating smart building software attacks

Application and operating system updates

° §§ ~
LA VA RJ

Gather and Evaluate statistics Fix and build Deploy to fleet
aggregate

object version=$(aws s3api put-object

BACnet/IP, MS/TP ... > |> ACnet --bucket ${SOURCE_S3 BUCKET}
|

--key ${target file}
--body ../bin/${target file}

Siemens Jailhouse > |

--query VersionId --output text)

Building
BMS server cell — Management
System (BMS)

Shared memory

A\ V4

signer jobid=$(aws signer start-signing-job
--source ${SOURCE_CONFIG} \
--destination ${TARGET_CONFIG} \

--profile-name bnd3_1025_200955 \
AWS loT Greengraslsl ¢ --query jobId --output text)
ce




Mitigating smart building software attacks

Application and operating system updates

Gather and Evaluate statistics
aggregate

BACnet/IP, MS/TP .. > D) BAChet

Siemens Jailhouse > |

Building
Management
System (BMS)

BMS server cell

A\ V4

Shared memory —

AWS loT Greengrass >
cell

s
/

Fix and build Deploy to fleet

" “bash

JOBID=$(uuidgen)

aws iot create jOb --output text

s ControlPanels

aque-control-panels.json
--target- selectlon SNAPSHOT
--query jobArn

STATUS=IN_PROGRESS
while x${STATUS} != xIN_PROGRESS; do
STATUS=$(aws iot describe-job --output text
--job-id ${JOBID}
--query job.status)

sleep 3







Threats to connected home architectures

Heating, ventilation,
and cooling systems

Operational
systems

[

[
Thermostats, lighting, Personal
diffusion based SSES

detection systems4

AWS loT
Greengrass

Directly connected
devices

v >
bEl—b
A D

=@

Border router
& firewall

AWS loT Core



[dentitying connected home communication attacks

Invasive semi-invasive non-invasive
* Network hijacking  Manin the middle * Network analysis
* Device hijacking « Malware/Ransomware « Radio interference
(routers)

 |Device identity theft ‘

 Botnets (routers)



Ways to move from device genesis to birth

| CM injects private key I
| and certificate to flash I

Secure element or
enclave vendor injects

Provision using a
birthing certificate
service

certificate

Provision using a

Ce
Rec

tificate Signing

uest on demand

—



Provisioning at runtime with secretfree

On premises aws AWS Cloud On premise
N1

A\

N\

Authorizer Public key table Registration
AWS Lambda Amazon DynamoDB data
/new Certifica|te issuer AWS Certificate HSM
Amazon APl AWS Lambda Manager
Gateway Endpoint Private CA
\Z ///
Device gateway Policy Certificate Lallgle

https://github.com/aws-samples/iot-provisioning-secretfree



Mitigating connected home communication attacks

Secure device identity provisioning for pristine connectivity

|
\
X X

S

Device identity Device whitelisting Provisioning Connect

Ensure device identity privacy, whitelist authentic hardware, decouple credential provisioning, and
ensure transport layer security.



Mitigating connected home communication attacks

Secure device authentication and authorization for pristine connectivity

——— X
—— X
v
Device identity Device whitelisting Provisioning Connect
e Secure element Wi-Fi module
. Device initialization
° ° ° ° ° m
status = initATCADevice(&discoverCfg, &disc device); T .
b I A I z = =S
o o o o o = :|| Nl Y
. + + + + + = Sl =
status = atcab_genkey(slot, *public key); 5 wllo!ll ell o 3 2 IS
O = o wn
2 A
. ~
A
Crypto AP
A
UART MCU/MPU




Mitigating connected home communication attacks

Secure device authentication and authorization for pristine connectivity

Device identity Device whitelisting Provisioning Connect
// Retrieves device serial number -
Wi-F L
atcab_read serial number( *serial number ); SEEITE EEmIE: HAllulb L
// Retrieves public key wn
atcacert _read _device loc( device loc, data); @ _
) wn ) V) ) Q I —
AR =HERIRS
// Emit configuration over serial... A A || 2 m )
5| w N = ) 3 Al ™
“Ctext B o allg
. ~
293184c377e4cfddc4a485332b2df151 LSOtLS1CRUAITiBQ...tFWSOtLSOtCg==
abel85a972e12e791f508b0ef2a2df151 LSOtLS1CRUAITiBQ...tFWSOtLSOtCgo=
Crypto AP
**“bash N
aws dynamodb put-item --table-name provisioning-db \ 1).\:3§ MCU/MPU
--item "{\"device-id\": {\"S\": \"$serial\"}, \"pubkey\": {\"S\":\"$pubkey\"




Mitigating connected home communication attacks

Secure device authentication and authorization for pristine connectivity

Device identity Device whitelisting

xResult = atcacert _create csr_pem( csr_def,
csr,
csr_size);

xResult = IotHttpsClient SendSync( xHTTPConnection,
XHTTPRequest,
&xHTTPResponse,
&xHTTPResponseInfo,
provHTTP_TIMEOUT MS );

configASSERT( xHTTPClientResult == IOT _HTTPS OK );

xResult = atcacert_write cert( cert_def,
cert,
cert _size);

\%

Provisioning Connect
Secure element Wi-Fi module
W
)
n wn n n n Qo T |:|
= = = = = — O - — wn
o o o o o 5 D i 0
& ||t + + + = S |igil ol =
s || w N = ® 3 = A ) N
* O ) — S wn
& =S IR R
(D =1 al
A
Crypto AP
A
uART ! MCU/MPU




Mitigating connected home communication attacks

Secure device authentication and authorization for pristine connectivity

Device identity Device whitelisting

~

static IotMgttConnection_t * pMQTTHandle;

~ ~
.
o o o

IotMgttNetworkInfo t networkInfo = IOT_MQTT_NETWORK_INFO INITIALIZER;

IotMgttConnectInfo t connectInfo = IOT _MQTT_CONNECT INFO INITIALIZER;

connectStatus = IotMgtt Connect( &networkInfo,
&connectInfo,
MQTT_TIMEOUT_MS,
pHandle );

Provisioning Connect
Secure element Wi-Fi module
W
®
n wn n wn n Q T |:|
= = = = = — ) - W —
o o o o o 5 D . )
S S, + + + = 3 o~ - o
S| w N P () 3 = | A N n
* O ) — wn E)'-
(_Q Qr_J|_ ™D -~ N
® |[i =2 o ~
A\
Crypto AP
A\ H
L code MCU/MPU MQTT client







What we have learned

Connectivity security patterns reduce basic threats

Physical security is required to protect device identity

Device analytics mitigates ongoing operational threats

Device management eases over-the-air firmware and config updates

Threats and countermeasures are always evolving

All demos will be released to Github after re:Invent!

Secure connectivity demo DEM127 - Wednesday, Dec 4, 5:30 PM - 5:50
PM



Learn loT with AWS Training and Certification

Resources created by the experts at AWS to help you build loT skills

/O\ Take the free digital curriculum, Internet of Things (loT)
Foundation Series, to build loT skills and work through
N1 common scenarios

= ] 25+ additional free digital courses cover topics related to loT,

‘ — including:
|| — « AWS loT Core « AWS loT Device Management
— — 7 « AWS loT Greengrass « AWS loT Events

« AWS loT Analytics

adAWS training and

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. ~ >) certification
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Thank you!

Richard Elberger

Github rpcme
LinkedIin  https://www.linkedin.com/in/richa

Twitter richardelberger
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