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Patterns — Starring “Call Me Maybe”, The “cherry-pick” and more
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Introduction to AWS serverless platform
Patterns for serverless Al/ML

Best practices for serverless at scale
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uick recap: An easier getting-started experience

Lambda Applications Create application

Create a Lambda application

application with sample code and a continuous delivery pipeline.

Choose a sample application

Serverless APl backend File processing

A RESTful web API that uses DynamoDB to manage
state.

transcode videos, index files, procg
content, and aggregate and filter g

by: AWS @ Uses: APl Gateway,
DynamoDB, Lambda

AWS @

Node.js 10.x ne: Node.js 10.x

Notifications processing Queue processing

Use a Lambda function to subscribe to an Amazon
SNS topic. When a message is published to an SNS

Use an AWS Lambda function to p
from an Amazon SQS queue. With

An AWS Lambda application is a combination of Lambda functions, event sources, and other resources that work together to perform tasks. Choose an option below to create an

Use Amazon S3 to trigger AWS Lambda to process
data immediately after an upload. For example,
you can use Lambda to thumbnail j

Scheduled job

Schedule AWS Lambda functions using AWS
CloudWatch events. This application creates a

Serverless API backend

Serverless APl backend Architecture

A RESTful web API that uses DynamoDB to manage
state.

AWS @ Uses: AP| Gateway,

DynamoDB, Lambda

Runtime: Node.js 10.x

Amazon API

Gateway

Services used

Source control Continuous delivery

CodeCommit or GitHub CodePipeline

Build and test
CodeBuild

Deployment
AWS CloudFormation

Use Lambda with APl Gateway and DynamoDB to build fault-tolerant web APIs that scale automatically and run only when needed.

%@P%

Amazon

AWS Lambda x 3 DynamoDB

Application resources
API| Gateway

DynamoDB
Lambda



uick recap: Serverless

namic branch pipeline

RN

AWS Lambda

i

AWS CodeCommit Amazon SNS AWS CodePipeline
| Unit tests/artifa

Feature branch push Notifications

AWS Cloud AWS Cloud

Shared services account

Amazon S3

Artifacts

(1]

Amazon APl Gateway

AWS Lambda Amazon
DynamoDB

Serverless application

—s

Developers push
code

AWS CodeCommit Code review AWS CodePipeline
(merge to m: )

Feature branch push

Master code pipeline

Manual approval A

AWS CodeBuild AWS CloudFormation AWS Lambda Change set Manual approval B

Deploy stage
(create CloudFormation
change set)

Invoke stage
(Lambda smoke
tests)

Build stage Deploy stage

(unit tests/artifacts)

AWS CodeBuild

Deploy stage
(execute CloudFormation

Cl/C

AWS CloudFormation

cts

‘ Development account

()

Amazon APl Gateway

ANE

AWS Lambda Amazon

DynamoDB
Serverless application

hange set

change set) tests)

AWS Cloud
Production account

)

Amazon APl Gateway

AWS Lambda Amazon
DynamoDB

Serverless application

D for enterprise

AWS Lambda

Invoke stage
(Lambda smoke




Quick recap: Serverless microservices patterns

Circuit Breaker and many more by Jeremy Daly



Quick recap: Lambda memory tuning

AWS Lambda Power Tuning Results

cution time (ms) Execution Cost (USD, Best Cost Best Time
0.00012

1536MB 3008MB

Worst Cost Worst Time

3008MB 128MB




Performance test — Memory tuning, edge to regional API

Retrieve profile
P99 — 802ms to 237ms
Min — 246ms to 70ms




Quick recap: Saga within the serverless airline

LGW < MAD

Review your selection

DEPARTURE 16 JAN 2019

LGW + MAD

London Gatwick Madrid Barajas

D> 08:00 @ 2hism AL 1115

400 EUR Flight No #1812

Payment details

Name
Country
Postcode
Card number
Expiry date

CVvC

AGREE AND PAY NOW »

Flight App Q

Process booking state machine

_—

Cancel booking

7

Release flight
seat

7

Notify booking
failed

7

Start

v

Reserve flight

~

Reserve booking

\/

Collect payment

=

Refund payment

Booking DLQ _\ /

End

~

Confirm booking

Notify booking
confirmed







Pattern: The comtortable “REST”

)

r Client i
' Amazon API Gateway AWS Lambda

&

Amazon DynamoDB i

OPERATIONS

RELIABILITY

SECURITY

PERFORMANCE

COST



Pattern: The comtortable “REST”

Best practices

Enable access logs, structure logs and
instrument your code

Create metrics async with CloudWatch
Embedded Metric Format [Jicill

) 5

i Amazon API Gateway AWS Lambda Amazon DynamoDB i

———————————————————————————————————

> &

' AWS X-Ray Amazon CloudWatch!
| Logs & metrics

RELIABILITY SECURITY PERFORMANCE COST




Pattern: The comtortable “REST”

Best practices

Enable access logs, structure logs and
instrument your code

Create metrics async with CloudWatch
Embedded Metric Format [Jicill

‘ Regulate inbound access rates

&

i Amazon API Gateway AWS Lambda Amazon DynamoDB i

x-api-key DZAD
100 RPS i k.

50 burst

———————————————————————————————————

@ @

' AWS X-Ray Amazon CloudWatch!
| Logs & metrics

SECURITY PERFORMANCE COST




Pattern: The comtortable “REST”

Best practices

Enable access logs, structure logs and
instrument your code

§ y

=S

. 5 Create metrics async with CloudWatch
Amazon Cognito AWS Secrets Manager Embedded Metric Format -

‘ Regulate inbound access rates

api-key| | % ; i .
ooRps i D'D . @ ; Authorize consumers. Manage secrets

>0 burst i Amazon APIl Gateway =~ AWS Lambda Amazon DynamoDB i Wlth AWS Secrets Manager

=

@ @

' AWS X-Ray Amazon CloudWatch!
| Logs & metrics



Pattern: The comtortable “REST”

Best practices

: Enable access logs, structure logs and
| e | ; instrument your code
521 N :

<\

: | 5 Create metrics async with CloudWatch
S0 St S i Embedded Metric Format |l

Regional endpoint i E ez sl (el E : .
i ] . Regulate inbound access rates
-apni-k EE <> E : I
el I D’D pi . @ i Authorize consumers. Manage secrets
50 burst {Amazon APl Gateway | AWS Lambda | Amazon DynamoDB! | with AWS Secrets Manager

| On-demand tables support up to 40K
. k| . : . .
' @ R ; 5 read/write request units
AWS X-Ray Amazon CloudWatchi Regional endeintS Support HTTPZ

Logs & metrics




Pattern: The comtortable “REST”

Best practices

, Enable access logs, structure logs and
.. | instrument your code
= (& :

<\

: Create metrics async with CloudWatch
_____________________ | Embedded Metric Format |Jigil

E On-demand billing EI

Amazon Cognito AWS Secrets Manager

______________________

Regional endpoint 5

i [ ‘ Regulate inbound access rates

-api-k EE </> E i I

o Rps i D'D . Eﬂ? B Authorize consumers. Manage secrets

>0 burst iiAmazon API Gateway i AWS Lambda i Amazon DynamoDBi i Wlth AWS Secrets Manager

| On-demand tables support up to 40K
= > R § g read/write request units
AWS X-Ray Amazon CloudWatchi Regional endeintS Support HTTP2

Logs & metrics

e N 5 Use Lambda Power Tuning for
perf/cost tuning







__________________________________________

Resolvers Data sources
Query
E Client _@“l_l;;l;l_lc__:jl_’lzc;“ii i i_@“;‘[i_g_h_t_s_D_I;_‘i @ Amazon DynamoDBi
@
iAWS AppSync E @ Apaf:;;/lea:)ecity E
"""""""""""""""""" Fetching flights |
listFlights{ departureDate, arrivalDate... }
OPERATIONS RELIABILITY SECURITY

Pattern: The “cherry-pick” (GraphQL AP)

PERFORMANCE

COST



Pattern: The “cherry-pick” (GraphQL AP)

:@ Apache Velocity i
i template :

__________________________________________

__________________________________________________________________________________

Fetch loyalty points

getLoyalty(customer: 1234) { tier, totalPoints }

__________________________________________________________________________________

RELIABILITY SECURITY PERFORMANCE COST




(&)

' AWS AppSync |

________________

__________________________________________

Pattern: The “cherry-pick” (GraphQL AP)

Resolvers Data sources -
o  Best practices
@ tstrlights || | |G| fightsos | | B amszon oynamons! | Use Lambda for complex logic
@ getLoyalty _"““l;);/_a_l';);lgl:lnﬂi i @ Amazon DynamoDBi Use State maChines fOI‘ lOng
- T &y v, || Transactions. Pipeline resolvers for
T @ “empiate ~ | | simpler transactions
@ initBooking $i= procBookingi g_it:. AWS Step

it o T . Functions
1

__________________________________________

Create new booking

initBooking(cust: 123..) { bookingld, bookingRef }

________________

SECURITY

PERFORMANCE COST



Pattern: The “cherry-pick” (GraphQL AP)

__________________________________________

————————————————————————————————————

______________________________________

| g

__________________

Mutation i @
______________________________________ template
R e |
@ initBooking | ! | :é_’;:- procBooking | : g;"'g. AWS Step
n D e L Jemeee s e Functions

__________________________________________

Apache Velocity i

Best practices
‘ Use Lambda for complex logic

Use state machines for long
transactions. Pipeline resolvers for
simpler transactions

Enforce authorization at API, data
field and operation level

__________________________________________________________________________________

Admin only

createFlights(flightNumber: 1234, ticketPrice: 300)

__________________________________________________________________________________

COST



Pattern: The “cherry-pick” (GraphQL AP)

Best practices

B cient | | @ listFlights | | | |EF flightsDB '8 mazon Dynamops ‘Use Lambda for complex logic

__________________________________________

e e e ==

______________________________________

(8] @ setioy | Bl vetorn | [lamsonomameos, | Use state machines for long
T : | transactions. Pipeline resolvers for

__________________

iAWS Appsync i Mutation 1 ¢ : @ Apache Velocity i . c
: b Tempae -+ | Simpler transactions
initBooking | : = procBooking | o AWS S : . .
5 i@‘_‘_‘_‘_‘_‘_‘_‘_‘_‘_‘_‘_‘_" B EE:: | “ Functions i Enforce authorization at API, data
%‘) @ addOrder E@S ordersDB ggg Amazon RDS flEld and Operation level
Amazon Cognito T S {8y Mpseres | Use purpose-built databases

__________________________________________________________________________________

Fetching orders

getOrder(id: 1234) { customer, flights, points... }

__________________________________________________________________________________




Pattern: The “cherry-pick” (GraphQL AP)

__________________________________________

————————————————————————————————————

______________________________________

B

__________________

Mutation i @
______________________________________ . template
B | . |
@ initBooking | ! | :%_iE: procBooking | : g?:. AWS Step
D e L Jemeee s e Functions
@) @ addOrder E@S ordersDB ! ' ¢g5  Amazon RDS
____________________________________ ¥ N
1 N4
: e T (&3 AWS Secrets
:Amazon Cognito o Manager

i i i- loyaltyFn ii @ Amazon DynamoDB;

Apache Velocity i

Best practices
‘ Use Lambda for complex logic

Use state machines for long
transactions. Pipeline resolvers for
simpler transactions

‘ Enforce authorization at API, data
field and operation level

Use purpose-built databases

__________________________________________________________________________________

Fetch booking

listBookings { bookingRef, departureDate... }

__________________________________________________________________________________

Select only data you need
Enable caching [Jicil

COST



Practical example: Servertess Alrtme

Frontend
=
—| & ) @ v
~
® | Amazon - B 5 Quasar  Vuejs :
C l'o u d F ront ":'.:.:.:.:.:.:.:.:.:.:.:.:_::':':':':':':':':':':':':':':':':':':':':':':':':':':':':'_:_:_:_:_::'_'_'_'_'_'_' - '.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'. ::: .
Catalog
¢ | < g [H] — AN\ —
) :: : Amazon
Client EE Amazon DynamoDB Amazon AWS Lambda P
(‘ Resolver ........................................................ '.Af'.a.l..g?.t.‘?.‘f‘f?ﬁ’ ............................... e
> sj .
> 2 Booking

AWS AppSync
|: —_ ‘ / Amazon SNS

Automation & monitoring AWS AWS Lambda
:- Step Functions

: Amazon
: DynamoDB
A = @ (R T .
i Payment :
AWS Amplify AWS CloudFormation AWS X-Ray Amazon CloudWatch i b ™ .
</> q o Strlpe :
EEAmazon AP| Gateway AWS Lambda







Pattern: Call me, “Maybe” (webhook)

_________________________________________________________________________

_________________________________________________________________________

r Client i
' Amazon APl Gateway AWS Lambda Amazon RDS

OPERATIONS

RELIABILITY

SECURITY

PERFORMANCE

COST



Pattern: Call me, “Maybe” (webhook)

___________________________________________________________________________

Best practices

Limit concurrency to protect non-
scalable/stateful downstream
services

———————————————

1
+ Concurrency 5
1

E Client

. R A
Gl E3
K N

' Amazon API Gatewayi AWS Lambda' Amazon RDS

___________________________________________________________________________

RELIABILITY SECURITY PERFORMANCE COST




Pattern: Call me, “Maybe” (webhook)

E Client

___________________________________________________________________________

(2] =

' Amazon AP| Gateway Amazon Kinesis AWS Lambda Amazon RDS
' Data Streams

q

___________________________________________________________________________

SECURITY

Best practices

Limit concurrency to protect non-
scalable/stateful downstream
services

Kinesis as a buffer + a better
mechanism to limit concurrency

Use Lambda Destinations for failed
requests; set max retries |G

PERFORMANCE COST



Pattern: Call me, “Maybe” (webhook)

___________________________________________________________________________

Best practices

Limit concurrency to protect non-
scalable/stateful downstream
services

Kinesis as a buffer + a better
mechanism to limit concurrency

EI Client i - i
! , k| ! . . .
' » N ~a? : Use Lambda Destinations for failed
N >' C@) : .
. 7 . requests; set max retries |NEHN
Amazon APl Gateway Amazon Kinesis AWS Lambda Amazon RDS . .
Data Streams | ‘ Enforce authorization and obfuscate
sensitive data on the stream

________________

L Custom i : i /\1
. authorizer | l ! OO
' 5 : =

___________________________________________________________________________



Pattern: Call me, “Maybe” (webhook)

___________________________________________________________________________

Best practices

Limit concurrency to protect non-
scalable/stateful downstream
services

Kinesis as a buffer + a better
mechanism to limit concurrency

EI Client i - - i
' » N ~a? i Use Lambda Destinations for failed
<_I_’ >' <§> : .
. 7 . requests; set max retries [N
Amazon APl Gateway Amazon Kinesis AWS Lambda Amazon RDS . .
Data Streams | ‘ Enforce authorization and obfuscate
sensitive data on the stream

. M e N i N
i ;.affﬁiﬂzeri § ; @o: ; For low-volume traffic, Kinesis can
& ' ' batch records for up to 5 minutes

________________

___________________________________________________________________________



Pattern: Call me, “Maybe” (webhook)

E Client

E Client

___________________________________________________________________________

D%éﬂ- $red

' Amazon API Gateway Amazon SQS  AWS Lambda Amazon DynamoDB

M = N

Amazon APl Gateway Amazon Kinesis AWS Lambda Amazon RDS
Data Streams

. Custom ! : i /\1
P authorizer ! : | 0 >0
: ¢ y : v

________________

___________________________________________________________________________

Best practices

Limit concurrency to protect non-
scalable/stateful downstream
services

Kinesis as a buffer + a better
mechanism to limit concurrency

Use Lambda Destinations for failed
requests; set max retries [JHCHN

Enforce authorization and obfuscate
sensitive data on the stream

For low-volume traffic, Kinesis can
batch records for up to 5 minutes

Alternatively, DynamoDB+SQS to
easily scale webhooks






Pattern: The blg "Fan” (fan-out)

Gateway Notification Service

E| Client | 1 i i i
' Amazon APl AWS Lambda Amazon Simple | Lambda _Amazon SQS Lambda |

_________________________________________________________________________________

OPERATIONS RELIABILITY SECURITY PERFORMANCE COST




Pattern: The blg "Fan” (fan-out)

_____________________________________________________________________________

Best practices

APl Gateway can integrate with AWS
services directly

E| Client i .

) &

' Amazon APl Amazon Simple e Amazonsti

Lambda

Gateway Notification Service ~-------------------- '

_____________________________________________________________________________

RELIABILITY SECURITY PERFORMANCE COST




Pattern: The blg "Fan” (fan-out)

_____________________________________________________________________________

Best practices

APl Gateway can integrate with AWS
services directly

Integrate with Amazon SQS for [N
higher durability, batching, and DLQ

E| Client

) @

. Amazon APl Amazon Simple  \ Amazon SQs Consumer |

Gateway Notification Service --------------------- :

& &
DLQ DLQ

_____________________________________________________________________________

SECURITY PERFORMANCE COST




Pattern: The blg "Fan” (fan-out)

_____________________________________________________________________________

Best practices

APl Gateway can integrate with AWS
services directly

Integrate with Amazon SQS for [N
higher durability, batching, and DLQ

| | Enforce authorization. Verify
B ctent | | | signature of Amazon SNS messages

. : 1 i Consumer
) & &
O

Gateway Notification Service --------------------- :

---------------- e K A

N N : . B
Il Custom ' i QJILO | QPO
: i . authorizer ' i =8 I i = I




Pattern: The blg "Fan” (fan-out)

_____________________________________________________________________________

Best practices

APl Gateway can integrate with AWS
services directly

----------------------- | Integrate with Amazon SQS for Il
T ] | higher durability, batching, and DLQ

' Amazon SQS Consumer i I

§j ctient 5 R |
4 & ”

' Amazon APl Amazon Simple

Enforce authorization. Verify
signature of Amazon SNS messages

Gateway Notification Service i;--------------------1,

i I . Custom i I c@a i iiAmazon SQS Consumer EI

. 1
authorizer | ! e E B EEEE e
1




Pattern: The blg "Fan” (fan-out)

_____________________________________________________________________________

Best practices

APl Gateway can integrate with AWS
services directly

Integrate with Amazon SQS for [N
higher durability, batching, and DLQ

Enforce authorization. Verify
signature of Amazon SNS messages

Status=Created i :

E| Client

. E:
D‘./-’:D @, Status=Processed _!!
/ V1° !

' Amazon APl Amazon Simple

Use message filtering for efficient
processing

Gateway Notification Service ,
Status=Refunded i:

' Custom ' | OJBO |
. q 1L o
! authorizer | : .




Pattern: The blg "Fan” (fan-out)

_____________________________________________________________________________

Best practices

APl Gateway can integrate with AWS
services directly

Integrate with Amazon SQS for [N
higher durability, batching, and DLQ

Enforce authorization. Verify
signature of Amazon SNS messages

Status=Created i :

E| Client

D‘PD Ev _E Status=Processed ii

' Amazon APl Amazon Simple

Use message filtering for efficient
processing

Gateway Notification Service

Compress and aggregate messages
when possible

Status=Refunded ii

N B B
% Custom ' | OO !
I . 1L \ 2 -
! authorizer | ! ,




Pattern: The blg "Fan” (fan-out)

_____________________________________________________________________________

S ~ Best practices
| DJAD‘ : ii | API Gateway can integrate with AWS

_____________
_____________

1 B i services directly

' Amazon APl Amazon Kinesis Consumer 7 Integrate Wlth INEERE SQS for -
higher durability, batching, and DLQ

Gateway Data Streams
Enforce authorization. Verify
signature of Amazon SNS messages

Status=Created i :

E| Client

Use message filtering for efficient
processing

. E:
D‘./-’:D @, Status=Processed _!!
/ V1° !

' Amazon APl Amazon Simple

Gateway Notification Service

Compress and aggregate messages
when possible

Status=Refunded ii

= |
X . Custom | | cm\l)o" i i . ) )
. | N authorizer | | : : Consider Kinesis for larger payloads




Practical example: Dunelm

science
DB

ACENOWLEDGED AREHOUSEH

ACKNOWLEDGED | WAREHOUSEIRSTRUCTED|
oLg oL

NSTRUCTEDY PICKINGING TRUCTED!

PICKINGINSTRUCTED |  DISPATCHED
oL oL

DISPA

STOREPUTAWAY
oLy

TAWAY | STORECH

STORECOLLECTED
oLy

LLECTED  |CANCELACK)

CANCELACKROMLEDGED
oG

OWLEDGED| SHOR

SHORTPICK
oL

PICK RETURNT

RETURNTOSTOCK
oLg

DSTOCK MESSINGONEXPIRY

MISSINGONEXPIRY
oug

Unprocessed
Dirder Lipdates
Quaa

ACKNOWLEDGED-ASPS

!

Aurora RDS.

(LR

ECS Cluster

Order Manager Service







EI Client i ‘
[ A
Amazon API AWS Lambda Amazon Kinesis

L n
N o
Amazon S3
Gateway Data Firehose
OPERATIONS RELIABILITY SECURITY

Pattern: They say “I'm a Streamer” (streaming)

PERFORMANCE

COST



Pattern: They say “I'm a Streamer” (streaming)

Best practices

| Enable source stream record backup

EI Client i , -
: - g s
; i ?[D=
Amazon APl  AWS Lambda Amazon Kinesis  Amazon S3

Gateway Data Firehose

___________

___________

RELIABILITY SECURITY PERFORMANCE COST




Pattern: They say “I'm a Streamer” (streaming)

Best practices
| Enable source stream record backup

——————————————————————————

Favor dedicated Data Firehose per

. : i .
- 5 @ : context/domain
: | Kinesis Data : ' S3 bucket |
: : Firehose : I"_‘_‘_‘_‘_‘_‘_‘_‘_'
EI Client | ! : _ : | :
| ! o | : I :
| . @ i
: : Kinesis Data 3 _S_3_b_u_clfe_t_i
' Amazon API  AWS Lambda : Firehose — _________
Gatewa i 1 | i
y REIc)
Kinesis Data : i :
Firehose ' a _S?_b_uflfe_t_:
Backup

SECURITY PERFORMANCE COST




Pattern: They say “I'm a Streamer” (streaming)

Best practices
| Enable source stream record backup

__________________________

Favor dedicated Data Firehose per

s 5 @ i context/domain
i | Kinesis Data : i S3 bucket i : . .
= o || L I i Enforce authorization
lent : '1 E N ‘ E i i i
ﬂ{/}ﬂ . B el @ ; i Obfuscate/remove sensitive stream
! E Kinesis Data E :_ _S?_b_uflfe_t_l i d ata
. Amazon APl AWS Lambda |  Firehose . T '
Gateway ] | .
- aaiivs
B IGITCREEEs | KnesisData | gippe |

i = Custom | e
L authorizer | : |

____________________



Pattern: They say “I'm a Streamer” (streaming)

e, Best practices
: | —J
[Z | § | Enable source stream record backup
Amazon Athena Data Catalog :
A S = Favor dedicated Data Firehose per
B - R Fx | text/d '
. 8 5% context/domain
! ' Kinesis Data E i S3 bucket AWS Glue crawler | : . .
Bl o | ) | Frehose 1 TTTTTTTTIT Enforce authorization
' B N I .
- e @ =2 VA Obfuscate/remove sensitive stream
: | Kinesispata | | SIbudket AWSGuecawler | data
' Amazon APl  AWS Lambda : Firehose N
: " . .
Gy B . @ o Enable Parquet transformation. Use
T S ' nesDat | g s || Glue to discover data schema and
Ly : . Firehose I . : '
i @ Smew pro-ee  TTTTTTTITTImeemneeees ; Athena to query
i i authorizer: :r“““““““___": i

____________________



Pattern: They say “I'm a Streamer” (streaming)

e ~ Best practices
' a [? | Enable source stream record backup
i Amaonathena DataCatalog | Favor dedicated Data Firehose per
. , context/domain
= Eg .
Y rests BErs E i S3 bucket AWS Glue crawler | | Enforce authorlzatlon
Firehose S
o o @ =t Obfuscate/remove sensitive stream
i) IS O e
. Kinesis Data | 53bucket  AWS Glue crawter
St riniiill e e Enable Parquet transformation. Use
: B s @ 5@ : Glue to discover data schema and
i mmmTmmmmomoomoooy s E Lt baie E | S3bucket AWS Glue crawler i: Athena to query
L : feDm o) i Firehose ! oo [
i Custom I A . .
X authorizer | DLQ | | ; Use message filtering to prevent
------------------ i @ g | unwanted events. Tune
U .. L .- 8 i buffer/compression



Pattern: They say “I'm a Streamer” (streaming)

D

CloudFront Lambda@Edge
11 izzz2o: SNS topic
D?}D | irreeea: SNS topic
' Amazon API il_:l"_ ____________ ____II
Gateway :i ;:::::::i SNS topic :i

__________________

® Custom |
n authorizer |

__________________

Go Global

————————————————————

T T

Kinesis Data
Firehose

E |

Kinesis Data
Firehose

k|

[ ESHDELE]
Firehose

_______________

_________________________

(A
o

(A
o

Best practices

| Enable source stream record backup

Favor dedicated Data Firehose per
context/domain

Enforce authorization

Obfuscate/remove sensitive stream
data

Enable Parquet transformation. Use
Glue to discover data schema and
Athena to query

Use message filtering to prevent
unwanted events. Tune
buffer/compression

COST



Practical example: LiteWorks

assessment-started

ssment-completed

individual-challenge-started
corporate-chalienge-joned

there are many more events

LifeWorks by
Morneau Shepell

" assessment-events-crawier
/Mdewarks-event-siore

s3./Mewarks-event-store
ichalleng nts

I I
chalienge-event-firehose

send-lo-frehose

—_—— L
=

activity-tracking-event-firehose s3I activity-tracking-events-crawler

deworks-event-siore
factivity-trackang-events

~ O
s ¥ 5

nt-firehose tienng-evenis-crawler

pr— e ——— D ——————————
K
N———
wedbeing-promotion-events-crawler

wellbeing-promotion-event-firehose <3 /Mifeworks-¢ t-store

w be-’\g»oromo'(m—e‘.ems

SE——
o>

©)
—CR

i digtal-clinical-program-events-crawler
ont-firehose g3 /uteworks-event-store < o9

/daital-chnical-oroaram-events

<

-

SIS=EN5=

SQL query

Amazon Athena

avent-siore
(Glue Data Catalog)

Cognos

SQL query







Pattern: The “Strangler”

Corporate
data center : :
E Client Server |
Load Balancer = @
| DB
Server

______________________________________________________________________________

OPERATIONS RELIABILITY SECURITY PERFORMANCE COST




Pattern: The “Strangler”

Corporate
data center

E Client i =
i D<I>D Load Balancer Server Server Server
Amazon API Gateway

______________________________________________________________________________

OPERATIONS RELIABILITY SECURITY

PERFORMANCE

COST



Pattern: The “Strangler”

VPC Corporate
data center

E Client : : i ! —
I 20 1 1 7
| /: 03g) ! B
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Pattern: The “Strangler”

Best practices

Centralize logs, metrics, and
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Gradually shift functionalities to
newer compute/database platforms
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newer compute/database platforms

Use serverless for new functionalities



Practical example: HSBC Part 1

Load
Balancer

o —— —— — — — —
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Bank Bound
Proxy Fleet

Bank Bound
Proxy Fleet

Bank Bound
Proxy Fleet

HSBC UK $

e |\ EU-West-1-A_)  \_EU-West-1-B/  \_EU-West-1-C_
Connect \

Small CIDR block

K Platform DX VPC

(/. Network . Endpoint service \

- /.

. Bank bound VPC
Endpoint

Large CIDR block

K Platform \/Pd

« As VPC attached Lambda function scales, subnets must have available IP addresses to
match the number of ENIs = large CIDR block required to your VPC

- Access to on-premise provided via VPC endpoint which encapsulates a set of proxy servers
located on a VPC with Direct Connect = small CIDR used on VPC connected to on-premise



Practical example: HSBC

Part 2
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Serverless airline — Multiple patterns

Flight App Q

Flight App o LGW = MAD Flight App Q

Where next? Review your selection Booki ngs

DEPARTURE 16 JAN 2019 e

LGW + MAD

London Gatwick Madrid Barajas
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i— 08:00 @ 2hism $ 1115 LGW + MAD

London Gatwick Madrid Barajas

400EUR  FignNowss
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G Wed, 24 Apr 2019 gnt App
Payment details

Name X LGW > MAD

SEARCH FLIGHTS »
Country

Postcode Booking reference: UglOJKL

Card number e 50 ) 241 100/0

, Points Next Tier
Expiry date London Gatwick progress

CcvC e

AGREE AND PAY NOW »

Heitor F. Lessa

Simon Thulbourn purple
4,554,234

10:15 Madrid Barajas

CHECK-IN CANCEL BOOKING
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Summary

Understand the health and lifecycle of your application

Build resiliency and protect non-serverless resources

Focus on managing security boundaries and AppSec

PERFORMANCE Optimize for low, steady, and/or peaks

COST Factor in development, people, opportunity, and maintenance cost



Related breakouts

SVS311 Serverless at scale: design patterns and optimizations
SVS401-R Optimizing your serverless applications

SVS403-R Best practices for AWS Lambda and Java

API304 Scalable serverless event-driven applications using Amazon SQS
and Lambda

SVS309 Architecting and operating resilient serverless systems at scale



Learn to architect with AWS Training and Certification

Resources created by the experts at AWS to propel your organization and career forward

/O Free foundational to advanced digital courses cover AWS services and
teach architecting best practices

K

3__!1 Classroom offerings, including Architecting on AWS,
N — feature AWS expert instructors and hands-on labs

N7 N7

ﬁ}_{_é

Validate expertise with the AWS Certified Solutions Architect - Associate
or AWS Certification Solutions Architect - Professional exams

adAWS training and

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. ~ >) certification



re: INven




Thank yvou!

Heitor Lessa
@heitor_lessa
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