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Pillars of AWS Well-Architected
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The operational excellence pillar

The operational excellence pillar includes the
’ ability to run systems and gain insight into their
@ operations in order to deliver business value,
and to continuously improve supporting
processes and procedures

Operational
excellence




Operational excellence design principles

: ]
* Perform operations as code L_Jct
 Refine operations procedures frequently B %JJJ
_ :
» Anticipate failure H “
 Learn from all operational failures Lot



Design with Ops in Mind



Operatio { with AWS Systems Manager OpsCenter

ate ation
se Amazon CloudWatch EventSSand
Aoplnsights to identify operational issues
entrally manage work items
from across AWS service
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Diagnose and remediate

sltems bring together relevant |
¥investigate and diagnose issue

ke direct action

osing Systems Manager automation
Reduce MTTR (mean time to resoluti

AWS Systems OpsCenter
Manager

Operational
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Who we are

Goldman Sachs brings people, capital, and
ideas together to help our clients and the
communities we serve

Innovation is at the heart of Goldman Sachs

- As our services grow and evolve, we believe
that public cloud brings the scaling,
flexibility, and innovation we need

- Partnering with AWS has helped us adopt
public cloud while focusing on operational
excellence



Use cases

Cloud adoption

B
@ |

I

Compute Lift & shift New ~ Business
extension innovation continuity/resiliency



Goldman Sachs business principle #11

We constantly strive to anticipate the rapidly changing needs of our
clients and to develop new services to meet those needs. We know

that the world of finance will not stand still and that complacency can
lead to extinction.






What would you do?

2 Reply Q Reply All Q Forward % M
Wed 10/23/2019 8:34 PM
Amazon Web Services, Inc. <no-reply-aws@amazon.com>
Amazon EC2 Instance Retirement [AWS Account ID: ]
To
Ce

Hello,
EC2 has detected degradation of the underlying hardware hosting your Amazon EC2 instance (instance-ID: i-
B 2ssociated with your AWS account (AWS Account ID: ) in the us-east-1 region. Due to

this degradation your instance could already be unreachable. We will stop your instance after 2019-11-07 00:00 UTC.

You can find more information about maintenance events scheduled for your EC2 instances in the AWS Management

Console (https:

* What will happen to my instance?

Your instance will be stopped after the specified retirement date. You can start it again at any time after it’s stopped. Any
data on local instance-store volumes will be lost when the instance is stopped or terminated.

* What do | need to do?
We recommend that you stop and start the instance which will migrate the instance to a new host. Please note that any data

on your local instance-store volumes will not be preserved when you stop and start your instance. For more information



Operation Event Management System
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~ Monitoring operations across multiple accounts and regions
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-scalation paths not clearly defined




Resolution operations are not codifie
. v len ,9 0,
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Operations excellence in micro account model

c &
« Aggregate operation items centrally Operations
. < B
Define automated workflows for frequent
incidents i
Define escalation path for non-resolvable B&%T

incidents



GS requirements tor operations excellence

 Track incidents and events *\/
- End-to-end incident recording for audit \/

« Reduce incident occurrences \/

 Reduce manual intervention Incident

recording






Operation Event Management System
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Central event aggregation

o @ &

AWS CloudTrail AWS X-Ray Amazon
. . CloudWatch

“\"et?ion": "o", | i O @
id": ] | : ;
"detail-type"”: "AWS API Call via CloudTrail”, : I . " I D I:I
“Source”: "as.s3", L Service map I [0 [0
"account”: "IN, | | | I
“time": “2016-02-20701:09:132", I : : l Alarm Event
“region”: “us-east-1", : : : : .
“resources"l: (1, [ : Traces [ : (tlme_based)
“detail”™: { : I : I

"even tVersion "1.03 '

3 1 I 1 1
“userIdentity™: { ! ; I : |:|
. e .- - | -
type™: "Root”, | | : I D
" 1 I 1 I

Event
(event-based)

2 (10
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Event Bridge



Task-Master Lambda o

- Parses events/incidents
Events of different

- Analyze source & event category categories

+ Create and enrich Opsltem with Lambda
contextual data

Task-Master Lambda
Creates Opsltems

- Tag Opsltem with relevant
escalation info

A4 4 4
//r\ //r\ //r\ //r

« Determine remediation workflow
to use % % %

Opsltem 1 Opsltem 2 Opsltem 3 Opsltem 4
IES Task 2 Task 3 Task 4




Opsltem event enrichment

Root sources ~ Enhanced operation data

Backup & \ Xray / |
Compute Databases : |IAM role ray / logs
storage . J g ' trace Ids

§ ©
Automation tags & priority / Opsltem Artifact

Snapshot IDs sources
s A

Team & BU Alert &
tags priority

_________________________________________________________________

Escalation

________________________________________________________________________________________________



-(C2 degradation event enrichment

Root sources : Enhanced Operation data
Databases Backup & : : Xray / logs

storage J trace Ids

Automation tags & priority / Opsltem Artifact

s A

________________________________________________________________________________________________

_________________________________________________________________



OpsMonitor Lambda e

/

(?% Opsltem 1
l

Monitoring
‘ Lambda
 Triggered by Opsltem creation

SSM
« Executes SSM document I_@ automation
- Configures rate controls for
automation execution Yes
If error > x%
\ 4 \ 4

Failure — Notification
sent for manual
escalation

Success!




Alerting on automation failure

Alert categories | Failure form Sample Escalation
notification &
platforms awareness

Critical Automation has 100% failed, Team email/pager L1 Support,
manual intervention needed duty/other alert L2 Support,
platforms DevOps

Failures > threshold, manual Team email/pager L1 Support,
interaction needed duty L2 Support

Minor failures < threshold Team email L1 Support
during automation run time

Any transient error, no impact SNS alerts/capture
on operation outcome details




SDLC for scripts for event response

il -
Git

push A

e
De\{Ops Commit
Engineer

—>v—’
Peer

Automated CLM /
code scanning for
scripts

Documents

DevOps

Associate -1~
V4
N _@ =F Jg >

Execute
automations A to’ .
u u
nERIEIY, B~
| automation
Tag OpsMonitor
automation Lambda selects
for use only tagged

automations




Automated event response system

E AWS Cloud

~
7

Operation

&
&
&

Events
Eyent Task-master Ops monitor
bridge Lambda Lambda
Run associated
automation
(SSM)
Associated

automation

successful

Email Manual
notification intervention
SNS




study: Lambdz
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L ambda post-deployment checkout

E AWS Cloud Task-Master:
Opsltem OpsMonitor

%

UpdateFunctionCode20150331v2 Opsltem 1
Event with Lambda details Task

No

Success! Keep
executing Lambda

|

If error > x%

Lambda

Il—_a post deployment

SSM Doc

Yes

Lambda runs on
max N resources

Alert:
Deploy failed

Re-upload previous
Lambda zip version
from S3




study: EBS bac
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AWS Backup

Key operations

 Centrally manage in vaults
- Automate schedules and retention

 Improves compliance SIE N e



3S backup module

Key functionality

« Users select resources with a tag
- LifeCycle policy enabled

+ Stored in central vault

- Recovery point tags

resource "aws_backup_plan" "example" {
name = "tf_example_backup_plan"

rule {
rule_name = "tf_example_backup_rule"
target_vault_name = "${aws_backup_vault.test.name}"
schedule ="cron(0 12 * * 2 *)"

}

resource "aws_backup_selection" "example" {
iam_role_arn = "${aws_iam_role.example.arn}"
name = "tf_example_backup_selection"

plan_id = "${aws_backup_plan.example.id}"

selection_tag {
type ="STRINGEQUALS"
key = "cat"
value = “nala"

}
}




3S backup restore

E AWS Cloud

Restore event or
scheduled restart

Task-Master OpsMonitor
Lambda Lambda

< —
N S
A -~
L Y )
: -~ { S

Executes restore
SSM

Opsltem 1
task:
Degraded
volume

No

AWS Backup
vault

Yes

If error > x%

Success! Instance is
restarted

Failure—Notification
sent for manual
escalation




Monitoring operations across multiple accounts and regions
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Resolution operations are codified




T4 e B ] el ¥ | DR . TSRS ias=" - EAY
And automated




Escalation paths clearly defined
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Simplitied human intervention




Challenges and future work




Beneficial outcomes

Operational excellence for deployed AWS resources

Significant reduction in MTTR
- Days to hours and hours to minutes

Deployments with greater confidence

Entire remediation and service recovery automaiion B

-



Learn to architect with AWS Training and Certification

Resources created by the experts at AWS to propel your organization and career forward

/O Free foundational to advanced digital courses cover AWS services and
teach architecting best practices

K

3__!1 Classroom offerings, including Architecting on AWS,
N — feature AWS expert instructors and hands-on labs

N7 N7

ﬁ}_{_é

Validate expertise with the AWS Certified Solutions Architect - Associate
or AWS Certification Solutions Architect - Professional exams

adAWS training and
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Thank you!
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