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About that Cash App

Cash App cloud platform 

Platform impact on velocity

Open source



AWS best practices for building modern applications

• Create a culture of innovation by organizing into small DevOps teams

• Continually evaluate your security posture by automating security

• Componentize applications using microservices

• Update applications & infrastructure quickly by automating CI/CD

• Standardize and automate operations by modeling infrastructure as code

• Simplify infrastructure management with serverless technologies

• Improve application performance by increasing observability



What is Kubernetes?











x

Amazon EKS, a year in review
June – December 2018

Amazon EKS achieves K8s conformance, HIPAA-eligibility, Generally available

Amazon EKS AMI build scripts and AWS CloudFormation templates available in GitHub.

Support for GPU-enabled EC2 instances, support for HPA with custom metrics.

Amazon EKS launches in Dublin, Ireland

Amazon EKS simplifies cluster setup with update-kubeconfig CLI command

Amazon EKS adds support for Dynamic Admission Controllers (Istio), ALB Support with the AWS ALB ingress 

controller

Amazon EKS launches in Ohio, Frankfurt, Singapore, Sydney, and Tokyo

Amazon EKS adds Managed Cluster Updates and Support for Kubernetes Version 1.11, CSI Driver for Amazon 

Elastic Block Store (Amazon EBS)

2019

Amazon EKS launches in Seoul, Mumbai, London, and Paris

Amazon EKS achieves ISO and PCI compliance, announces 99.9% SLA, cluster creation limit raised to 50

API Server Endpoint Access Control, AWS App Mesh controller

Windows support (preview), Kubernetes version 1.12, 

CSI Drivers for Amazon Elastic File System (Amazon EFS), Amazon FSx for Lustre, Control Plane Logs, A1 (ARM) 

instance support (preview)

Deep Learning Benchmark Utility, Public IP Address Support, 

Simplified cluster authentication, SOC compliance, Kubernetes 1.13, PodSecurityPolicies, 

Container Insights, CNI 1.5.0, Amazon ECR, AWS PrivateLink Support
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Free Visa Debit
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Cash App

• Each month, over 15 million 
users make or receive payments 
through the Cash App

• We’re the No. 1 financial app in 
the Apple AppStore

• This year we saw 2.5x year-
over-year growth in Q1 and 
booked over $260 million in 
revenue for Q2



Cash App

• Popularity necessitates scale
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Cash App platform: Core values

• Maximize engineering velocity

• Hiring is hard, make your current engineers more productive

• Security

• Security is every cashew’s responsibility, and that’s reflected in the platform

• Leverage-managed free/libre open source

• Spend more time building product, find help/how-to’s easily, limit lock-in to the operational

• Infrastructure as code

• Code reviewed and self service



Cash App platform: Feature highlight

Key Features:

1. Security

2. Autoscaling

3. Metrics & alerting

4. Logging & tracing

5. Self service everything



Cash cloud platform: High-level overview

(Amazon S3)

(Amazon ES)

Amazon Relational Database

Service (Amazon RDS)

(Amazon ECR)
(IAM)
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Cash App platform: Security

provisioning 

service
cli / dashboard

access 

managment 

service
auth service

AWS Identity and Access 

Management (IAM)

(STS)



Cash App platform: Security

<namespace>-owner

k8s-role

<namespace>-deployer

k8s-role

<namespace>-owners
k8s-rolebinding

<namespace>-deployers

k8s-rolebinding

arn:aws:iam::<account>:role/<cluster>-<namespace>-owner

k8s ‘user’

arn:aws:iam::<account>:role/<cluster>-<namespace>-deployer

k8s ‘user’

namespace-lister

k8s-clusterrole
<namespace>-listers

k8s-clusterrolebinding

pod pod pod

k8s-namespace

pod secret config

pod pod pod

k8s-namespace

pod secret config

namespace-creator

k8s-clusterrole

namespace-creator
k8s-clusterrolebinding

arn:aws:iam::<account>:user/<cluster>-provisioning-user

k8s ‘user’

rbac-manager

k8s-clusterrole

rbac-manager
k8s-clusterrolebinding

k8s-namespace

arn:aws:iam::<account>:role/<cluster>-<namespace>-sudoer

k8s ‘user’

<namespace>-sudoer

k8s-role

<namespace>-sudoer

k8s-rolebinding



Cash platform: Security

Amazon Relational Database 

Service (Amazon RDS) 

Aurora user password

Kubernetes pod

Secrets manager



Cash platform: Security

For each service:

• List access keys for the service

For each region the service is in:

• Get the currently active access keys from secret manager

• Use AWS SDK to create new credentials 

• Store credentials in secrets manager

• Use the Kubernetes SDK to update cred secrets and trigger rolling 
restart

• Delete any inactive access keys in secrets manager



Cash platform: Security

Amazon Relational Database 

Service (Amazon RDS) 

Aurora user password

Kubernetes pod

Secrets manager

IAM roles for service accounts
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Cash platform environment:  Kubernetes autoscaling

Horizontal pod autoscaler

+

Placeholder pods

+

Cluster autoscaler

=

<3



Cash platform environment:  Kubernetes autoscaling
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Cash platform environment:  Kubernetes autoscaling

● MyService (MS) has 8 replicas and a Horizontal Pod 

Autoscaler

○ CPU threshold is 80%

○ Replica range is 6-60 replicas
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Cash platform environment:  Kubernetes autoscaling
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Cash platform environment:  Kubernetes autoscaling
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Cash platform: Metrics & alerting



Cash platform: Metrics & alerting



Cash platform: Metrics & alerting

namespaceSelector:

any: true

selector:

matchExpressions:

- key: cash_app

operator: Exists



Cash platform: Metrics & alerting

kind: DaemonSet

template:

spec:

containers:

- image: quay.io/prometheus/node-exporter:v0.17.0

name: node-exporter



Cash platform: Metrics & alerting

kind: Deployment

template:

spec:

containers:

- image: quay.io/signalfx/gateway



Cash platform: Metrics & alerting

resource "signalfx_dashboard_group" "moe" {

name        = "Moe (Terraformed)"

description = "Dashboard for Moe"

}

module "larry_nyuk_nyuk_5xx_detector" {

source = "../../../../modules/detectors/rpc/outgoing/5xx_ratio"

team    = var.team

service = local.service

action  = "larry.nyuknyuk"

}



Cash platform: Metrics & alerting
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Cash platform environment: Logging

(Amazon ES)

(Amazon S3)



Cash platform environment: Metrics & alerting



Cash platform: Tracing

https://cdn0.iconfinder.com/data/icons/jfk/512/chrome
-512.png

Jaeger 

(Tracing)

Amazon Elastic Container 

Registry (Amazon ECR)

service a

envoy

POD

Amazon Elastic 

Kubernetes Service 

(Amazon EKS)



Cash platform: Tracing
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sqm service create   --service-name=jay-reinvent        --
env=staging --registry-owner-role=cash-product-platform-
eng --skip-sentry-setup

Provision a service

http://drive.google.com/file/d/1DcY5m8rpn9lLnFpmWArYToZNyLqQyuhP/view


sqm database create  --service-name=jay-reinvent        --
env=staging      --cluster-id=jay-reinvent-001    --database-
name=jayreinvent --replicas=1

Provision a database

http://drive.google.com/file/d/1gdxxrNTPUE8UGqD6O-Vjo8fSW0BY4HVJ/view
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Engineering velocity

Minimize time from idea to production

105 provisioned services since mid-2018

Focus on application code

Opinionated application framework

Strong tooling

Provision higher-level concepts like a database, queue, and service



Architecture

Publish domain events

Publish an event containing what was transformed

Subscribe to domain events

Transform payload to domain relevant context, persist

RPCs

Our mobile apps are synchronous
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Breaking up the monolith

Two extremely large services

App traffic

Ledgering/card transactions

Hinders developer velocity

Cloud

Platform is ready

Frameworks are ready

Build it

Breaking up the monolith

Avoiding more code in the monolith



Breaking up the monolith

Identify targets

Determine what domains belong to our monolith

Moving data

Backfills

Dual reading/writing

Two copies, one source of truth

One diff
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Life of a notification

boost-service
card-ordering-

service
p2p-service

postmaster

cash-barber cash-barber cash-barber

cash-barber

Monolith
(producing events)

raven

sms-provider email-provider push-provider

SendNotification

ID: cashInComplete

SendNotification

ID: cardShipped

SendNotification

ID: newBoostsAvailable

Sync preferences

Sync profile

Sync email metadata

Notification platform

SendPushSendEmailSendSms

Notification clients



Life of a payment
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Open sourcing the Cash App platform

github.com/cashapp

Cash App team is committed to open sourcing as much of our cloud platform as 
possible



Open sourcing the Cash App platform: misk

github.com/cashapp/misk

Kotlin-based Kubernetes aware service container



Open sourcing the Cash App platform: backfila

github.com/cashapp/backfila

A data migrator / batched work coordinator that runs over http



Open sourcing the Cash App platform: lq

Logquacious (lq) is a fast and simple Elasticsearch-backed log viewer

github.com/cashapp/logquacious



Open sourcing the Cash App platform: kruit

Kubernetes Realtime UI Toolkit: Build real-time user interfaces for 
Kubernetes easily

github.com/cashapp/kruit



Open sourcing the Cash App platform: csop

Cash Service Operator: Makes microservices operation simple and secure

github.com/cashapp/csop



Thank you!
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