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Agenda

Introduction to backup — Why we exist

AWS Backup: What we do — Our value proposition

Solving a daily problem - Let's make it easy
* Solving a complex problem - Trying something harder

* Closing out—and some good news — Landing the plane






Lite is full of complications




There are geese (gooses?) everywhere

goose [ goos ] sHowirpa o)

EXAMPLES | WORD ORIGIN | IDIOMS

noun, plural geese for 1, 2, 4, 8; goos-es for 5-7.

any of numerous wild or domesticated, web-footed swimming birds of the family

Anatidae, especially of the genera Anser and Branta, most of which are larger and
have a longer neck and legs than the ducks.

the female of this bird, as distinguished from the male, or gander.
the flesh of a goose, used as food.
a silly or foolish person; simpleton.

SEE MORE




Sometimes you hire a goose

reddit >7? r/cscareerquestions Q search

@ r/cscareerquestions

Posts FAQ / Wiki

4 @8 COMMUNITY DETAILS

26.0k Accidentally destroyed production database on first day of a job, and was told to

leave, on top of this i was told by the CTO that they need to get legal involved, >7 r/cscareerquestions
how screwed am i? »

279k 2.5k

Today was my first day on the job as a Junior Software Developer and was my first non-internship position after Tl n Online

university. Unfortunately i screwed up badly.

A subreddit for those with questions about



Sometimes you torget that geese exist

Baltimore IT department uses ‘mind-boggling, outdated data
storage method, audit finds

-

9_1 By LUKE BROADWATER
aizhs BALTIMORE SUN SEP 27, 2019 11:26 AM

“One of the things I've learned in my short time here is a great number of
Baltimore City employees store entity information on their local computers. And
that’s it,” Pasch replied.

“Wow. That’s mind-boggling to me,” Costello said. “They’re the agency that
should be tasked with educating people that that’s a problem.”




The goose isn't going to change

* Moves files that shouldn't be moved
* Deletes volumes you need
« "Forgets” to lock the door behind it

* Documents nothing, goes home, sleeps well




So what can be done?







AWS Backup: We help you stare the goose down

» Restore files and copy them to
where they should be

* Recover volumes you thought
were deleted

» Secure access to a separate copy
of your data

« Automate everything, keep logs in
one place, sleep well




Centrally manage and automate backups
across AWS services

AWS Backup




manage and automate backups
across AWS services

AWS Backup




Centralize compliance, automate backup, work across
services
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Centralized monitoring Automated lifecycle and Operate across multiple
and security retention management services
Manage and monitor backup Simplify data retention for Create plans to cover more

jobs and IAM policies/roles different backup tiers than one service



How AWS Backup integrates with source services

Control plane Data plane

5% pasic

Orchestration, monitoring, Independent storage and Lifecycle backups
and reporting encryption from source to lower cost tier




Services supported at AWS Backup launch
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AWS Storage Amazon Amazon Amazon Amazon

Gateway EBS RDS DynamoDB EFS

Automated backup schedules

Automated retention management

Centralized backup monitoring/logging

NSNS
NSNS
NSNS

AWS KMS integrated backup encryption

NSNS
NS NSNS

Lifecycle to cold storage







Creating a backup plan and restoring from it

« Let's create a backup plan to protect our data
from being “misplaced” or deleted

« We'll also view configuration options for a
backup plan

* Finally, we'll see how easy it is to find the
right backup to restore




Creating a backup plan: High-level process

Start options

Choose how you want to begin. Info

© Start from an existing Build a new plan Define a plan using JSON
plan Enter configuration details to
Create a new Backup plan create a new Backup plan.
based on an existing Backup
plan, including plans created
by AWS.

Choose plan
Choose a saved plan with existing rules.

Backup plan name

Backup plan name is case sensitive. Must contain from 1 to 63 alphanumeric characters or hyphens.




Configuring a backup rule in a backup plan

Backup rule configuration info

Add a Backup rule by defining a backup schedule, backup window, and lifecycle rules. You can add additional Backup rules to this
Backup plan later.

General

Set a frequency and backup window

Rule name

backup-keep-for-1-year

Backup rule name is case sensitive. Must contain from 1 to 63 alphanumeric characters or hyphens.

Schedule

Add a Backup rule by defining a backup schedule, backup window, and lifecycle rules.

Transition to cold for lifecycle
management (for Amazon EFS)

Backup window
© Use backup window defaults - recommended Info

Customize backup window

Lifecycle info
Schedule transition to cold storage and expiration of the backup.

Transition to cold storage EXpi ry/rEte ntion

Weeks after creation

Expire

Years after creation

Backup vault Backup vault
Specify the Backup vault that recovery points created by this Backup rule are organized in.

Default

Create new Backup vault




Backup vaults: Logical constructs tor additional
security

-  Backup vaults are AWS Backup-managed
resources for storing backup data

- Vaults are configurable to support resource-
level permissions via AWS Identity and Access
Management (IAM) and to separate
permissions for different backups

« Vault data is visible to the respective service,
managed under vault access policy




What happens when rules conflict

Backup rules

Backup rules specify the backup schedule, backup window, and lifecycle rules.

Add Backup rule

Name Backup vault

hourly-backups-for-1-day gold-tier-vault

daily-backups-for-1-month gold-tier-vault

Once a day these rules will conflict. In that
case the backup with the longest retention
will win and the other backup will be
skipped



AWS Backup

Backup vault name Creation Date

Default Nov 28, 2018 @ 3:48:13 PM UTC-08:00

—— _

Backup plans

Protected resources

Jobe Backups

Recovery pointID ¥ Q

Recovery point ID ¥ Status Creation time ¥ Resource ID

d9 7-e183-
477e-bfed-  Completed
ceb? _
14a0433b-d3b5-
4d9d-b5al- (¥) Completed ! / file-system/fs-0cB48946
11e7a572
0dfe6276-a741- )
® Completed 3 file m/fs-0cB48946

® completed :25:09 PM volume/vol-09425dd4b6

Completed :25: volume/vol-06e5fdf71dcaa90af
UTC-08:00

Restoring from your backup

S encryption master key ARN

@

Resource type ¥ Move to cold date

N/A

0, 2019

Select a specific backup (recovery
point)

View the creation time for an
incremental backup

Resource-specific (e.g., Amazon
EBS)



Customer example #1: Leaving scripts behina

This customer, a services provider with multiple accounts, has
created a custom script to take nightly backups of Amazon EBS and
DynamoDB workloads. For five mission-critical applications, the
customer needs to take backups every four hours.

After an accidental deletion, the customer struggled to identify the
right EBS volumes to perform a restore. After a subsequent audit,
the customer discovered ~15% of backups were missing, as jobs
failed due to service-specific limits and access control.

How would the customer use AWS Backup?






Securing access to your backup data

« We'll start by talking about some of the
options to secure data in AWS Backup

* Then, we'll walk through how AWS Backup
protects your backups from being deleted by
other services

 Finally, we'll show how access policies can
further restrict actions taken for specific
resources




Granular controls for security and compliance

Create IAM roles or use default service roles (e.g.,
Identity-based backup operator vs. backup admin)
policies

“Control what account users can do”

Create roles to grant/limit AWS Backup

Execution identities permissions
(service roles)

“Control what AWS Backup can touch”

Assign policies to individual vaults to further
Resource-based control which users can access or restore

policies

“Control how a resource can be accessed”




Defense in depth: How you can protect backups




Securing backups walkthrough (1/9

aWs Services ~

EC2 Dashboard
Events

Tags

Reports

Limits

Instances

Launch Templates
Spot Requests
Heserved Instances
Dedicated Hosts
Scheduled Instances

Capacity Reservations

AMIs

Bundle Tasks

Volumes

Snapshots

Resource Groups v %

Owned By Me -+

Name

Snapshot ID

snap-00111b6f79fca...
snap-005720b4891...
snap-005ab10047ef. ..

snap-0079deaZbch. ..

snap-0080cc3596f...

snap-008868d2676f1...
snap-008db565148...
snap-009459817aaf...
snap-00es1ac29d8f...
snap-00f423b4e909. ..
snap-01088e8752¢...
snap-012757952bb...
snap-012bedb5f227...

snap-012f6621e970...

snap-015593a61ice. ..

Description

This snapshot is created by the AWS Backup service.

This snapshoet is created by the AWS Backup service.

This snapshot is created by the AWS Backup service.

This snapshot is created by the AWS Backup service.

Created by AWS Backup job BATB5F10-688C-346F-141F-055...
This snapshot is created by the AWS Backup service.

This snapshoet is created by the AWS Backup service.

This snapshot is created by the AWS Backup service.

This snapshot is created by the AWS Backup service.

Created by AWS Backup job CDBD44FD-CAZ22-1ECF-F5E9-FA...
This snapshot is created by the AWS Backup service.

This snapshoet is created by the AWS Backup service.

This snapshot is created by the AWS Backup service.

This snapshot is created by the AWS Backup service.

This snapshot is created by the AWS Backup service.

Status

@
@
@
@
@
@
@
@
@
@
@
@
@
@
@

completed
completed
completed
completed
completed
completed
completed
completed
completed
completed
completed
completed
completed
completed

completed




Securing backups walkthrough (2/9

dwWs Services v  Resource Groups ~ %

EC2 Dashboard

Events

Tags Owned By Me -+

Reports
Name Snapshot ID Description Status

Limits

snap-00111b6f79fca... This snapshot is created by the AWS Backup service. completed

This snapshoet is created by the AWS Backup service. completed

Instances Delete

Launch Templates Create Volume

This snapshot is created by the AWS Backup service. completed

This snapshot is created by the AWS Backup service. completed

Spot Requests
Create Image : Created by AWS Backup job BA7TB5SF10-688C-346F-141F-055...
Reserved Instances

completed

completed

Gq:ll,l' . This snapshot is created by the AWS Backup service.

Mndrfy Permissions . This snapshoet is created by the AWS Backup service.

Dedicated Hosts
completed

Scheduled Instances

This snapshot is created by the AWS Backup service. completed

Capacity Reservations Add/Edit T@H

This snapshot is created by the AWS Backup service. completed

snap-00f423b4e909. .. Created by AWS Backup job CDBD44FD-CAZ2-1ECF-FSES-FA. .. completed

AMs snap-01088e8752¢... This snapshot is created by the AWS Backup service. completed
Bundle Tasks snap-012757952bb... This snapshoet is created by the AWS Backup service. completed
snap-012bedb5f227... This snapshot is created by the AWS Backup service. completed

Volumes snap-012f6621e970... This snapshot is created by the AWS Backup service. completed

® 6 6 6666666666 6 6

Snapshots snap-015593a6ice. .. This snapshot is created by the AWS Backup service. completed




Securing backups walkthrough (3/9

ﬁaws-,, Services v  Resource Groups ~ *

EC2 Dashboard

Events

TEQS {}wned EH ME o n Eilter hw tane and attribites ar caarrmh v kawveaened

Reports

Limits Delete Snapshot

INSTANCES

Status

completed

e, completed

Instances
Launch Templates Are you sure you want to delete this snapshot? >

a.

completed

completed
i

Spot Requests snap-005ab10047ef/ 7815

Reserved Instances

® ¢ 6 6 ¢

:-141F-055. ..

completed

e, completed

Dedicated Hosts

e, completed

Scheduled Instances I—l
Capacity Reservations m :

=1 |up'uu|-u_uu"r'|:-:!ua. aw o | TOVTU LI" AW S InJﬂ'Lnan'n.l' jULl‘ P L E L, b I AT S| I_\: F_FEEQ_FIﬁn s

completed

completed

@
@
@
@
o

completed
snap-01088eB87f52¢. .. This snapshot is created by the AWS Backup service. completed

Bundle Tasks snap-012757952bb. .. This snapshot is created by the AWS Backup service. completed

e & 6

ELASTIC BLO STOR snap-012bedb5f227. .. This snapshot is created by the AWS Backup service.

completed

Volumes snap-012f6621e970... This snapshot is created by the AWS Backup service.

¢

completed

Snapshots snap-015593akice... This snapshot is created by the AWS Backup service.

¢

completed




Securing backups walkthrough (4/9)

Services v  Resource Groups ~ %

Delete Snapshot

Are you sure you want to delete this snapshot?
snap-0038368188d53db85

© Error deleting Snapshots
» snap-0038368188d53db85: This snapshot is managed by the AWS Backup service and cannot be deleted via
EC2 APls. If you wish to delete this snapshot, please do so via the Backup console.




ecuring backups walkthrough (5/9

AWS Backup Backup vaults Default

Default

Summary

Backup vault name Creation Date KMS encryption master key ARN
Default Mar 12, 2019 @ 1:31:56 PM UTC-07:00

Backups EH Edit H Delete || Restore

Recovery pointID ¥ | Q ; I L]

Recovery point ID Status Creation time Resource ID Resource type ¥ Move to cold date Expiration date

snapshot/snap-094e9f9e9c8d9deea & completed Mar 27, 2019 @ 2:09:28 FM UTC-07:00 volumefvol-046e66cf6d3f07 1dc Mar 28, 2019
snapshot/snap-0b61156eaf74efe8s & Completed Mar 27, 2019 @ 1:09:29 FM UTC-07:00 volumefvol-046e66cfed3f07 1dc Mar 28, 2019
snapshot/snap-0f8341f049ad80282 &) Completed Mar 27, 2019 @ 12:09:28 PM UTC-07:00 volumefvol-046e66cfed3f07 1dc Mar 28, 2019
snapshot/snap-046732aa6d5468976 &) Completed Mar 27, 2019 @ 11:09:28 AM UTC-07:00 volumefvol-046e66cfed3f07 1dc Mar 28, 2019

snapshot/snap-0c456c0362925dde2 &) Completed Mar 27, 2019 @ 10:09:28 AM UTC-07:00 volumefvol-046e66cfed3f07 1dc Mar 28, 2019




ecuring backups walkthrough (6/9

AWS Backup Backup vaults Default

Default

Summary

Backup vault name Access policy
Default 4—/
I - oo

— Type to add a new policy or edit an existing policy in the text area below. Info

{
Backups "Version™: "2012-10-17",

"Statement"”: [
Recovery pointID ¥ | Q {

"Effect™ "Deny”,

"Principal: "*",

"Action": "backup:DeleteRecoveryPoint",

"Resource": [

"arn:aws.ec2:us-west-2::*",

snapshot/snap-0b61156eaf74efe "arn:aws:backup:us-west-2:*",
"arn:aws:dynamodb:us-west-2::*",

snapshot/snap-0f8341f049ad802§ "arn:aws:backup:us-west-2::*",
"arn:aws:rds:us-west-2:*"

Recovery point ID

snapshot/snap-094e9f9e9c8d9des

snapshot/snap-046732aa6d54689 ]

}
snapshot/snap-0c456c0362925dd
il | Policy generater [7]

Attach Policy | | Delete Policy




ecuring backups walkthrough (7/9

AWS Backup Backup vaults Default

Default

Summary

Backup vault name Creation Date KMS encryption master key ARN

Default Mar 12, 2019 @ 1:31:56 PM UTC-07:00

Backups EH Edit H Delete | Restore

Recovery point ID ¥ Q ; - ]

Recovery point ID Status Creation time Resource ID Resource type ¥ Move to cold date Expiration date

snapshot/snap-094e9f9e9c8d9deea &) Completed Mar 27, 2019 @ 2:09:28 PFM UTC-07:00 volumefvol-046e66cfed3f07 1dc Mar 28, 2019
snapshot/snap-0b61156eaf74efe8s &) Completed Mar 27, 2019 @ 1:09:29 FM UTC-07:00 volumefvol-046e66cfed3f07 1dc Mar 28, 2019
snapshot/snap-0f8341f049ad80282 &) Completed Mar 27, 2019 @ 12:09:28 PM UTC-07:00 volumefvol-046e66cfed3f07 1dc Mar 28, 2019
snapshot/snap-046732aa6d5468976 &) Completed Mar 27, 2019 @ 11:09:28 AM UTC-07:00 volumefvol-046e66cfed3f07 1dc Mar 28, 2019

snapshot/snap-0c456c0362925dde2 & Completed Mar 27, 2019 @ 10:09:28 AM UTC-07:00 volume fvol-046e66cf6d3f07 1dc Mar 28, 2019




Securing backups walkthrough (8/9)

Delete recovery point

Do you really want to delete this recovery point?




ecuring backups walkthrough (9/9

(® Access Denied X
Insufficient privileges to perform this action. Please consult with the account administrator for necessary permissions.
Summary

Backup vault name Creation Date KMS encryption master key ARN
Default Mar 12, 2019 @ 1:31:56 PM UTC-07:00

Backups EH Edit H Delete || Restore

Recovery point ID ¥ Q 2 3 4 5 6 7 8 . > ]

Recovery point ID Status Creation time Resource ID Resource type ¥ Move to cold date Expiration date

snapshot/snap-094e9f9e9c8d9deea &) Completed Mar 27, 2019 @ 2:09:28 PFM UTC-07:00 nefvol-046es6cfed3f07 1dc Mar 28, 2019
snapshot/snap-0b61156eaf74efe8s &) Completed Mar 27, 2019 @ 1:09:29 FM UTC-07:00 volumefvol-046e66cfed3f07 1dc Mar 28, 2019
snapshot/snap-0f8341f049ad80282 &) Completed Mar 27, 2019 @ 12:09:28 PM UTC-07:00 volumefvol-046e66cfed3f07 1dc Mar 28, 2019
snapshot/snap-046732aa6d5468976 &) Completed Mar 27, 2019 @ 11:09:28 AM UTC-07:00 volumefvol-046e66cfed3f07 1dc Mar 28, 2019

snapshot/snap-0c456c0362925dde2 & Completed Mar 27, 2019 @ 10:09:28 AM UTC-07:00 volume fvol-046e66cf6d3f07 1dc Mar 28, 2019




Customer example #2: Sateguarding essential data

This customer, a global enterprise with hundreds of accounts, needs
to lock down backups. Specifically, they are concerned about an
insider threat and want to separate access to backup data and
production data. They also want to ensure that all data is encrypted.

The customer has been experimenting with AWS Backup to protect
its assets. They have now asked the service to help them select an
option (or options) to protect their backups.

What features can the customer use to provide defense in depth?






‘eannouncement: Single-file restore for
mazon EFS

« What it does: Allows users to restore
@ individual files or folders in Amazon
@ EFS (by providing the exact path)
« Key benefits: Faster and more
Restore at the granular restores, with overall lower
item and folder TCO
level in

Amazon EFS



Preannouncement: Amazon EC2 backup
and recovery

n Amazon
ECZ « What it does: Allows users to back up

and recover at the Amazon
EC2/running instance level

Coordinate « Key benefits: Restore EC2 instances as
backup and they were, simplified backup workflow
restore of whole for Amazon EC2

EC2 instances



Pregannouncement: Cross-

Region backup

What it does: Customers can now
orchestrate backup copies across
regions

Key benefits: Meet compliance
requirements to store data copies a set
distance from prod, enable a holistic
business continuity strategy



IN conclusion

The world is full of geese

AWS Backup can help you thrive in a goose-strewn world:
- By making it easy to automate backup and recover tasks

- By making it possible to provide layers of security for backup
data across multiple services

Want to learn more about AWS Backup and the team?
- schilchr@amazon.com




Fin.

peace was

never an option,




Learn storage with AWS Training and Certification

Resources created by the experts at AWS to help you build cloud storage skills

45+ free digital courses cover topics related to cloud storage, including:

« Amazon S3 « Amazon Elastic File System
« AWS Storage Gateway (Amazon EFS)
« Amazon S3 Glacier « Amazon Elastic Block Store

(Amazon EBS)

3:_ = Classroom offerings, like Architecting on AWS, feature AWS
expert instructors and hands-on activities

AWS training and

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. ~ >) certification



Thank you!
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