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IN the past, decision-making ...

...revolved around the enterprise data warehouse
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Data no longer fits
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00700000

01111001
01110100
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00001010

There is more data
than people think

Data is more diverse

Data

grows

>10x

every 5 years

Data platforms need to

live for scale
15 | 1,000x
years

* |IDC, Data Age 2025: The Evolution of Data to Life-Critical: Don't Focus on Big Data, Focus on the Data That's Big, April 2017.



Broader workloads

There are more people
accessing data

who want to analyze it

Machine :

) SQL analytics
l. ® ®
earning in different ways
Real-time,
streaming

Scientific




More regulatory pressure

Democratization
of data

Governance
& control

How do you democratize
data access and

comply with regulations and
governance requirements?



Data lake architectures are increasingly replacing DWHSs
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Athena SageMaker

p— Data catalog describes the metadata
— and provides a mapping:
| — | Logical model
— Databases / tables / columns
Data catalog Physical model

How data is organized in Amazon S3
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Data (structured/unstructured)
resides in a cost-efficient and
durable storage system

~ Amazon S3 (1)?01
011- Data lake storage ),
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Data lake architectures need a central locus of control

To meet requlatory requirements,
customers want to be able to set up
permissions once and have those

permissions apply across all the
compute services and tools

—oul011100 . T

Amazon S3 0
011~ Data lake storage
\{01111101101000111100101

Q00010100110000100)#
E 100n1a=



Customers' frame of reference: DBMS-style permissions

Intuitive and simple grant/revoke model

GRANT { { SELECT | INSERT | UPDATE | DELETE | TRUNCATE | REFERENCES | TRIGGER }
[, ..]| ALL [ PRIVILEGES ] }
ON { [ TABLE ] table_name [, ...] | ALL TABLES IN SCHEMA schema_name [, ...] }
TO { [ GROUP ] role_name | PUBLIC } [, ...] [ WITH GRANT OPTION ]

REVOKE [ GRANT OPTION FOR ] { { SELECT | INSERT | UPDATE | DELETE | TRUNCATE | REFERENCES
| TRIGGER } [, ...] | ALL [ PRIVILEGES ] }
ON { [ TABLE ] table_name [, ...] | ALL TABLES IN SCHEMA schema_name [, ...] }
FROM {[ GROUP ] role_name | PUBLIC} [, ...] [ CASCADE | RESTRICT ]

Grant/revoke access
Get necessary permissions
Metadata | Data & storage

t] Database 1
D Table 1

t] Table 2

DBMSs manage file system resources




Permissions required across the entire stack

S t it licies for:
%% P oot securty police for

Data catalog

Amazon Amazon Amazon Amazon Amazon
Athena QuickSight Redshift SageMaker EMR Amazon 53 dCCess

Difficult to:

D_d Set up compliant policies
— Manage change
— Audit data access

Verify compliance

Data catalog

Simplified permissions model is

v 11011100 . .
required

~ Amazon S3 (1)?01 '
011- Data lake storage ),
\{01111101101000111100101

Q00010100110000100)#
E 100n1a=




AWS Lake Formation security model

Two primary levers that customers can use to
implement DBMS-style permissions on

New permissions

|IAM Lake Formation
permissions permissions

Legislators database

persons organizations

members events

metadata and data

Temp credential vending

: JRE
Request temp credentials [\
e

AWS Lake Formation

Request S3 objects' @

Amazon S3




AWS Lake Formation security model design goals

Single data catalog

No forced data or metadata state migrations
Incremental adoption/migration

Simple intuitive permissions model
Permissions consistently enforced in all tools

No business disruption: Don't stop the data catalog



Agenda

Why the AWS Lake Formation security model?
Securing and accessing metadata
Securing and accessing data (Amazon S3 locations)

Upgrading to use Lake Formation permissions

Conclusion



Authentication and authorization with IAM

Authentication IAM authorization

API call/request

is used to identify a principal is used to determine whether the
Password principal has access to the requested APIl/resource
Secret key to sign API requests IAM policies
Active directory / SAML Resource policies

Tag-based policies



Authentication & authorization with Lake Formation

Authentication IAM Lake Formation
authorization authorization

API call/request

All calls are still still authorizes all also
Password requests authorizes all access to
Secret key to sign API requests |AM policies metadata—

Active Directory / SAML Resource policies
Tag-based policies are granted and revoked

via the console or APIs



L ake Formation permissions

Lake Formation & use the same data catalog

Both and Lake Formation permissions authorize access to metadata

IAM IAM Lake Formation IAM Lake Formation
permissions permissions permissions permissions permissions

Legislators database Legislators database Legislators database

persons organizations persons organizations persons organizations

members members members

permissions & Recommended usage:
permissions authorize Coarse-grained
access Fine-grained



What coarse-grained |AM policies look like

HE= B

==

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor0",
"Effect": "Allow",
"Action": [
"glue:GetTables", "glue:SearchTables", "glue:GetTable",

"glue:GetDatabase", "glue:GetDatabases"

1,

"Resource": [
"arn:aws:glue:us-east-1:<account>:database/legislators",
"arn:aws:glue:us-east-1:<account>:table/legislators/*",
"arn:aws:glue:us-east-1:<account>:catalog"

1}]

Lake Formation
permissions

===

==

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": [
"glue:GetTables", "glue:SearchTables", "glue:GetTable",
"glue:GetDatabase”, "glue:GetDatabases”

1,

"Resource": "arn:aws:glue:us-east-1:<account>:*"



| ake Formation security policies

security policies: A triple
Lake Formation principal: IAM principal or Active Directory user/groups
Resource: Locations, catalog, database, table, columns

Permissions: Resource-specific

data_location_access create_database create_table alter select*

alter drop

drop select*

insert*

delete*




Inferring required permissions

Lake Formation simplifies permissions management

In some cases, required permissions may be inferred

Having access to select from a table => user should be able to view table metadata
=> user should be able to list the database
=> user should be able to read data location

Administrator
permissions

Data lake admins can
list all locations/
databases/tables.

They can also grant

any permission on any

location/database/
table.

Creator
permissions

Creators of databases/
tables have all
permissions with
grant.

They can also list
created DBs/tables.

Hierarchy
permissions

Hierarchical metadata:
catalog < db < table

Permissions on an
object mean you
should be able to list
the object’s parents.

Location
permissions

Typically, to associate
a table with a database
location, permissions
are required.

create_table permon a
database with a
specified location =>
you can create a table
at any child location.

Scope of operation
permissions

Data access perms
mean you should be
able to retrieve
temporary credentials.
select => read
insert / delete => write

Some operations, like
insert/delete, can only
be granted on all
columns. You can't
insert partial rows.




| ake Formation is backward compatible

and permissions secure access to the data catalog

For backward compatibility, passes through permissions

IAM
permissions

Legislators database

IAM Lake Formation
permissions permissions

Legislators database

IAM Lake Formation
permissions permissions

Legislators database

persons organizations persons organizations persons organizations

members members members
LFPassthrough LFPassthrough
permissions = S2I Upgrade by
“Super” to IAMAllowedPrincipals 1. Granting permissions
2. Revoking

3. Utilizing coarse-grained
permissions
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Unify metadata/data access with credential vending

manages access to
Unifies data access permissions with metadata access permissions
Vends temporary credentials

Integrated services: Request and use these credentials on behalf of principals

e Request access for T

P

0,0,

Short-term creds for T e | ake Formation

o Query T

DATA ANALYST

User
Principals can be (-Igg e Request ObjS comprising T

IAM users, roles, and
users via federation
e.g., Active Directory

Return objs of T 9

Amazon S3




_xected usaqge

IA |AM Lake Formation
perm|55|ons perm|SS|ons perm|55|ons
Upgrade by
1. Granting permissions

2. Revoking
3. Utilizing coarse-grained
permissions

LFPassthrough

IAM
permissions

- . / -

IAM Register location
permissions




Optionally lock down S3 permissions

permissions
Upgrade by
1. Granting permissions
2. Revoking
3. Utilizing coarse-grained
permissions
|IAM
permissions
4. Enabling /

5. Locking down
Optional, as it may break console/service access

IAM
permissions

IAM
permissions

Lake Formation
permissions

LFPassthrough

Register location




Data access APIs. ..

permissions

1) select * from legislators.members limit 10;

pi GetTable(legislators.members)

Schema is returned

* Includes a bool if the location is registered
List of authorized data access columns
3 GetTemporaryTableCredentials(table) Lake Formation
>
Amazon
™Y Register location Athena < Short-term creds for table locs

permissions

(User has access to database1.table3)
(select | insert | delete not alter | drop)

4 Request objs from loc @
>

Return objs from loc Amazon S3

5 Run query / filter columns / return results



-xplicit permissions for database/table locations

IAM

permissions

When creating databases/tables, it's possible to associate
locations

The location is where the underlying data associated with the table resides
Required for tables

Optional for databases

IAM Until now, the discussed permissions were on metadata
permissions create_database / create_table lets you create databases/table

But where can you point them?

Can anyone create a table in the Finance bucket?

Location permissions are explicitly specified
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Starting point

Jack: IAM Jill: IAM
permissions permissions

Jack: IAM Jill: IAM
permissions permissions

This will be the starting point for this
demonstration.

Jack has access to:
MD: Legislators/members
S3: members_json/*

Jill has access to:
MD: Legislators/persons & /events
S3: persons_json/* & events_json/*



Lake Formation launch introduced new permissions

Jack: IAM Jack: Lake Formation Jill: 1AM Jill: Lake Formation

permissions permissions permissions permissions When Lake Formation launChed' for

backward compatibility, Lake
Formation implemented
LFPassthrough.

Super to IAMAllowedPrincipals (S2l)
on all existing metadata objects.

The expression granting access is:
IAMPerms and (S2Il or LFPerms)

Jack: IAM Jill: 1AM

permissions permissions always true

Jack still has access to:

MD: Legislators/members
S3: members_json/*

Jill still has access to:
MD: Legislators/persons & /events
S3: persons_json/* & events_json/*




Upgrading to use Lake Formation permissions

1. Grant Lake Formation permissions

2. Revoke LFPassthrough

3. Utilize coarse-grained IAM permissions
4. Enable GetDataAccess / register location

5. Optionally lock down S3 permissions



1. Grant Lake Formation permissions

Jack: IAM Jack: Lake Formation Jill: IAM Jill: Lake Formation Expected usage is to have:
permissions permissions permissions permissions '

Coarse-grained IAM permissions
Fine-grained Lake Formation permissions

Understand existing permissions:
Look at IAM policies
Review InsufficientLFPermissions

Set up fine-grained Lake Formation permissions:

The expression granting access is:

Jack: IAM Jill: 1AM IAMPerms and (S2I or LFPerms)

permissions permissions
always true

Jack still has access to:
MD: Legislators/members
S3: members_json/*

Jill still has access to:
MD: Legislators/persons & /events
S3: persons_json/* & events_json/*




Find insufficient Lake Formation permissions

[ ] Inside Amazaon X & aws Management Console X B aws Management Console X @ Athena X +

« > Q@ oy m o o

° %) chanakyd@amazon.com - 785789292865 / mashah (Not Production Account (1]
Query AWS CloudTrail 9% ‘ ’

2 Services v Resource Groups + * [\ mashah @ 7857-8929-2865 ¥  N.Virginia ¥  Support

[ ] [ ] [ ]
lo g S t O I d e n t I fy W h I C h Athena Query Editor Saved Queries History AWS Glue Data Catalog = Workgroup : primary Settings Tutorial Help What's new
metadata request APIs
° New query 1 +
WO u ld h ave fa I led ghanublueprinttest SELECT useridentity, eventsource, eventname, region, requestparameters, additionaleventdata FROM

"eloudtrial"."ct_cloudtrail”
Filter ta f WHERE

because of ' U et 1hee oostanie: o

- Tables (2) Create table eventname like 'GetDatabase'or
. » eventname like 'UpdateMamespace' or
» _test_cloudtrail (Partitioned) i eventname like 'UpdateDatabase’ or
. . ¥ eventname like 'DeleteNamespace' or
(Partitioned) eventname like 'DeleteDatabase’ or
eventname like 'DeleteTable' or
eventname like 'BatchCreatePartition' or
~ Views (0) Create view eventname like 'BatchGetPartition' or
° eventname like 'CreateDatabase’ or
eventname like 'CreatePartition' or
eventname like 'CreateTable' or
view, run a query and click "Create view from eventname like 'GetDatabase' or
" eventname like 'GetPartitions' or
query eventname like tTable' or
eventname like tTableVersions' or
eventname like ‘'UpdateTable' or
eventname like 'UpdateMamespace' or
| ' O O eventname like 'UpdateDatabase’ or
Se a S u I C I e nt O n eventname like 'DeleteDatabase’ or
eventname like 'DeleteMamespace' or

eventname like 'DeleteTable’

d )
AND
additionaleventdata not like '{"insufficientLakeFormationPermissions": []}’

a |'I‘/m OSt u Sa g e ° Saveas |  Create - . Format query | | Clear

Use Ctrl + Enter to run query, Cirl + Space to autocomplete

& http console.aws.amazon.com/athenafhome?region=us-east-1#query Datalake User

Database

You have not created any views. To create a

Results



Grant Lake Formation permissions

@ AWS Management C e o AWS Lake Formation Console X @ AWS Lake Formation Co

(7 @ https://conscle.aws.amazon.com/lakeformation/home?region=us-east-1# Datalake Admin & | === ¥ N o J 2 S & =

Grant

Grant permissions

u S i n g t h e Choose the access permissions to grant. IAM permissions must also allow access.
Lake Formation
console or APIs.

Add ene or more 1AM users or roles.

Active Directory users and groups (EMR beta only)
Enter one or more Active Directory users or groups.

Database
Add one or more databases.

Database permissions
Choose the specific access permissions to grant.

Create table Alter Drop

All

This permission is the union of the individual permissions above and supersedes them. See here E

Grantable permissions
Choose the permissions that may be granted to others.

Create table Alter Drop

All

This permission allows the principal to grant any of the above permissions and supersedes those

grantable permissions.




Upgrading to use Lake Formation permissions

1. Grant Lake Formation permissions

2. Revoke LFPassthrough

3. Utilize coarse-grained IAM permissions
4. Enable GetDataAccess / register location

5. Optionally lock down S3 permissions



2. Revoke LFPassthrough

Jack: IAM Jack: Lake Formation Jill: IAM Jill: Lake Formation
permissions permissions Bl 5o rmissions permissions

Fine-grained Lake Formation
permissions set up, but they are not
being enforced, because S2I is on.

Verify no InsufficientLFPermissions, or
else you may break existing access.

Revoke LFPassthrough (S2I)

The expression granting access is:

Jack: IAM T TAM IAMPerms and (S2 or LFPerms)

permissions permissions
not always true

User1 still has access to:
MD: Legislators/members
S3: members_json/*

User2 still has access to:

MD: Legislators/persons & /events
S3: persons_json/* & events_json/*




Revoke LF

Revoke the
from

Passthrough on databases & tables

B aws Management Console @l AWS Lake Formation Console #® AWS Lake Formation Console

nsole.aws.amazon.com/lakeformation/home?region=us-east-1# Datalake Admin

permission

Revoke permissions carscomdemo

Revoke access permissions to specific users and roles.

IAM users and roles
Add one or maore 1AM users or roles.

IAMAllowedPrincipals

Group

Active Directory users and groups (EMR beta only)
Enter one or more Active Directory users or groups.

Database permissions
Choose the access permissions to revoke. Access will be blocked even if |IAM permissions are in place.

Create table Alter Drop

All
Revoking this permission causes individual perr ons on the operations above to go into effect, as
well as disabling certain permissions ing in Cloudtrail. See here [2}

Grantable permissions
Choose the permissions that may not be granted

Create table Alter Drop

All

ing this permission causes individual grant permissio the operations above to go into effect.

Cancel

X

+




Revoke LFPassthrough on new tables

[ ] Inside Amazon X B aws Management Console b4 ¢l AWS Lake Formation Console # AWS Lake Formation Consol

Remove setting so new tables
will not have enabled on WS e .
t h e m ° - AWS Lake Formation

Edit database

Resource Groups ~ % £\ mashah @ 7857-8

Databases carscomdemo Edit database

Database details

Location - optional
an Amazon 53 path for this database, which eliminates the need to grant data location permissions on catalog table paths that are
tion's children

53://carscom-datalake-demo Browse

Description - optional

Default permissions for newly created tables
This setting maintains existing AWS Glue data log behavior. You can still set individual permissions, which will take effect when you
revoke the All permission from IAMAllowedPrincipals. See Changing Default Settings for Your Data Lake.

Use only IAM access control for new tables in this database




Revoke LFPassthrough on catalog

‘ h a n g e t h e N ] Inside Amazon > B Aws Management Console gl AWS Lake Formation Console X # AWS Lake Formation Console X +
t h I t G https://console.aws.amazon.com/lakeformation/home?region=us-east-1# Datalake Admin

Cata log . é_"’ﬁr Services v  Resource Groups v % [\ mashah @ 7857-8929-2865 v  N. Virginia ~

AWS Lake Formation X AWS Lake Formation Data catalog settings

Dashboard Data catalog settings

Data catalog

Databases Default permissions for newly created databases and tables
Tables

Settings These settings maintain existing AWS Glue Data Catalog behavior. You can still set individual permissions on databases and tables, which

will take effect when you revoke the All permission from I1AMAllowedPrincipals. See Changing Default Settings for Your Data Lake.
Register and ingest

i Use only IAM access control for new databases
Data lake locations

Use only IAM access control for new tables in new databases
Blueprints

Crawlers [4] m

Jobs [

Permissions
Admins and database creators
Data permissions

Data locations




Upgrading to use Lake Formation permissions

1. Grant Lake Formation permissions

2. Revoke LFPassthrough

3. Utilize coarse-grained IAM permissions
4. Enable GetDataAccess / register location

5. Optionally lock down S3 permissions



3. Utilize coarse-grained IAM permissions

Jack: IAM Jack: Lake FormationgmaJill: IAM Jill: Lake Formation
permissions permission permissions permissions

Fine-grained Lake Formation
permissions are set up, SO we can now
use coarse-grained IAM permissions.

The expression granting access is:
IAMPerms and (S2 or LFPerms)

always true

Jack still has access to:
MD: Legislators/members
Jill: 1AM S3: members_json/*

Jack: IAM
permissions permissions
Jill still has access to:

MD: Legislators/persons & /events
S3: persons_json/* & events_json/*




Utilize coarse-grained IAM permissions

Replace metadata access policies with this policy.

{
{ "Version": "2012-10-17", "Version": "2012-10-17",
"Statement": [ "S'f[atement": [
:Sid": "YifualEdli'torO", "E:C?e.ctxlf,:ﬁt)lzv?/'l'foro '
Effect": "Allow", "Action": [
"Action”: [ "glue:GetTables",
"glue:GetTables", "glue:SearchTables", "glue:GetTable" "glue:SearchTables",
1 "glue:GetTable",
"Resource": [ "glue:GetDatabases",
"arn:aws:glue:us-west-2:acct:database/legislators_target_v1", "glue:GetDatabase"
"arn:aws:glue:us-west-2:acct:table/legislators_target_v1/organizations_json", ']"Resource"' [
":Ilzzggxz;g{32;Ez_xgié;gzzigzaali;%ge“gIslators_target_v1/membershlps_Json ' ] "arn:aws:glue:us-west-2:785789292865:*"
] )
J ]
] }

}



Upgrading to use Lake Formation permissions

1. Grant Lake Formation permissions

2. Revoke LFPassthrough

3. Utilize coarse-grained IAM permissions
4. Enable GetDataAccess / register location

5. Optionally lock down S3 permissions



4. Enable GetDataAccess / register location

Jack: IAM Jack: Lake Formation Jill: IAM Jill: Lake Formation
permissions permissionsil permissions issi

Unify metadata access with data
access by so Lake
Formation can vend credentials.

Audit resources that point to locations
you are registering.

When you register a location,
integrated services will use Lake
Formation credentials to access
Tr— location. So it is possible to break
permissions existing usage.

Users must have
permissions to use the temporary
credentials.



Review location permissions

ol AWS Lake Formation Console

b 4 B aws Management Console

g AWS Lake Formation Conscle

os:ffconsole.aws.amazon.com/lakeformation/home?region=us Datalake Admin @ | B0%

Audit resources that point to
locations you will register.

Review permissions for s3://chanu-legislators-data-lake

Resowrces and their permissians in the selected Amazon 53 paths.

Once a location is registered:

Integrated services will
use Lake Formation creds
This may break existing usage

Resource

type

Column

Column

Column

Column

Resource

legislators.a
reas_json*

legislators.a
reas_json*
legislators.a
reas_json.*
legislators.a
reas_json.®

countries_js
on

Principal
type

1AM role

1AM role

1AM user

1AM user

1AM user

1AM role

Principal

AWSGlueSer
viceRole-po

pulate-legisl
ators-target

AWSGlueSer
viceRole-po

pulate-legisl
ators-target

glue_all_ace
855
datalake_us
ar
glue_events
_persons
AWSGlueSer
viceRole-po
pulate-legisl

Permissions

All, Alter,
Delete,
Drop, Insert

Select

Select

Select

All, Alter,
Delete,

Grantable

All, Alter, Delete
Drop, Insert

Select

All, Alter, Delete
Drop, Insert




-nable Get

DataAccess

Add this IAM policy to all users

GetDataAccess is a virtual API

It is used to authorize the following APIs:

GetTemporaryTableCredentials
GetTemporaryPartitionCredentials

}

"Version": "2012-10-17",
"Statement": [

]

{

}

"Effect": "Allow",
"Action": [
"lakeformation:getDataAccess"

]

!
"Resource"; "*"



Register location

Add storage

usi ng the Lake Amazon S3 storage
FO rm ati O n CO n SO le Register Amazon 53 storage as your data lake.
O I AP I S. Amazon 53 path

Choose an Amazon 53 location for your data lake.

53://v3-datalake-cloudtrail Browse

Existing location permissions - optional

Registering the selected location may result in your users gaining access to data already at that location. Before registering the location, we

recommend that you audit permissions on resources in

Audit location permissions

IAM role

AWSServiceRoleForLakeFormationDataAccess

Cancel Add storage




Upgrading to use Lake Formation permissions

1. Grant Lake Formation permissions

2. Revoke LFPassthrough

3. Utilize coarse-grained IAM permissions
4. Enable GetDataAccess / register location

5. Optionally lock down S3 permissions



5. Optionally lock down S3 permissions

Jack: IAM Jack: Lake Formation Jill: 1AM Jill: Lake Formation
permissions permissions permissions

el Because Lake Formation can vend
credentials, it is now possible to lock
down S3 access policies. This step is
optional.

Remember that Lake Formation only
vends credentials to integrated
services. So some users may still

L FPassthrough L FPassthrough require 053 permissions outside of Lake
Jack: IAM Location registered Jill: IAM Location registered Formation, in order to use the console,
permissions permissions or services not integrated with Lake
Formation.




Lock down S3 permissions

o T 2 X P Am: B Aw: B Aw: B Ath # Lak O cuu # sca ® cu WB Deb > + v

ymmom = 3 @ =

Re m Ove @ chanakyd @amazon.com - 785789292865 / cd2k (Not Production Account) (1]

aWS_, Services v Resource Groups * [\  cd2k @ 7857-8929-2865 v  Global *  Support v

Identity and Access
Management (IAM)

~ AWS Account (785789292865)

Permissions Groups Tags Security credentials Access Advisor

Dashboard ~ Permissions policies (4 policies applied)

Groups Add permissions © Add inline policy

Users

Roles Policy name ~ Policy type ~

Policies Attached directly
Identity providers » lakeformation_getdataaccess Managed policy

Account settings legislators_s3_all_access Managed policy

Credential report

Q

Policy summary Edit policy Simulate policy

+ AWS Organizations " T
Version":

Organization activity "Statement": [

{

Service control policies (SCPs)

"Sid":
"Effect":
"Action":
"Resource":

IIS_‘Ldll:
"Effect":
"Action":
"Resource":

Show 2 more
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We started here

Jack: IAM Jill: 1AM
permissions permissions

Jack: IAM Jill: IAM
permissions permissions




We finished here

Jack: IAM Jack: Lake Formation g Jill: IAM
permissions permissions permissions

LFPassthrough

Jack: IAM Location registered g Jill: IAM
permissions permissions

Jill: Lake Formation
permissions

LFPassthrough

Location registered




Conclusion

Worked at every step in the upgrade process!
No data migration

No metadata state migration

You just migrated the permissions you wanted

Data catalog was running the entire time—no disruptions!



Thank you!

Chanakya C. Damarla
chanakyd@amazon.com
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