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Agenda

• Amazon Quantum Ledger Database (QLDB) overview and system of 
record applications

• System of record design process

• Q&A
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System of record definition

“A system of record (SOR) or source system of record (SSoR) is 
a data management term for an information storage system 
(commonly implemented on a computer system running a database 
management system) that is the authoritative data source for a 
given data element or piece of information. 

“The integrity and validity of any data set is open to question when 
there is no traceable connection to a good source, such as a known 
System of Record. “

— Wikipedia



Common system of record applications

Track vehicle title 
history

Track distribution of a recalled 
product

Track changes to an 
individual’s profile

Verify and track hospital
equipment inventory 



AWS’s portfolio of purpose-built databases

Relational Key-value Document In-memory Graph Time-series Ledger

Amazon 

DynamoDB

Amazon 

Neptune
Amazon RDS Amazon 

Timestream

Amazon 

QLDB

Amazon 

ElastiCache

Amazon 

DocumentDB



ID Manufacturer Model Year VIN Owner

1 Tesla Model S 2012 123456789 Jane Doe

Traditional database architecture: The log

• Typically an internal implementation

• Used for restoring from failures

• Difficult, or impossible, to directly access

Table

tx1 tx2 tx3 tx4 tx5 tx6 tx7 tx8

Log



ID Manufacturer Model Year VIN Owner

ID Version Start Manufacturer Model Year VIN Owner

QLDB

Cars.history

H

Cars

C

J

INSERT cars
ID:1
Manufacturer: Tesla
Model: Model S
Year: 2012
VIN: 123456789
Owner: Jane Doe

Metadata: {
Date:07/16/2012  
}

H (T1)

Journal

1 Tesla Model S 2012 123456789 John Stiles

1 1 7/16/2012 Tesla Model S 2012 123456789 Jane Doe

UPDATE cars
ID:1
Owner: John Stiles

Metadata: {
Date:08/03/2013  
}

H (T2)

1 2 8/03/2013 Tesla Model S 2012 123456789 John Stiles

DELETE cars 
ID:1

Metadata: {
Date: 09/02/2016

}

H (T3)

1 3 9/02/2016 Deleted

Event

processor



Easy to use: Amazon Ion & PartiQL

PartiQL

INSERT INTO cars 
{ 'Manufacturer':'Tesla',

'Model':'Model S',
'Year': 2012,
'VIN': 123456789,
'Owner':‘Jane Doe' 

}

UPDATE cars SET owner = ‘John Stiles'
WHERE VIN = '123456789’

SELECT * FROM cars

Amazon Ion

/* Ion supports comments. */
vehicle = {

'VIN' :     "KM8SRDHF6EU074761",
'MfgDate':  2017-03-01T  (date)
'Type':     "Truck"
'Mfgr':     "Ford"
'Model':    "F150"
'Color":    "Black”

'Specs': {
'EngSize' :     3.3 (decimal)
'CurbWeight':   4878 (int)
'HP':           327  (int)
'BatterySize':  NULL.int

}

}



Serverless, scalable, highly available

Region

Availability zone 1 Availability zone 2

Journals Journals

Availability zone 3

Journals

Multiple copies per AZ, 
providing strong 

durability

Multi-AZ for 
high availability



© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Mapping constructs between RDBMS & QLDB

Table

Relational

Table

QLDB

Table row Amazon Ion document

Column
Document
attribute

Index Index

SQL PartiQL

Audit logs Journal

Database Ledger



Data modeling

Traditional QLDB

Products

Create table 

Products

INSERT INTO Products
{

‘ProductId': 1000,
‘ProductName’: ‘Shirt',
‘ProductPrice’: 1.00

} 

CREATE TABLE <SCHEMA>.PRODUCTS (
PRODUCTNAME VARCHAR2(100),
PRODUCTPRICE NUMBER(5,2))

TABLESPACE…



Data modeling

Traditional QLDB

O
rd

e
r

INSERT INTO Orders{ 

'OrderId':100001,

'Customer':{ 

'CustomerId':1000,

'FirstName':'Jane',

'LastName':'Doe',

'Address':{ 

'Line1':'123 My Street',

'City':'Chicago',

'State':'IL'

}

},

'OrderDate':`2019-04-30T`,

'OrderStatusCode':'Shipped',

'OrderDetail':{ 

'Quantity':3,

'Product':{ 

'ProductId':54231,

'ProductName':'socks',

'ProductPrice':15.00

}

}

}

O
rd

e
r 

D
e

ta
il

P
ro

d
u

ct

C
u

st
o

m
e

r 

A
d

d
re

ss

Nested 

document 

structure 

enables

optimal 

queries and 

data access



Data access

Traditional QLDB

SELECT od.Quantity

FROM o.Customer AS c,

Orders AS o, 

o.OrderDetails AS od

WHERE c.CustomerId = 1000



ID Manufacturer Model Year VIN Owner

ID Version Start Manufacturer Model Year VIN Owner

Cars.history

H

Cars

CINSERT INTO cars 
{ 'Manufacturer':'Tesla',

'Model':'Model S',
'Year':'2012',
'VIN':'123456789',
'Owner':‘Jane Doe' }

1 Tesla Model S 2012 123456789 Jane Doe

1 1 7/16/2012 Tesla Model S 2012 123456789 Jane Doe

QLDB

Capturing audit/change information

J

INSERT cars
ID:1
Manufacturer: Tesla
Model: Model S
Year: 2012
VIN: 123456789
Owner: Jane Doe

Metadata: {
Date:07/16/2012  
}

H (T1)

journal



1 2 8/03/2013 Tesla Model S 2012 123456789 John Stiles

ID Manufacturer Model Year VIN Owner

ID Version Start Manufacturer Model Year VIN Owner

Cars.history

H

Cars

C

J

INSERT cars
ID:1
Manufacturer: Tesla
Model: Model S
Year: 2012
VIN: 123456789
Owner: Jane Doe

Metadata: {
Date:07/16/2012  
}

H (T1)

journal

1 Tesla Model S 2012 123456789 Jane Doe
UPDATE cars SET owner = ‘John Stiles' WHERE
VIN = '123456789'

UPDATE cars
ID:1
Owner: John Stiles

Metadata: {
Date:08/03/2013  
}

H (T2)

John Stiles

1 1 7/16/2012 Tesla Model S 2012 123456789 Jane Doe

QLDB

Capturing audit/change information



Capturing audit/change information
Traditional



Journal structure



Viewing audit/change information
QLDB

WHERE h.metadata.id = 'id'



Cryptographic verifiability: SHA-256

QLDB uses the SHA-256 algorithm to create unique, fixed-length outputs (hashes)

Change any part, even one character, and the output (hash) is different

vehicle = {
‘VIN’ : “KM8SRDHF6EU074761”,
‘Type’: “Truck”
‘Model’: “F150”
‘Specs’: {

‘EngSize’ : 3.3
‘CurbWeight’: 4,878
‘HP’: 327

}
}

vehicle = {
‘VIN’ : “KM8SRDHF6EU074761”,
‘Type’: “Truck”
‘Model’: “F150”
‘Specs’: {

‘EngSize’ : 3.3
‘CurbWeight’: 4,879
‘HP’: 327

}
}

SHA-256

SHA-256

a4e31e36910d99bd19b7f
875f0a04597dc0ff52c2f16
4a16a9288aed9e710fdd

19318457408920af2d2cb
eacd90c7afe0fbd7f6ff316
972c8f656c8bbc402dd1



a4e31e36910d99bd19b7f
875f0a04597dc0ff52c2f16
4a16a9288aed9e710fdd

vehicle = {
‘VIN’ : “KM8SRDHF6EU074761”,
‘Type’: “Truck”
‘Model’: “F150”
‘Specs’: {

‘EngSize’ : 3.3
‘CurbWeight’: 4,878
‘HP’: 327

}
}

Cryptographic verifiability: SHA-256

SHA-256 is one way. It is infeasible to compute the input given an output.

SHA-256

SHA-256
19318457408920af2d2cb
eacd90c7afe0fbd7f6ff316
972c8f656c8bbc402dd1



H(T3) = ae2d64e562ec754ec3194c744eec72c9fdafffc6b559e0414d0e75bf96ca92ad

H(T3) = c6268578a24dbe0c7cfba07bd967411a35462b8c875d42f1991faad02c0ac93c

H(T2) = 86a90e4166453d9423b84d47dcbd97c0e3099b1a1f0d7cfca6c191d8fd8994ff

H(T2) = a90a9898c7e4b1aab19c705b554afd9e0bf6539bb0346df19be362ff63001098

H(T1) = 2526f16306c819d651af075934170d2430d246d9ab98d975d28a83baded47ca7

H(T1) = 25d0b44e6e8878151646ffc1fea4eb85c3e4bf4baec212a9fcf67b6d5a81e01a

UPDATE cars
ID:1
Owner: John Stiles

Metadata: {
Date:08/03/2013  
}

DELETE cars 
ID:1

Metadata: {
Date: 09/02/2016

}

Changing committed data breaks the chain

J

H (T1) H(T2)INSERT cars
ID:1
Manufacturer: Tesla
Model: Model S
Year: 2012
VIN: 123456789
Owner: Jane Doe

Metadata: {
Date:07/16/2012  
}

H(T3)H(T1)



Validation of information

QLDB



Why do immutability and verifiability matter?

Reduce risk: Ensure safeguarding of critical system-of-record applications where data 

loss could be expensive

Improve data tracking: Helps you or any parties who have access to the system to 

quickly and accurately track data’s entire lineage, improving efficiency in tracking the 

source of issues (e.g., manufacturing defects, maintain supply network data hygiene)

Auditability: Helps reduce downtime caused by audit and compliance issues, saving 

hundreds of productivity hours for your team

Reduce implementation effort: Building immutability and verifiability in a traditional 

way is time consuming, complex, and expensive



Challenges

Building system-of-record systems with traditional databases

Error prone and 

incomplete

Impossible 

to verify

Resource

intensive
Difficult to

manage and scale



Amazon QLDB summary

Journal first

Journal is the database

ACID transactions

Fully serializable isolation

Easy to use

Familiar SQL operators

Highly scalable

Serverless, highly available

Immutable

Append-only, sequenced

Cryptographically verifiable

Hash-chaining provides data integrity



Announcing Private Preview of QLDB Streaming

To get started, email: qldb-outbound@amazon.com



Meet us at our booth

• Come talk to our engineering and product 

teams and get answers to your questions

• Answer some trivia, and win a QLDB shirt! 

• Venetian Expo Hall, AWS Village, 

Blockchain and Ledger Booth



Attend other QLDB sessions
BLC203 – Why you need a ledger database: BMW, DVLA, and Sage discuss their use cases (Breakout)

Wednesday, Dec 4, 11:30 AM - 12:30 PM – MGM, Level 3, Chairman's Ballroom 366

DAT380 – Amazon QLDB: An engineer’s deep dive on why this is a game changer (Breakout)

Wednesday, Dec 4, 2:30 PM - 3:30 PM – Venetian, Level 4, Delfino 4005

GPSTEC339 – Integrate Managed Blockchain & Amazon QLDB in your solutions portfolio (Breakout)

12/4, 1:00 PM, Bellagio, Grand Ballroom 5 Green

BLC202 – Amazon QLDB fundamentals (Workshop)

Monday, Dec 2, 10:00 AM - 12:15 PM – Bellagio, Renoir 1

DAT352 – Building applications on Amazon QLDB (Workshop)

Thursday, Dec 5, 12:15 PM - 2:30 PM – Venetian, Level 4, Delfino 4003

BLC205 – Using Amazon QLDB as a system of record (Chalk talk)

Monday, Dec 2, 11:30 AM - 12:30 PM – MGM, Level 3, Room 353

BLC209 – Asset provenance ledger system based on Amazon QLDB: BMW’s use case (Chalk talk)

Thursday, Dec 5, 1:00 PM - 2:00 PM – Venetian, Level 3, Murano 3301B

DAT375 – How to make your data history immutable and verifiable (Chalk talk)

Monday, Dec 2, 3:15 PM - 4:15 PM – MGM, Level 3, South Concourse 302

DAT351 – Demo: Building a DMV application with Amazon QLDB (Builders Session)

Tuesday, Dec 3, 4:45 PM - 5:45 PM – Aria, Level 1 West, Bristlecone 4 - Table 7

DAT378 – Demo: Common PartiQL operations in Amazon QLDB (Builders Session)

Wednesday, Dec 4, 11:30 AM - 12:30 PM – Mirage, Grand Ballroom B - Table 9

DAT379 – Demo: Verify the integrity of your application’s data with Amazon QLDB (Builders Session)

Monday, Dec 2, 2:30 PM - 3:30 PM – Mirage, Events Center C1 - Table 5

https://www.portal.reinvent.awsevents.com/connect/sessionDetail.ww?SESSION_ID=98890&csrftkn=010T-UWSQ-89CP-B9S3-H62V-X45W-BL3S-FFZ7
https://www.portal.reinvent.awsevents.com/connect/sessionDetail.ww?SESSION_ID=95807&csrftkn=010T-UWSQ-89CP-B9S3-H62V-X45W-BL3S-FFZ7
https://www.portal.reinvent.awsevents.com/connect/sessionDetail.ww?SESSION_ID=98067&csrftkn=010T-UWSQ-89CP-B9S3-H62V-X45W-BL3S-FFZ7
https://www.portal.reinvent.awsevents.com/connect/sessionDetail.ww?SESSION_ID=98205&csrftkn=GZC6-L5P5-CPEL-6HSD-0TJW-AUD4-ZS4K-LMTL
https://www.portal.reinvent.awsevents.com/connect/sessionDetail.ww?SESSION_ID=97087&csrftkn=GZC6-L5P5-CPEL-6HSD-0TJW-AUD4-ZS4K-LMTL
https://www.portal.reinvent.awsevents.com/connect/sessionDetail.ww?SESSION_ID=98919&csrftkn=GZC6-L5P5-CPEL-6HSD-0TJW-AUD4-ZS4K-LMTL
https://www.portal.reinvent.awsevents.com/connect/sessionDetail.ww?SESSION_ID=99087&csrftkn=GZC6-L5P5-CPEL-6HSD-0TJW-AUD4-ZS4K-LMTL
https://www.portal.reinvent.awsevents.com/connect/sessionDetail.ww?SESSION_ID=98897&csrftkn=GZC6-L5P5-CPEL-6HSD-0TJW-AUD4-ZS4K-LMTL
https://www.portal.reinvent.awsevents.com/connect/sessionDetail.ww?SESSION_ID=97086&csrftkn=GZC6-L5P5-CPEL-6HSD-0TJW-AUD4-ZS4K-LMTL
https://www.portal.reinvent.awsevents.com/connect/sessionDetail.ww?SESSION_ID=98898&csrftkn=GZC6-L5P5-CPEL-6HSD-0TJW-AUD4-ZS4K-LMTL
https://www.portal.reinvent.awsevents.com/connect/sessionDetail.ww?SESSION_ID=98899&csrftkn=GZC6-L5P5-CPEL-6HSD-0TJW-AUD4-ZS4K-LMTL


https://amzn.to/349BdPL

Your guide to Amazon Managed Blockchain and 
Amazon QLDB breakouts, workshops, and chalk talks 
at AWS re:Invent 2019



QLDB customers

Driving 
Standards 
Agency

Bank of 
Yokohama
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Thank you!
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