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What to expect from this session

300 level session, The session will describe
you should have a architectural patterns and a
good understanding variety of AWS products in

of AWS services a broad range of challenges

A great start
to the morning!



Agenda

0
&
&

Introduction
to BT

Why AWS and public
cloud for BT

Establishing a platform
team in a cloud center of
excellence (CCoE)

ORORO

Adopting a
Landing Zone

Connectivity design patterns
and unique hybrid scenarios

Some key takeaways from the
journey so far
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To use the power of communications
to make a better world

Consumer Enterprise Global Openreach

Technology
We are the internal technology unit
responsible for creating and operating BT's
networks, platforms and IT Systems



Cloud is supporting BT's strategy

To use the power of communications
to make a better world

Differentiated customer
experiences

Simplified lean and
agile business



The "ask” of public cloud
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and safe integration billing processes



Public cloud centre of excellence

Support
training and
certification

Invest in your

Dedicated team own people

Continuous
development
and learning

To create a place where the business
IS enabled to be innovative, agile, and relevant

through secure adoption of
AWS public cloud services






Security, Threat
BT landing Common Identity, Vending Detection Public Cloud

Connectivity

Zone Services Access & Capabilities Protection Operations

Guardrails Prevention
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Regional
Deployment
. Decisions
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Secure Internet
Access

Cloud Platform
Logging Framework
\.

Optimised AWS
Service Access
Public/Private

BT Landing
Zone

Connectivity

Account

VPC Templates

Vending + Lifestyle

Consolidated
Billing

IP Address
Ranges and
Allocations

Account
Strategy

Hybrid Cloud
(AWS VPN)

AWS Organisations

Security Baseline

|

Hybrid Cloud

Connectivity

(AWS Direct
Connect)
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Account strategies

Sandbox Innovation
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100s or 1,000s of accounts

A single multi-family home Many single family homes



A landing zone for BT

| essons learned

Use landing Prescriptive . Started with
zone solution as account Blazﬁ;idlgss i one landing
a base inflation 9 zone
Decouple Build and distribute “Pull and Push” Multiple landing
customisations account features model zones




Build and distribute products as “Account Features”
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Consuming “Account Features” — a push + pull model
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Optimised AWS
Service Access
Public/Private

|

VPC Templates

r

IP Address
Ranges and
Allocations

~

Hybrid Cloud

(VPN Connectivity)

\_

Hybrid Cloud

Connectivity

(AWS Direct
Connect)
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Hybrid connectivity challenges

Complex environment

Private RFC1918 Multi-account App.llgatlon
IP space at elasticity and
. strategy
a premium autonomy

Many reference architectures
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The hybrid journey: connectivity patterns

Account 1 Account 2 Account 3
—————————————— R
hybrid hybrid hybrid
VGW VGW VGW
VPN I /
VPN VPN

VPC +
Virtual private gateway (VGW)

Supports multi-
account strategy at
scale?

Conserves RFC1918
hybrid IP space

Reduces on-premises
network changes for
each VPC deployed?

Elastic application
workloads

Pattern/score




The hybrid journey: Connectivity Patterns

Account 1 Account 2
“““““““ -t Tt T T T T T T
hybrid hybrid

re:lnvent
December
2018

AWS Transit
Gateway (TGW)

Account 3

AWS Direct
Connect
support for
AWS Transit
Gateway
London -
August 2019

Supports multi-
account strategy at
scale?

Conserves RFC1918
hybrid IP space

Reduces on-premises
network changes for
each VPC deployed?

Elastic application
workloads

AWS Transit
Gateway




The hybrid journey: Connectivity Patterns

Account 1 Account 2 Account 3

———————————————————————————————————————

Hybrid .
Account . "YPrid
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VPC endpoints / AWS PrivateLink with
AWS Transit Gateway (TGW)

Supports multi-
account strategy at
scale?

Conserves RFC1918
hybrid IP space

Reduces on-premises
network changes for
each VPC deployed?

Elastic application
workloads

VPC endpoints +
AWS PrivateLink




Refining a VPC tor Hybrid Connected Applications

s= Application account

aws
~—

Private
Subnets

Hybrid Subnets




Hybrid connectivity pattern: one-to-many VPC's

AWS Transit
Gateway

— relnvent C\\ App #1

= 2018 / (\\ Production xN
application VPC
App #1 C@ (Not BT routable)
Hybrid VPC

' (BT Routable) @
AWS Privatekink ‘

AWS PrivateLink
AWS Direct Connect AWS l
Transit Gateway App #2

| (i) Hybrid VPC @ % C@ APP #2

Production xN

(BT Routable) AWS PrivateLink é application VPC
LV (Not BT routable)
ke ot BT routable

— AWS Direct Connect

== support for

AWS Transit
Gateway

London - Aug 2019




3T to AWS I

Application hybrid account Application account - service provider
Query: o

awsapp.subdomain.bt.com

———————————————————————————

Hybrid

AWS Amazon VPC
Transit Gateway / PrivateLink
= : Elastic network interface i q\

: a.a.a.a ! C

VPN/AWS Direct \
Connect : ]

Availability Zone

NLB

b.b.b.b

On Prem

DNS Source IP is NLB so need to use Proxy

Protocol V2 to see client source IP.

55 ANSWER SECTION:

awsapp.subdomain.bt.com. 3575 IN CNAME vpce-000e123456789al23-aallallla.vpce-svc-01f1111fffOl1flifff.eu-west-2.vpce.amazonaws.com.
vpce-000e123456789al23-aallallla.vpce-svc-01f1111fffO1flfff.eu-west-2.vpce.amazonaws.com. 275 IN A a.a.a.a
vpce-000e123456789al23-aallallla.vpce-svc-01f1111fffO1flfff.eu-west-2.vpce.amazonaws.com. 275 IN A b.b.b.b



| essons learned

. Decoupled Solved
e\(l:oolzttligl:lazf architecture multi-account
with AWS scaling

hybrid patterns PrivateLink challenges







powered by dWS
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Takeaways
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Establish your CCoE - the
best talent with broad
enterprise experience

Keep the AWS Landing Zone
solution simple and don't
over-customise

&
(&

AWS PrivateLink to create
highly scalable decoupled
hybrid architectures

Grow and stimulate
community adoption through
your internal social media
platforms



Please join me
for a meet and greet!

Telecom Lounge
MGM | Level 3 | Pre-function foyer




Thank you!

Guy Ben-Baruch
gubaruch@amazon.com
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