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What to expect from this session

300 level session, 
you should have a 

good understanding 
of AWS services 

The session will describe 
architectural patterns and a 
variety of AWS products in 

a broad range of challenges 

A great start
to the morning! 
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Introduction
to BT

Why AWS and public
cloud for BT

Establishing a platform
team in a cloud center of 
excellence (CCoE)

Adopting a
Landing Zone

Connectivity design patterns 
and unique hybrid scenarios

Some key takeaways from the 
journey so far
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Technology

To use the power of communications 
to make a better world



Cloud is supporting BT’s strategy

To use the power of communications 
to make a better world



The “ask” of public cloud



To create a place where the business
is enabled to be innovative, agile, and relevant

through secure adoption of
AWS public cloud services 

Public cloud centre of excellence
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Account strategies

TestDev Prod

Sandbox

Development Test Production

100s or 1,000s of accounts

App1 App1 App1

Innovation
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Lessons learned



Build and distribute products as “Account Features"

Feature

Factory 

(Hub)

eu-west-2

DNS

AWS Service Catalog

Security

AWS Service Catalog

Network

AWS Service Catalog AWS Service Catalog

App - DEV App - TEST
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App - PROD

AWS Service Catalog

AWS CodeBuild
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Versioned
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Versioned
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Consuming “Account Features” — a push + pull model

Browse 

products

Application

Account

Owners
Select product 

and version. 

Configure 

parameters

request launch

Application development account

AWS 

CloudFormation

PULL

Deploy
Product

Versions

AWS 

Service 

Catalog

Product

v1

Product

v2

Product

v1

AWS CodePipeline

PUSH

IDP Roles Guardrails

Base VPC AMI Optin

End points Ticketing DNS

Email
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The hybrid journey:  connectivity patterns

VPC + virtual 

private gateway

Supports multi-

account strategy at 

scale? 

Conserves RFC1918 

hybrid IP space

Reduces on-premises 

network changes for 

each VPC deployed?

Elastic application 

workloads

hybrid hybrid hybrid

VGW VGW VGW

VPN

VPN

VPN

Pattern/score

Supports multi-

account strategy at 

scale? 

Conserves RFC1918 

hybrid IP space

Reduces on-premises 

network changes for 

each VPC deployed?

Elastic application 

workloads



The hybrid journey:  Connectivity Patterns

AWS Transit 

Gateway

Supports multi-

account strategy at 

scale? 

Conserves RFC1918 

hybrid IP space

Reduces on-premises 

network changes for 

each VPC deployed?

Elastic application 

workloads

hybrid hybrid hybrid

re:Invent

December 

2018

AWS Direct 

Connect 

support for 

AWS Transit 

Gateway 

London -

August 2019



The hybrid journey:  Connectivity Patterns

VPC endpoints + 

AWS PrivateLink

Supports multi-

account strategy at 

scale? 

Conserves RFC1918 

hybrid IP space

Reduces on-premises 

network changes for 

each VPC deployed?

Elastic application 

workloads

hybrid



Application Cloud
Application Cloud

Refining a VPC for Hybrid Connected Applications
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Hybrid connectivity pattern: one-to-many VPC’s

AWS PrivateLink

AWS Direct Connect

App #1

Hybrid VPC

(BT Routable)

App #2

Hybrid VPC

(BT Routable)

AWS

Transit Gateway 

(TGW)

AWS Transit 

Gateway

reInvent

2018

AWS Direct Connect 

support for 

AWS Transit 

Gateway 

London - Aug 2019

App #2 

Production xN

application VPC

(Not BT routable)

App #1 

Production xN

application VPC

(Not BT routable)

AWS PrivateLink

AWS PrivateLink



BT to AWS

Source IP is NLB so need to use Proxy 

Protocol V2 to see client source IP.

Application – service provider VPC 

(non-routable CIDR)

NLB

Application account – service provider

Availability Zone

Availability Zone

Application hybrid VPC

(BT routable CIDR)

Availability Zone

Availability Zone

Application hybrid account

VPN/AWS Direct 

Connect

Hybrid 

AWS 

Transit Gateway

Amazon VPC 

PrivateLink

Elastic network interface

b.b.b.b

Elastic network interface

a.a.a.a

Security group

Security group

Query: 
awsapp.subdomain.bt.com

;; ANSWER SECTION:
awsapp.subdomain.bt.com. 3575 IN     CNAME   vpce-000e123456789a123-aa11a1l1a.vpce-svc-01f1111fff01f1fff.eu-west-2.vpce.amazonaws.com.
vpce-000e123456789a123-aa11a1l1a.vpce-svc-01f1111fff01f1fff.eu-west-2.vpce.amazonaws.com. 275 IN A a.a.a.a
vpce-000e123456789a123-aa11a1l1a.vpce-svc-01f1111fff01f1fff.eu-west-2.vpce.amazonaws.com. 275 IN A b.b.b.b

awsapp

On Prem
DNS



AWS to BT—IP targets in hybrid applications

VPN /

AWS Direct Connect

Hybrid Transit Gateway 

(TGW)

BT Data Centres

On prem Service
a.a.a.a, b.b.b.b

BT Enterprise 

Transit VPN

Service Provider Hybrid VPC 

(BT routable CIDR)

NLB  for a Common

Service on Prem

Shared Services - Hybrid AccountApplication Account #1

Application 1 VPC 

(overlapping CIDR)

Application Account #2   

Application 2 VPC 

(overlapping CIDR)

BT Data Centre

Application 2
Service
c.c.c.c

Application 2 - Hybrid VPC 

(BT routable CIDR)

NLB for APP#2 On-Prem

Application 2 - Hybrid

Lessons learned
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Takeaways

1

2

3

4

AWS PrivateLink to create
highly scalable decoupled
hybrid architectures

Keep the AWS Landing Zone 
solution simple and don’t 
over-customise

Establish your CCoE – the 
best talent with broad 
enterprise experience

Grow and stimulate 
community adoption through 
your internal social media 
platforms



Please join me 
for a meet and greet!

Telecom Lounge

MGM | Level 3 | Pre-function foyer



Thank you!

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Guy Ben-Baruch
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