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Identity health checks

1. Use multiple
AWS accounts

2. Create intentional
OU structure

3. Use SCPs
4. Secure root

5. Federate identity
for human users

6.

Use roles

Validate trust
role policies

Continuously review
your policies

Audit IAM for
unused principals

10. Monitor your

resource access



1. Use multiple AWS accounts
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« Multiple accounts « AWS Organizations
- Isolation - All features



2. Create intentional OU structure

N
LY

Foundational Organizational Units

Security Infrastructure

Prod SDLC Prod SDLC

Additional Organizational Units as Needed

Sandbox Workloads Policy Staging

Prod SDLC

Suspended

Individual
Business users

Exceptions

Deployments




3. Use service control policies (SCPs)

 Restrict regions « Block disabling AWS CloudTrail

 Restrict services « Block disabling
» Restrict principals Amazon CloudWatch

. Require Amazon S3 encryption Block VPC Flow Logs deletion
- Deny organizations:* on root » Lock in AWS Config rules

. Limit allowed Amazon EC2 types ° Require atag for

Require MFA for EC2 <t making resources

« Require or sto

. P « Limit VPC internet access changes
« Block root access to EC2



4. Secure root

Don't use root

Delete access keys
Use SCP to restrict root actions

Monitor and notify on root login

OI:I *****J
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¢
Secure root

Enable MFA - store in safe
Strong, random password
Split control

Set root email to a
distribution list



5. Federate identity for human users
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Corporate
identity
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Identity
provider (IP)
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AWS SSO

Federation

AWS account

AWS account

AWS account

AWS account

AWS account

AWS account




6. Use roles

O

Grants temporary, limited-privilege credentials

Q Assumed by human or machine users
]

Permissions attached to the IAM role
X



7. Validate trust role policies

DION BIOL\ IS
» Grant least privilege c@ » Grant broad access

« Review principals for role access « sts:assumerole:*
« Simplify « Use role chaining
« Limit roles to one level * Role hierarchies complicate attribution
of role assumption + e.g., role A — allowed to assume role B
« Segregate roles’ purposes e Overload roles
- Make different roles for - Don't let two applications

humans vs. machines use the same role



8. Continuously review your policies

IAM Policy Simulator

|AM Policy Simulator

Policies Create New Policy

Selected user: alice

IAM Policies
Filter
& AmazonEC2FullAccess

& |AMUserChangePassword

Access advisor

Roles > MigrationRole

Su mmary Delete role

Role ARN arn:aws:iam role/MigrationRole (2
Role description Edit
Instance Profile ARNs arn:aws:iam nstance-profile/MigrationRole ()
Path
Creation time 2018-11-14 21:37 PST
Last activity ) 30 PST (68 days ago)

Maximum CLI/API 1 hour Edit
session duration

Permissions Trust relationships Tags Access Advisor Revoke sessions

Access advisor shows the service permissions granted to this role and when those services were last accessed. You can
use this information to revise your policies. Learn more

Note: Recent activity usually appears within 4 hours. Data is stored for a maximum of 365 days, depending when your

region began supporting this feature. Learn more

Filter: No filter » Showing 6 results

Service Name =% Policies Granting Permissio... Last Accessed ~
Amazon EC2 Auto Scaling AWSCodeDeployRole 89 days ago
Amazon CloudWatch AW d oyRole Not accessed in the tracking period

Amazon EC2 eDe ole 68 days ago



9. Audit 1AM for unused principals

Identity and Access
Management (IAM)

Use IAM credential report

Dashboard

v Access management
Groups

Users

user user_creation_time password_enabledd massword_last_used Mssword_last_changed massword_next_rotation mfa_active access_key_1_active access_key_1_last_rotated access_key_1_last_used_date
<root_account> 2018-10-08T16:52:10+00:0(§ not_supported D18-10-08T17:05:50+00:0C ot_supported & FALSE N/A N/A
alice 2019-08-12T18:05:34+00:0d TRUE D20-07-09T19:21:56+00:008 2820-07-10T00:07:20+00:00 TRUE 2019-12-05T19:05:03+00:00 2019-12-05T19:09:00+00:00

Policies bob 2020-06-29T15:18:03+00:00 TRUE g0_information 2020-06-29T15:18:04+00:00 TRUE 2020-06-29T15:18:04+00:00 N/A

Identity providers
Account settings
v Access reports
Access analyzer
Password-enabled?

Archive rules

Roles

Analyzers

When was it last used?

Settings

(Coredential eport ) When was it last rotated?

Organization activity

Service control policies
(SCPs)




9. Audit 1AM for unused principals

Identity and Access
Management (IAM)

Use IAM credential report

Dashboard

v Access management
Groups

Users
user user_creation_time password_enabled password_last_used password_last_changed password_next_rotation mfa_active _key_1_acti hccess_key 1 last_rotated cess_key_1_last_used_date

<root_account> 2018-10-08T16:52:10+00:00 not_supported 2018-10-08T17:05:50+00:00 not_supported not_supported TRUE /A /A
alice 2019-08-12T18:05:34+00:00 TRUE 2020-07-09T19:21:56+00:00 2020-07-10T00:07:20+00:00 N/A FALSE ?019-12-05T19:05:03+00:0 019-12-05T19:09:00+00:00
Policies bob 2020-06-29T15:18:03+00:00 TRUE no_information 2020-06-29T15:18:04+00:00 N/A FALSE 2020-06-29T15:18:04+00:0

Roles

Identity providers

Account settings

v Access reports

Access analyzer

Archive rules API Key EnableC?
Syg When was it last used?
(Corsortareoen ) When was it last rotated?

Organization activity

Service control policies
(SCPs)



10. Monitor your resource access

Block public access at the account or
organization level

Create IAM Access Analyzer detectors

= Create account-specific detectors in each region

= Create an organization-specific detector
in each region

=

Disable public buckets

[]---
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AWS IAM Access Analyzer

D



Are we done?

« Use permission boundaries
« Access key rotation

« Use KMS key policies and
key grants for granular,
temporary access

« EC2 roles should have srclP or
srcVPC condition

« VPC endpoint policies with
PrincipalOrgld

« Use KMS integrations
wherever available

Nope!

- Enforce IMDSv2

« Eradicate S3 access control lists
- Enforce tags on creation

« CloudTrail logs

« S3 access policies

« Remove inline policies

« Vet AWS managed policies

« Automation



Takeaways

- Use the isolation power of AWS Organizations and accounts
« Federate identity into highly granular roles with limited trust policies

- Use IAM tools like credential report, IAM access advisor,
policy simulator, and IAM Access Analyzer to help you
achieve least privilege
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Resources

Steve Schmidt re:Invent Leadership session: SEC201-L

- https://youtu.be/oam8FDNJhbE?t=624

Top 10 security items to improve in your AWS account

- https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-
your-aws-account/

SCP examples

» https://docs.aws.amazon.com/organizations/latest/userquide/
orgs_manage_policies_scps_examples.html

Tasks that require root

- https://docs.aws.amazon.com/general/latest/gr/
aws_tasks-that-require-root.html

Federation Lab: Choose your own SAML adventure
- https://identity-federation.awssecworkshops.com
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https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-your-aws-account/
https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-your-aws-account/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://identity-federation.awssecworkshops.com/

Thank you!
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